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Introduction

While theCOVID-19pandemic rageson inmanypartsof theword,
socialspheresaredisruptedandtransformed,challengingnotionsof
distance,proximity,accessor isolation.Moreoftenthannot,digital
technologiesandservicesaccompanythesechanges,andoneofthe
oldest narrativesof networkedcommunication – toovercome time
andspaceinamodeofinstantconnectedness–playsoutoncemore.
Mostpraiseinformationandcommunicationtechnology(ICT)during
thisstateofglobalcrisisasessential forkeeping theeconomiesof
nationstatesandthementalhealthofitscitizensabovewater;mean-
while,thedigitalizationofsocietiespusheseveronward–en passant
–nolongeramarchbutasprint(Bratton2020).Thus,othersseeless
reasonforenthusiasm:Aspeoplenowdependevenmoreononline
retail,entertainmentorvideoconferencingplatformstonavigatetheir
dailylife,thepandemicalsounveilstheaccelerationofcapitalistex-
ploitationinandbeyondthedigitalsphere.Inequitiesinpaymentand
healthprotectionsfortheretailanddeliveryworkerswhomakeitpos-
sibleforthe“touchless”purchaseofgoodstobebroughtintoourpri-
vatespherearebecomingevermoresignificant(Pereira2020).And
while somepraise theusefulness inbroadly (anddeeply)gathered
datatohelpfightthespreadofthevirus,othershavepointedoutthe
risksofstatesurveillance,privacyviolationsandthenon-consensual
exploitationofpersonaldataconnectedtotechnologiesrolledoutto
copewithorrestrainthepandemic,suchascontacttracingsystems
(Guarnieri2020).
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Whatever side onemight take in this debate, both sidesmay
agree that thestateof crisisunveils theadvantagesanddisadvan-
tages of the digital sphere, opening themup for discussion in the
firstplace.Notatallarenew,butnowtheyareonceagainon the
publicagenda(Klein2007).Theconceptof“digitalsovereignty”may
provideausefulprismtofocusthisdebate,whileretainingtheterm’s
multifacetedopenness. It isaboutaccess toandautonomyorcon-
trol over ICT in (at least) three domains: the responsibilities of na-
tionstatestoprotecttheinterestsoftheircitizens(andgovernment)
whenitcomestodataandtechnologicalinfrastructure;theinterests
ofcompaniesandcorporations,especiallyinIT-relatedsectors;the
competence and self-determination of individuals to critically and
consciously engage with technology and the data they generate
(PohleandThiel2021,inthisvolume).

Digital sovereignty has become a hotly debated term in the
past fewyears,asthepremisesofhowICTimpactssocietieshave
changed:Insteadoffurtherindulginginthecollectiveimaginariesof
better, digitallymediated futures, today’s narratives aredominated
by rather troublesomeaspectsof thedigital transformation. Issues
suchastheincreasingvulnerabilityandmanipulationofindividuals,
the violation of fundamental rights throughmass surveillance, the
highlyproblematicbiasesinherentinmachinelearningandautomat-
eddecision-making,orthedigitallymediatedunderminingofdemo-
craticinstitutionsandpracticeshaveallbecomemoreandmoreofa
threattoopenandfreesociety.Thecurrentstateofcrisis–elevated
bybutnot limitedtothepandemic–addsfuel to thisdebate,as it
contextualizesdigitalsovereignty ina fundamental reconsideration
ofdemocraticprinciples,civilrightsandnationalidentities:Is(tech-
nological)self-determinationstillavalidgoal–orevenanoptionfor
every individual tocopewith thedigital sphere? (Where)Arepara-
digmsshifting?Arecurrentphenomenaofdeglobalizationundermin-
ingthebasicprinciplesoftransnationaldigitalnetworks?Whatnew
developmentsdowenowfaceandhowcanweaddressandqualify
thesocialconditions thatarenowexposedandaggravatedby the
COVID-19crisis?What chancescould this crisisbring for substan-
tially rethinkingour ideasofsociety, itsorganizationaswellas the
designoftheinfrastructures,objectsandprocessesthatconstitute
ourtechno-socialrealities?Whatimaginariesarewebeingconfront-
edwith,ordowedevelop,whatagendasshouldwepursueandhow

PracticingSovereignty
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canweimplementthem?Ordowehavetofundamentallyrevisitour
termsandstrategiesinthequestionofhowtoshapedigitalsocieties?

Thisbookframesdigitalsovereigntyasarighttobeclaimedand
aprocessconstantly in themaking,asaconditionof theability to
criticallypartake in thedigital transformation.Emphasizingapoliti-
calandtransformativesignificanceoftheterm,thisinterdisciplinary
publicationgathersscholars,activists,artistsandhumanrightsad-
vocateswhodeveloppracticesorprovidespacesandstructuresto
fostersophisticatedmeansofdigitalinvolvement.Itsaimistoiden-
tifydiversefacetsofwhatitmeanstobedigitallysovereign,butalso
tocriticallydiscusstheviabilityoftheterm,especiallyinthelightof
modern-daycrisesandforthemanyfuturechallengesyettocome.
Thepositionsassembled in this volumeanalyzenewopportunities
for social participationandpolicymakingand recommendalterna-
tivetechnologicalandsocialpracticesutilizedbyvariousgroupsand
collectives–bothbeforeandafterCOVID-19.The interdisciplinary
approach to the topic,asweascribe to thisvolume, is reflected in
theindividualcontributionsand,tosomeextent,bytheprofilesofthe
individualauthors.

In their essay, Ramesh Srinivasan, who has a background in
design studies as well as media art and science, and the activist
Peter Bloom reflecton the fact thatwestillplaceour fullestand
blindtrustintechnologicalsolutions.Althoughtechnologiesoftoday
havesofarfailedtoaddressoursocietalandplanetaryproblems,as
theauthorssay,wecontinuetopursuefaithinthem.Srinivasanand
Bloomseesomecausesinthewaynewtechnologiesarepresented
tousasunavoidablewhile,atthesametime,remainingopaque.Also,
an unprecedented amount is being invested in future speculations,
fantasiesofatechnocracyandtechnologydevelopmentthatdonot
takeintoconsiderationthesocialandglobalrisks.Theessayisaplea
forafuturethathonorsourplanet.

Inanattempttosomehowfindwaystomitigatedevelopments
that negatively impact our lives, the concept of digital sovereignty
hasbecomeapowerfulandcentralelement.Intheirtext,thepoliti-
calscientistsJulia PohleandThorsten Thieldeliveranoverview
oftheevolutionoftheconceptanditsmanyuses.Theythoroughly
systematize the various normative claims to digital sovereignty by
retracinghowsovereigntyhas re-emergedas a key categorywith
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regardstothedigital.PohleandThielframedigitalsovereigntyasa
discursivepractice inpoliticsandpolicyandargue formorereflec-
tionanddebateonhowsovereignpowerscanbehelddemocratically
accountable.

ThedesignerandphilosopherDenisa Reshef Keradrawson
themetaphoricallensesoftheLeviathanandtheWickerManinorder
toproblematizecitizen’sagency(orratherthelackthereof)inlightof
smartcontractsandautomateddecision-makingprocesses.Inorder
toengagecitizensinthemakingandstewardingofgovernanceinfra-
structures,shearguesthatitisessentialtoprovidespacesforthose
verycitizenstoexploreandexperiencepossibleeffectsofemerging
technologiesontheirownlifeworld.Againstthisbackdrop,shepro-
posesthesandboxlogicofprototypingandtestingnear-futuretech-
nologicalrealitiesasapowerfulwayforcitizenstobecomeinformed
and involved in discussions around aforementioned technologies.
Sheoffersreflectionsonherpracticalworkinestablishingsuchan
environmentallowingfortesting,experimentinganddeliberatingon
possible,algorithmicallymediatedfutures.

Digital sovereignty is discussed byGesche Joost as a guid-
ingprinciple tobridgethegapof thedigitaldivide.Byhighlighting
someaspectsofdigitalinequalitiesonagloballevel,sheasksabout
ourguidingprinciplesforfuturepolicymakinginordertoovercome
thoseinequalities.Withhertext,thedesignresearcherandpolitical
advisorJoostopensthewaytothinkproactivelyaboutpolicyspaces
thataredecidedlydedicatedtoamoreinclusivedigitalsociety.Joost
discusses the European policy frameworks as an opportunity for
moredataprotection,cybersecurityandethicallydesignedartificial
intelligence.

ThesociologistPhilipp Staabstatesinhisessaythreespecific
areas of sovereignty crisis: consumer sovereignty, civic sovereign-
tyandeconomicsovereigntycrisis.Alongtherecenthistoryof the
capitalistdevelopmentoftheinternet,Staabarguesthatinorderto
understandtheextentofthesovereigntycrisesindigitalcapitalism,
weneedasystematicanalysisoftheconnectionbetweencommer-
cializationandoligopolisticdominationoftheinternet–aswellasits
political control. Theessay frames theEuropeandatapolicyasan
importantcontributiontowardspreservingeconomic,civilandmar-
ketsovereignty.

PracticingSovereignty
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Claudio Guarnieri, security researcher, technologist and hu-
man rights activist, offers a personal account on the open-source
movement and discusses the efforts of Big Tech to appropriate
open-sourcesystemsandworkmethods.Asawaytocountersuch
anindustrializationofcommunity-driventechnology,Guarniericalls
forreclaimingdigitalsovereigntybyfirstunderstandingthetechno-
logicalblackboxesofourdaily lives.Hisartworks “RADIOATLAS”
(2020–) and “BLE ATLAS” (2020–) analyze and display the data
transmittedvia smartphone radioemissionsandBluetooth lowen-
ergy(BLE)beacons–thelatterbecomingavaluableresearchdevise
forBLE-basedCOVID-19contacttracingapps.

Asadatapolitics researcher,Fieke Jansen looksat thecon-
ceptualizationofcontemporarydatagovernance in relation tocap-
italismandthevalueofdata.Her textdrawsonaclosereadingof
theEuropeanCommissionwhitepaperonartificialintelligence(AI).
Alongthisreading,Jansenrevealshowdataanddatainfrastructures
are seen by the state, e.g., as essential to sustainable economic
growthandsocietalwell-being.SheelaborateshowtheCommission
regardsmajorshifts intechnologicaldevelopmentasopportunities
to(re)gaincontroloverdatainfrastructurespaces,especially inthe
contextofamarketforEuropeantrustworthyAIproducts.

In a strong manifesto style, the writer and urbanist Adam 
Greenfield connects thepandemic, climate changeand the stag-
geringdevelopmentsinmachinelearning,automateddecisionmak-
ingandotherreplacementsofhumanagencyandcommunalitytoa
contextinwhichsocietiesandthedynamicsofourplanetarebrought
outofbalance. In itsexplorationof theplanetaryupheavalsconsti-
tutingtheAnthropocene,thesweepinganalysisincludesaprofound
critiqueofleftaccelerationalism:Behindtheaccelerationistteleolog-
icalendeavortotranscendlatecapitalismbyfiringupthecapitalist
motor,Greenfieldexposesablatanttechno-solutionistattitudethat
underminesbasicprinciplesofpoliticaleconomy–andmutualcare.

The London based collective Common Knowledge offers
insights into theirveryhands-onapproaches todigital sovereignty.
Intheircontribution,CommonKnowledgeshareandconnectexpe-
riences from both their ownworking structures as a not-for-profit
worker cooperative aswell as from their various activities inbuild-
ing technological infrastructures for different community groups
and unions concerned with building working class power and
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sovereigntyindifferentforms.Inordertoachievethelatter,theyar-
gue,just enough digitalsovereigntyshouldbethegoal,inthat“digital
technologymustbeseenasanenablerandmultiplierofcollective
actionandorganizingtechniques,notareplacement.”

The design researcherPaola Pierri investigates the relation-
shipbetweendigitalsovereigntyanddemocraticrights,particularly
the relationsbetweenstate, citizensandcorporations. In theirpro-
motion of the Californian Ideology narrative that the individual is
liberated via technology, corporations construct themirage, Pierri
argues,ofanautonomousdigitalcitizen.Indoingso,theyundermine
statesovereigntyitselfbytakingoverthelegitimationofpopularor
individualsovereignty.Basedonthiscriticalinside,Pierricallsforthe
constructionofnewimaginariesforenablingindividualsovereignty
inthedigitalage,detachedfromtechcorporatebiases.

The artist and designer Juan Pablo Garcia Sossa weaves
together and reflects on several threads around identity, situated
knowledgesandexploitation.UnderstandingthenotionofTropikós as
amindset,heposesthequestionofwhetherandhowtheconceptof
digital sovereignty can bemanifested in the tropics. In his artistic
pieceGeoFilters,heinvestigatesdifferencesandambiguitiesinthe
meaningsandunderstandingsoftermssuchasprivacyandargues
foraradicallydifferentiatedperspectiveinordertoavoidthepitfalls
ofwhathecallsbinariesandverticalities.

Inhisessay,thewriterandjournalistThomas Ramgeframes
thephenomenonoftechlashasastartingpointforanewpostdigital
discussion,adiscussionthatplacesdigitalizationinaradicallynew
paradigmofcostsandbenefits.Hepleasforapragmaticattitudeto-
wardallthingsdigital,drawingascenarioforthefuturethatempha-
sizesasovereignlyuseofdigitaltechnologies.Forhim,constructive
criticismof technology is theprerequisite forbringingtherebound
effectsofdigitalizationinthepost-digitalageundercontrol.

The design researchers Bianca Herlo, Sandra Stark and
Malte Bergmann draw an understanding of digital sovereignty
from a design perspective, as a practice that focus especially on
counteringinequalities.Thetextreflectsadesignresearchprocess
that led to thedevelopmentof themultilingual installation “Talk to
Me.”Throughtheinstallationtheauthorsdiscussthepotentialsand
confinesofdigitalandpublicparticipation,andthecrucialroledigital
literacyplayshere.They framedigital literacyasone thatnotonly

PracticingSovereignty
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stresses competent navigation through the digital world but em-
bracesthedimensionofsteeringanddesigningprocessesofdigital-
ization–asaformofcritical,socio-politicalembeddeddigitalliteracy.

Asaspeakerforfeministnetpolicy,Francesca Schmidtlooks
at thedigitalpolicyareaasone that is still evolvingandstill lacks
feministandintersectionalapproaches.Bydescribinghowformsof
discriminationareinterconnectedwithnewtechnologiesanddigital
cultures,shecontributestotheresearchandactivismenvironment
offeministdigitalpolicy.Heressaytakesacloserlookattheconse-
quenceswefaceduetonormsandrulesthatareinitiallybasedon
data that isoutdatedormanifestsstructuresofdiscriminationand
dominance.Schmidtsuggeststhatonepossibilityinaddressingthis
imbalanceistoprovideanti-discriminationlegislationforalgorithms.

InternationalpresssuchasThe New York Times(MetzandHill
2021; Metz 2019) has repeatedly covered the techno-investigative
researchofAdam HarveyandJules LaPlace.Intheirarticlethe
artists,developersandresearchersdescribethecoreoftheirrecent
work,theprojectMegaPixels(2018–2020),1whichuncoversthewide-
spreadpracticeofharvestingdatasetsin the wild:Imagesandvideo
footageavailableviaonlinedatabases,oftenharvestedwithoutthe
consentofthepersonsdepicted,areexploitedasmachinelearning
datasetsforfacerecognitionandotherbiometricanalysis.

Mona Sloane’s contribution is setagainst thebackdropofa
NewYorkCityrealityinwhicheventhemostmundanesocialinterac-
tions(haveto)takeplaceonlineduetotheCOVID-19pandemic.The
sociologistelaboratesontheresearchprojectTerraIncognitaNYC,
whichexploredhowNewYorkersdealtwiththisveryphenomenon,
howtheycreatedandnavigatedthesenewpublicspacesonlineand
thebroadrangeofexperiencestheyhad.Sloanereflectsonthedata
gatheredthroughthe lensofdigitalsovereigntyandsharesconsid-
erationsontopicssuchasaccess,ownershipandinfrastructure,and
highlightstheimplicationsofindividualslegalstatusaswellasclass
divisionsforbothunderstandingaswellaspracticallyexperiencing
whatitmeanstobedigitallysovereign.

1  In January 2021 MegaPixels was transferred into a new project, Exposing.ai, offering 
a website and database for users to check if their images on Flickr.com have been 
used as part of AI training datasets – thus uncovering “how yesterday’s photographs 
became today’s training data” (https://exposing.ai/about/).
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TheartistDanja Vasiliev providesan insight intohiscurrent
projectWannaScry,acritical engineer’stakeonvideocalltechnolo-
gy.Withthemigrationofworkplacesandsocialinteractionsintothe
distancingsphereofone’shome,videoconferenceplatformsexperi-
encedasurgeinpopularityduringthepandemic.Vasilievshowsthat
theseeminglyprivateface-to-faceconversationsareatriskofbeing
exploited,e.g.,byusingharvesteddataoffacialexpressionstotrain
machinelearningalgorithms.Addressingtheeffortsoftechcompa-
niestoclosetheirsystemsofffromuser interference,theinterview
contextualizestheartworkinVasiliev’sgeneralapproachofexposing
opaquedigitaldevices,applicationsandservices.

Museums are among the cultural institution most deeply af-
fectedbythepandemiclockdownstakingplaceinmostpartsofthe
world.ThecuratorsandartistsYang JingandLi Zhenhuaexamine
howartmuseumsinChinastrugglenotonlywiththeclosingoftheir
exhibition spaces but alsowith the data extractivism of (Chinese)
platformcapitalismandstatecensorshipwhile theyare facedwith
theneedtoopentheircollectionsandprogramstosocialmediaplat-
formssuchasWeChatorDouyin.ThecasestudiesontheCOVID-19
accelerateddigitalizationofartexhibitionsandmuseumcommunica-
tionprovideinsightsintothesituationofartvenuesinChinaduring
thepandemic.

In their article, the researchers in digital aesthetics Søren 
Bro Pold andChristian Ulrik Andersen reflectAmazon’salgo-
rithmicapparatusand itshighlycommercialprocessasoneof the
fourbiggest technologycompanies that isknownfor itsdisruption
of well-established industries. The authors elaborate on the ex-
tent towhichwebecomecharacters inAmazon’s“bigdatadrama”
through focusing on Joana Moll’s artistic-investigative work “The
Hidden Life of an Amazon User” (2019), and RobertMusil’s novel
The Man Without Qualities (1930-43).Along the twoartworks,Pold
and Andersen draw attention to Amazon’s algorithms, at profiles
of disruptionwithout qualities and howwe as users are endlessly
profiled.

Hagit Keysar (theorist and activist), Elizabeth Calderón 
Lüning (political scientist) and Andreas Unteidig (design re-
searcher) share the conviction that logics of DIY, collective proto-
typing,opensourceandparticipatorydesigncanbepowerfultools
foradvancingacommunity-drivenimaginationofdigitalsovereignty.

PracticingSovereignty
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However, theyargue that such logicsand their correspondingpro-
cesses often come with their own caveats and obstacles. Their
chapteroffersacasestudyofan interdisciplinary researchproject
that aimed at co-creating techno-social infrastructures for digital
sovereignty,andunpacksa rangeofchallengesencountered in its
course. A critical reading of promising concepts aswell as a thor-
oughreflectionofrisks,contradictionsandpolitics-in-practice,they
argue,mightopenopportunitiesforbothpoliticalactionandpublic
discourse that problematizes and challenges the tightening corpo-
ratecontroloverdigitalrealms.

Inhisessay,themediaarchaeologistSiegfried Zielinskitakes
his current collaborationwith the avantgardemusician and sound
artistFMEinheitasastartingpointtoexplorethenotionofthevirus
forsubversivepractices,inlanguage,artandbeyond.Whileempha-
sizingthefreedomofthehost,notthevirus(whichisboundbyitsde-
terminacies),thepoeticinvestigationfollowsthinkerssuchasWilliam
S.BurroughsorJeanBaudrillardtoofferalternativestothereturnto
astateofnormalcy.Aftermappingsomeofthesensitiveandfragile
interdependenciesbetweennature,humansandtheirtechnologies,
Zielinskicloseshisthoughtswithapersonalprojectionfora future
modeofteachingandresearchinartanddesign.

Weunderstandthisbookasacallforinter-andtransdisciplinaryen-
gagementwiththepracticesandspacesofpossibilitythataddress
skewednessand imbalance in thenetworkedsociety. It is thusnot
surprisingthatthisbookbringstogethermanyauthorsfromvarious
backgroundsandfieldsofactivity.Thisvarietyofperspectives,com-
petenciesandexperiencesis,webelieve,oneofthecentralstrengths
thiscompendiumhastooffer.Weareconvincedthatthepracticeof
scientificknowledgeproductionanddiscourse,ifitwantstomakea
difference, must be inclusive itself, fostering dialogue between dif-
ferentexperiences,viewpointsandknowledges.Thisbookisthusan
experimentasmuchasitisapleaforaculturalchangeinacademia,
aimingatadequatelyaddressingthecomplexityoftheconceptofdig-
italsovereigntyanditssocietalimplications.

The editors
Berlin,June2021
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Tech Barons Dream  
of a Better World –  
Without the Rest of Us

Despite their promises to save  
the world, tech CEOs never  
seem to succeed. Why do we 
keep falling for it?

RameshSrinivasanandPeterBloom

Both now and in the past, Western liberal democracies have ap-
proachedfreemarketcapitalismwithapatternofspeculativeandde-
lusionalinfrastructureandtechnologyinvestment.Ourparentswere
promisedflyingcars.Wewerepromisedan“InternetforthePeople,”
aglobal platformonwhicheveryonehasa voice.Ourworld today,
however,isoneinwhichinnovativedigitaltechnologiesdazzleus,yes,
butalsowheremanyofthesepromises–ofsupportingdemocracy,
diversityoreconomicsecurity–havenotcometobe.

Sowhydothepoliticalfantasiesofthetechnocracycontinueto
tantalizeus?Howdidwegettoapointwherethosedrivingthefuture
oftechnology–whoholdsuchgreatpoweroveroursocieties–pour

First published in Salon, June 30, 2020. https://www.salon.com/2020/06/30/tech-
barons-dream-of-a-better-world--without-the-rest-of-us/. With kind permission of 
the publisher.
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RameshSrinivasanandPeterBloom

trillionsofdollarsintoinvestments,oftenbuiltuponpublicly–funded
subsidies,withlittlepositiveimpactonourlivesorplanet?Whyare
someof tech’sgreatestentrepreneursso invested intheprojectof
gettingusalltoleaveourbodiesandtheonlyplanetourspecieshave
everknown?

Ananswercanbegleanedbylookingatourunconsciousattach-
mentstoandassumptionsregardingtechnology.Acanonicalexam-
ple,datingbacktoGreekliteratureandphilosophyandfoundational
toWesternthought,scienceandcivilization,isdeus ex machina.Al-
thoughtheterm’scurrentusehasbeentakenoutofitsoriginalGreek
context,itoncereferredtoatrickintheaterwhereactorswhoplayed
Godswerebrought,bymechanicalcranesorrisingplatforms,onto
thestagefromaboveorbelowtopleasinglyandquicklyresolvethe
storyfortheaudience.Themechanicaltechnologyofthetimewasa
bridgebetweentheheavensandtheearth.Thoughacrowdfavorite,
itwas also a “trick” bywhich a seemingly unresolvable storywas
unsatisfactorilyresolved.

Today, thousands of years later,we continue to live in an age
wheregodsandmachinesareconflated–oneinwhichtechnological
“solutions”areseenasameansofresolvingtheproblemsofsociety,
yetneverquiteseemtodeliverconvincingly.Wearebecomingaware
thatthearcofsocialprogresshasirreversiblybenttowardsriskand
precarity,whilemanybelieveonlytechnologycansaveus.

Technologiesandmachinesarealsotheloomonwhichwespin
themythsthatpushforwardtheenginesofspeculativecapital–the
massive,irrationalandundemonstrated,investmentsmadeindigital
infrastructures–toproducetechnologiesthatcanrescueusfromthe
disastersofourownmaking.Wenowarerealizingthatthesemyths
havenotcometobe.Many“innovative”systems,fromfacialrecog-
nition tomachine-learningalgorithmsapplied tohuman resources,
insuranceandbankloansystems,havebeenfound,timeandagain,
todiscriminateagainstracialminorities,womenandthepoor.

Ourblindtrustindigitaltechnologyhashadahugeimpactnot
onlyoneconomicandpoliticalrealitiesbutalsoourbeliefsandas-
pirations; fromwhatweconsider tobeprogress to the storieswe
tellourselvesaroundwhoaninnovatoris.Perniciously,thesestories
evenappeartobefodderforthosehopingtoescapeasupposedly
unredeemablesocietyandunsaveableplanet.Whetherduetoglobal
pandemics, climate crises, nuclearproliferationorgrosseconomic
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andpoliticalinequalities,collapseseemsalwaysrightaroundthecor-
ner,ifnotherealready,andthewealthiestandmostpowerfulinour
worldareplanningforitandprofitingfromitwhiletherestofusare
lefttoacceptourfate.

Technology isan important lenswecanuse toseeandunder-
stand uni-polar, unfettered global capitalism, while also a major
driverandshaperofeconomiesacrosstheworld.Unfortunately,the
technologyof today,especiallyof thedigitalvariety,hasdone little
to address our human and planetary risks. Rather, aswe have re-
centlyseen,ithasbecomeassociatedwithaddiction,consumerism,
planned obsolescence, labor and environmental exploitation. We
havespentthelastfewdecadesmoldingmilitarytechnology(asthe
internetoriginallywas) intoaweapon thatmaycompromise rather
thansupportourabilitytocometogether,societallyandglobally,to
overcomethechallengesweface.

Ouraiminthisessayistounderstandhowthesetechnologies
are presented to us as both inevitable, yet intentionally obscured.
A lack of transparency or accountability around new technologies
makesithardtounderstandhowandwhytheyarecreated. Italso
stripsusofthepowerweneedtoensureitservesourpeoples-based
interests.Wewill also discuss how technology is driving the fron-
tiers of capitalism beyond its traditional domains into our minds,
bodiesandouterspace.Troublingly,thesetransformationsrestupon
thepresumption thatpeopleand theplanet itselfare inconvenient,
messyandindecline,andinsteadofdoingeverythingwecantoheal
ourplanetandupliftourspecies,weinsteaddesigntechnologiesthat
reinforcedoubtandpessimism.

Beforewecanunderstandthewhatsandwheresoftoday’sand
tomorrow’s technology, we need to interrogate the whys. In other
words,whatisthethinkingandevenpsychologybehindthedigital
technologiesthatarefundedandultimatelydeveloped?Thiswillhelp
usunderstandwhytechnologyisnotonlyconceivedofandtreated
asmorallyneutral–“scientific,”“innovative,”andforward-focused–
butalsowhyitissooftenaccordedwithgreatsocial,evenpseudo-
religious, respect andpomp.Rather thanbeing viewed as socially,
politically or even narcissistically or delusionally constructed, we
oftenviewtechnologyas“natural”andinexorable,evensublimeand
divine, ignoring its trueoriginsandcontribution towardsparticular
ideological,politicaloreconomicagendas.
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Let’s consider the term “neural network,” wherein brain cells,
andhowtheyfunction,aremappedontoacomputerlearningmodel,
despiteusneitherknowingexactlyhowneuronsfunctionnorbeing
abletoexpressthewaysthesecellstogetherhelpus“learn”infail-
safemathematicalorscientificlanguage.Despitetheseproblematic
issues,werarelyseeanyinterrogationoftheimplicitandunfounded
assumptionsbehindhowwetreatorthinkaboutcomputertechnol-
ogy, suchas:The brain is a computer, we can model the computer 
after the brain, and therefore an artificial intelligence system is little 
more than a simulation of how our brains function, but with far greater 
computational horsepower.

Of course neither a hard drive nor a sophisticated machine-
learningalgorithm is thesameas the transcendentexperiencesof
themind,fromsynesthesiatoconsciousness.NoAI,despiteallthe
proclamationsofitstimehavingarrived,haseverpassedtheTuring
Test,abletoconvinceahumanitisanotherpersonandnotamachine.

Despite this, leading figures in the history of artificial intelli-
gence, such asMarvinMinsky, have long treated body,mind and
technology as interchangeable. Consider Minsky’s (1986) famous
textThe Society of Mind,whichpresumesthatthemindcanbecom-
putationallymodeled,ifnotaugmented,simplybyfeedingan“intel-
ligent”computersystemwithalargeenoughsetofcommonsense
rules.Notonlydoessuchaframingignoreemotional,spiritualand
embodiedformsofintelligence,itreducesourmindtoaformaland
limitedsetofrules.Itignoresalltheotherwayswelearn,knowand
do,ourdiverseculturalandsocialontologies.Itoverlooksthesocial,
evenenvironmental,productionofintelligence,whereinourminds,in
communionwiththoseofothers,oreveninrelationtothings,places,
plantsoranimals,createmeaningandknowledge.

Other foundational realms that have defined our approach to
technology have emphasized extending biological and cognitive
metaphors tonaturalize technologyaswell.Consider thecybernet-
ic turn in thecomputersciences thatdatesback to the late 1940s,
whichexplores thearchitectural andstructural featuresof commu-
nication systems. The foundational science behind artificial intelli-
gence, cybernetics also blindly equated the network architectures
oftechnologywiththehumanmind,andcontinuestobeviewedas
gospel.Butinsodoing,allthesweepingassumptionsunderlyingcy-
berneticsareignored,particularlythegenesisofitsdevelopmentas
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amathematicalarchitectureofwarfareanddefense.NorbertWiener,
the founding fatherof cyberneticsanda revered figureatMIT,de-
finedthefieldasthe“scientificstudyofcontrolandcommunication
intheanimalandthemachine”(Popova2018).Butwhenoneturnsto
animalsciences,humanbiologyorneurosciences,weseeveryfew
conclusiveanswers tohowcontrolandcommunicationoccur.This
reveals howcybernetics like somany othermyths andmetaphors
associatedwith technology is an example of cultural and political
projection,ratherthanpurelyobjective“science.”

Moving forwardto thepresentandnear future,wemustques-
tiontoday’sobsessionwiththeSingularity,thespiritualsuccessorto
cybernetics (Pein2018).Manyapostlesof technologynotonlypre-
dictbutpromisethistranscendentmomentwhencomputersystems
cometoexistthataresoself-awareandhighlyoptimizedthatthey
overtakehumansinbothphysicalandcognitiveabilities,leadingto
majorchangesincivilizationandperhapseventheextinctionofhu-
mansaltogether.TheSingularity,asbothideaandprediction,comes
about whenwe develop technology for its own sakewithout con-
sideringtheconsequences,uncriticallyassumingsomehowthatitis
oursavior.Many,includingthosebusybuildingsomeofthecomputer
anddigitaltechnologieswediscuss,believetheSingularityisafore-
goneconclusion.

TheSingularityrepresents,perhapsbetterthananyexample,an
embraceof technological inevitability,andsharesmuchwithsome
ofthemostinfluentialpoliticalproclamationsinrecenthistory.Inhis
highlyinfluentialbookfrom1992,The End of History and the Last Man,
Francis Fukuyama declares that capitalism and Western liberal
democracy’sdefeatofsocialismwiththeculminationoftheColdWar,
represents an “end of history.” This is notable given that, inmany
ways,thisproclaimedendofhistoryhasbeendefinedbycontinued
plunderwithinapro-capitalistframeworkacrosstheplanetthathas
posedexistentialthreatstoourandotherspecies,essentiallysetting
thestageforafinal,tragicendingtothisepochofhumanity.Aswe
canseewiththewaveofprotestsforBlackLivesacrosstheworld,
certainlywearenowhereclosetothe“endofhistory”whenitcomes
toquestionsofracialjustice.

Inthemidstoftheseexistentialchallenges,wherehavewetaken
technology?Notinadirectionthatdirectlycombatswhatweface,be
itinequality,climatechangeorthecoronaviruspandemic,butinstead
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in the service of speculative capital and infrastructural investment,
whetherviaspaceand5Ginfrastructures,orartificialintelligence,all
thewhileclingingontotheSingularityastheinevitable,yetspectac-
ularlyill-defined,endpointforhumanity.

WhydoesitseemthattechcompaniesintheWestaresoblind
toourtruepredicaments,inventingnewescapistrealitiesandpossi-
bilitieswhileavoidingthemassivechallengesthatfaceallofhumani-
ty?Thisisnotdissimilarfrommanyothermajorplayerssuchasthose
withintheenergyandhealthsectors;forexample,oilcompaniesthat
havebeenawareof their impact on the climate crisis for decades
yetrefusetoconfrontthedamagetheythemselvescauseandeven
actively stymy alternatives. Perhaps the difference is that digital
technologycompanieshaveconvincedus theyaredifferent, some-
howmoreenlightenedandsmarterthantherestofus.Weknowthe
namesoftheCEOsoftheBigTechcompaniesbutnottheheadof
Exxon,Aetna,BayerorPfizer.Whyisthis?Whyarewesointerested
inthesetitansofthetechindustry,elevatingsomesuchasElonMusk
as social icons, evenwhilemany of them seem so interested in a
worldbeyondorwithout99.9%ofus?

The most prominent technology “innovators” tend to share a
common aspiration: prospecting new frontiers that represent sup-
posed safety (for some) in times of great anxiety,whether relative
to theCOVID-19 crisis of today, or the spectacularmarch towards
climate-inducedextinction.Nowonderthenthattheworld’swealth-
iestman,Amazon’s JeffBezos, hasmatter-of-factly stated thathis
personal,mission-drivenpurposeisfocusedonhisfor-profitspace
exploration companyBlueOrigin (Preza 2020). Peel a little further
andyouseeinBezos,asupposedinnovatorbringingourworldinto
thefuture,amanfulloffatalism.

Whenaskedabouthisgoalsforspaceexploration–andeventual
colonization–Bezosexplains,“I’mpursuing[BlueOrigin],because
Ibelieve ifwedon’twewilleventuallyendupwithacivilizationof
stasis, which I find very demoralizing” (Murphy 2018). Bezos, the
wealthiestmanintheworld,isdispiritedbyafutureofcivilizational
stasis.Thisisnotsurprisingashisbrandofinnovationrequiresquite
abitofdisequilibrium.Howcouldastablesystemexistwhenanon-
linebookstorebecomesoneofthemostprofitablecompaniesinthe
world? IsasystemstablewhenAmazonwarehouseworkersmake
$27,000 a year on average,more or less at the poverty line,while
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Bezosmakesnearly$9millionanhour,andisnowover$30billion
richersincetheonsetoftheCOVIDpandemic(Hamilton2020)?One
doesnothavetoprobetoodeeplytoseethatBezos’sraceforspace
cannot be understood separately from the perpetuation of the un-
equalconditionsheexploitsandsustainsonEarth.

Tobefair,Bezosisnotrepresentativeofeverytecholigarch.But
theAmazonkingpinisnotalone,either.ElonMusk,RichardBranson,
andnumerousotherbillionaireshaveput their rhetoricaland finan-
cialweightintospaceinfrastructuresandAI.

From ElonMusk, for example, beneath a thin veneer of inno-
vativedo-anythingspirit,wegleanacynicaldefeatism. In “Loand
Behold,ReveriesoftheConnectedWorld”(2016),hetellsfilmmaker
WernerHerzog thathe is intentonpursuingspacebecausesocie-
ty, at anymoment, could comeapart at the seams,due tonatural
orman-madedisasters.Muskpositsthatnowisthetimetoensure
that human beings have the opportunity to become an interplane-
taryspeciesbefore it’s too lateandweno longerhave theenergy
ortechnologytogetallthewaytoMars.WhilewerecognizeMusk’s
investmentsintosolarenergy,hiscontinuedattentiontospaceand
AIraisesseveralimportantquestions:ifMuskissuchaninnovative
geniusandhumanitarian,whyishisenergynotprimarilyfocusedon
solving theproblemsheseesonourplanet?Whynot focusallhis
effortsondevelopingtechnologiestoempowerourspeciesandkeep
theplanetlivableinsteadof,forexample,obsessingoverhowtoter-
raformMarsforthebenefitofafewhundredpeople?It’safantastic
achievementtoseeMusk’sSpaceXinitiativesinaction,includingthe
recentlaunchthatoccurredattheendofMay2020,butwhoexactly
aretheyintendedtobenefit?

Musk has expressed concern about Artificial Intelligence sys-
temsovertakinghumans; in termsof intelligence,decision-making,
andultimatelyusurpationofpoliticalandeconomicpower.Hehas
pointedoutthatAImustbe“optimized”carefully,because,intention-
allyornot, itcouldhavedisastrouseffects. In response,Muskhas
devotedsomerhetoricalandfinancialweighttoOpenAI,whichhe
co-foundedwithmillennialbillionaireandYCombinatorfounderSam
Altman.Microsoftalso justcontributed$1billiontothe initiativeas
well(PYMNTS2019).OpenAIdescribesitsmissionasfundingand
supportingresearchdevotedto“discoveringandenactingthepath
towardsafeartificialintelligence”(OpenAI2021).
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Butwhatissafe,andwhodefinesit?Shouldwekeepbuilding
towardan“AI-runs-everything”Singularitygivensuchdramaticcon-
cerns? If we takeMusk’s stated intentions (and concerns) at face
value,theresult ispuzzling.Forexample,whydoeshedevotetime
andresourcestowarningusaboutAI,whilealsoservingasoneofits
biggestbackers,viahisfor-profitcompanyNeuralink,(whichhasre-
ceivedover$150millionoffunding,muchofitpersonallyfromMusk
[Markoff2019])thatengineersimplantablebrain-machineinterfaces?
Yes,wecouldimagineNeuralinkhelpingpeoplelivingwithdisabilities
agreatdeal,forexampleinassistingtheirabilitytowalkwithoutany
workinglimbs.Butthere’smuchmoretowhatNeuralinkrepresents:
aninterfacethatcantransformtheman-machinerelationshipfrom
tooltofullcyborg.WouldMusknotwanttostopworkinthisareaif
hefeelsthatweareheadedtowardaworldgovernedbysociopathic
AIs?Instead,herepeatedlyciteshumanfrailtyanddeficiencyincom-
parisontoAI,advisingusthatweshouldjust“goalongfortheride”
(Musk2020).IsOpenAInothingbutafingerplacedinadikeabout
toburstfromthefloodhehashelpedcreate,afailedattemptthathe
himselfrecognizestohavehiscakeandeatittoo?Whoserideishe
talkingabout?

Wemustasksometoughquestionsofthosewehaveelevated
ontothebigstageas“technologyinnovators”andinterrogatetheun-
derlyingpsychologyoftheirmotivationsandaspirations.Innovation
oncemeantintroducingtransformationstotakeourworldtowardto-
morrow,ostensiblyinspiredbyaspiritthattheseachievementscould
liftallofusup–ourbusinesses,citizens,environmentsandsocieties.
Innovationisatermcommonlyassociatedwithresourcefulness,do-
ingmorewithless,creatingwithinconditionsofscarcity,creatinglife
outofdeath.Innovationisaplayful,creativeprocess,oneguidedby
humanismincreatingtechnologiesofallkindsthattogetherwecan
celebrateandenjoy.

Where did that kind of innovation go?Can a cynical defeatist
actuallybeconsideredaninnovator?Let’slookatAppleforexample,
whichhas longbeenadmiredwithin thegospelof tech innovation.
IsthiscompanyactuallyinnovativegiventhatitdesignsitsiPhones
withaticking“plannedobsolescence”timebomb?Whydon’twein-
steadelevatepeoplelikeLosAngeles-basedsocialentrepreneurEric
Lundgrenwhohas takenelectronicwaste, repaired it intoworking
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machines,hireddozensofworkers,andcreatedamultimillion-dollar
business? Lundgren’s creativity and resourcefulness has been in-
stead rewardedbya felonyconvictionandprisonsentence,allbe-
causehewasactuallyinnovating–creatingvalueoutoftrash;doing
morewithless.

Asweupliftthesemyopic,opaqueandself-servingapproaches
to technology innovation into heroic feats, it is nowonder that so
muchmoneyisgoingtowardsliteralandfigurativemoonshots,ones
thattreatnotonlyourplanetbutalsoourbodies,mindsandfrankly
therestoftheuniverse,asspacestobeoccupiedandsubmittedto
the logic of speculative capital; throwing vast sums ofmoney into
far-outtechnologiestoshapeandreshapesocietyasawholeanden-
sureoutrageousreturnsoninvestment.Onceenoughkeyinvestors
(weevencallthem“angels”sometimes)seeanopportunityandsink
enoughmoneyintoanidea,therestofusareforcedtogoalongfor
theride,regardlessofthesocialutilityoftheproductorservice.

Take ride-sharing companies like Uber and Lyft as examples.
Theyarenotprofitablebusinessesandrelyonconstantinjectionsof
cashfromtheirinvestors(Newcomer2019)tokeeptheirdoorsopen
untilsuchtimeastheycanfullyunderminetraditionaltaxiservicesby
offeringartificiallylowprices(thankstotheirinvestors’deeppockets),
changing legislation in their favor and eventually replacing human
driversaltogether.Thisiswhatpassesasinnovationthesedays,and
representsthedarkersideofthe“disruption”,anotherbrandingterm
beingconstantlybandiedabout.

Orconsiderthatexpertspredictthat$2.7trillionof investment
arerequiredtobringabout5Gnetworksaroundtheworld(Greensill
2019).Why?Toprovideuswithnetworksthateventhenetworkoper-
atorsthemselveshavenoideawhattodowithorhowtorecouptheir
investmenton(Blumetal.2019). It isveryshort-sightedtoexpend
somuchmoneyontechnologywhosemainbenefitwillbetobring
virtual reality toourmobilephoneswhile likely causingaplethora
of negative outcomes for most of humanity, including: increased
useofenergytopowerthenetworkbyafactorof2or3(Hardesty
2020), widespread automation leading to unemployment (Smialek
2017), and the creationofmillionsof tonsof e-waste (Karottu and
Cummings 2019) as perfectly well-functioning network and termi-
nalequipmentisthrownawaytomakewayforanewgenerationof
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mobiletechnology.Inresponsetobothrealandimaginedhealthim-
pactsfrom5Gnetworks,therehasbeenagreatdealofconcernand
organizedactiontohalt5G.Whathasgenerallybeen lost in these
discussionsarethefarlargerchallenges5Gposesasamechanism
ofmassiveandpervasivesurveillance,threateningoureconomicand
politicallivesandendangeringworkandworkersofthefuture.

Thisapproach to investment isnotonlyunsustainable, it ises-
sentiallyspeculationforitsownsake–movingmoneyfromonesec-
tortoanother,withoutproducingmuchofvaluetoeverydaypeople,
allwhileputtingourplanet infurtherperil. It isstrikinghowspecu-
lativecapitalisalsofocusedonapivotawayfromtheEarthevenas
technology-fueledcapitalismmovestowardsa5G-enabled,worker-
less“bravenewworld” inordertoovercomethefirstcontradiction
ofcapital:thatoforganizedlabormoderatingcapitals’excesses.The
additionofnon-planetarygeographiesandresourcesasviableareas
forcapitalistexpansionmakesenseasthesystemisconfrontedwith
thesecondcontradictionofcapital,whereintheoverexploitationof
Earth’s finitenatural resources likewater,airandmineralsare“not
onlythreatstoprofitsandaccumulation,butalsototheviabilityofthe
socialand‘natural’environmentasameansoflife”(O’Connor1988).
Intheshortterm,destroyingtheplanetisagoodbusinessmove,but
notinthelongterm–thatisunlessyoucanfindotherplacesinwhich
toextractprimaryresourcesandsurplusvalue,andperhapsinhabit
eventually: hence the technological tendency towards outer space
andourminds.Sowekeep the logicofaccumulation, justchange
thescenery.

Withregardstospaceexplorationandinfrastructures,ourcon-
versationdoesnotstartandendwithElonMusk.Asmentioned,Jeff
Bezos (via Project Kuiper and Blue Origin) and Richard Branson
(Virgin Launch, Virgin Galactic, etc.), amongst other technology
billionaires,areinthemixaswell.Musk,atpresent,however,isthe
dominantplayer in thismarketwithhiscompaniesSpaceXand its
subsidiary,Starlink.

Despiterhetoricfromtechcompaniesregarding“connectingthe
unconnected,” or connecting the “last billion” (Graydon andParks
2020)–inotherwordsgettingtheentireglobalpopulationonline–,
it seemsevident that the initialusersofnewspace-basedand5G
networks will be commercial, and tightly aligned with supporting
other infrastructuresandservicesofglobalcapital.Musk’sStarlink,
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alow-Earthorbit(LEO)satelliteconstellation,istargetinglow-laten-
cy solutions like high-frequency trading, providing connectivity for
shipsandairplanes,andsupplementalbackhaulfor4Gand5Gbase
stations.Itdoesmakeeconomicsensewhenconsideringthatthese
projectsmust recoupmassiveR&D investments includingbuilding
and launching thousandsof satellitesorhundredsof thousandsof
newwirelessbase-stationsinthecaseof5G.

Nevertheless,itisstrikingandunfortunatethattheseeffortsare
unlikelytoimpactunconnectedpopulations,despitemajorlip-service
frombothnewentrantslikeStarlinkandKuiper,aswellastraditional
mobilenetworksoperators.Thecaveattothisisthepossibility,inthe
caseoftheLEOconstellations,thatoncetheyhavesecuredsufficient
income from large commercial users and themilitary, they should
haveplentyofextracapacitytoprovideservicestouncoveredareas.
Whatremainstobeseenisifthesenewgenerationsofnon-terrestrial
connectivitywillactuallybeaffordableforthepoorandmarginalized
populationsthatcomprisemostofthe“unconnected.”

Two out of five of techno-capitalism’s sacred GAFAM brother-
hood (Google, Amazon, Facebook, Apple, andMicrosoft), Amazon
andFacebook,have low-Earthorbitsatelliteventures in theworks.
In addition,Google is trying to get above Earthwith its Loon pro-
ject,albeitatamuchloweraltitudeandwithintheatmosphere,using
high-altitude platform station (HAPS) technology, floating 4G and
WiFi-enabled balloons in the upper atmosphere, beaming connec-
tivitydowntoearth.EvenApple,despitehavinglittleexperiencein
creatingnetworks,isrumoredtobeenteringthefray,havingrecent-
lyhiredsatelliteandwirelesstechnologyexpertstojoinasecretive
team(Gurman2019).

Whilethesedigitalgiantsoperatemassiveamountsofphysical
infrastructurealready,primarily fiberopticcablesanddatacenters,
their networks are private and internal, and therefore inaccessible
topublicgovernanceoroversight.Thatisaconcerngiventhatthey
wanttonowoperateglobal,public-facinginternetprovisionservices
aswell, furtherconsolidatingtheirability tomonetizeallofwe, the
public’s, activities and movements, while their decisions, whether
aroundsurveillance,privacy,oracquisitionofintimatedata,aremade
behindcloseddoors.Withthesecorporateactorscontrollingevery
layerofthe“stack,”frominfrastructurestonetworkstosoftwareplat-
formsandalgorithms,itwillbenearlyimpossibletoknowwhatdata
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theyharvest,orhowitisretainedoractedupon,nevermindretaining
anysemblanceofnet-neutrality.

Space-based“connectivitytechnologies”presentahostofother
concerns.Forone,theyare“top-down”inmorethanonesense–not
democratic or cooperative technologies, but controlled by a small
capitalistelite.Wecanassumethatformanythereissomethingun-
nervingabouthavingtheglobeencircledbythousandsofsatellites,
balloonsanddrones.Perhapsthisisbecause,fromaspatialperspec-
tive,thereisnowaytoknowwhatinfrastructureyouareactuallycon-
nectingto,whereitisorwhatitisdoing.

Anotherissueistheovercrowdingofanddebrisassociatedwith
spaceandtheorbitsaroundourplanet(Witze2018),whichremain,at
leastlegally,apubliclyandcollectivelyregulatedcommonsoverseen
by theUnitedNations. Since 1957, 8500 objects, ofwhich around
5000 are satellites, have been launched into space (UNOffice for
OuterSpaceAffairs2021).Starlinkalonehasrequestedpermission
tolaunchtensofthousandsofsatellitesintoorbit(Henry2019b),and
even admitted this is farmore than they need to be commercially
viable(Henry2019a).Disappointingly,theyhavealreadyshown,even
witharound500satellitesinorbit,tobeuninterestedincoordinating
withothers (O‘Callaghan2019a). It seemsalmost inevitableat this
pointthatwewillcluttertheareasaroundtheEarthwithmany,many
moreobjectsthaneverbefore.Andtheseobjects,mainlysatellites,
willhaveanever-increasingimportanceforactivitiesonourplanet.

Thiscomingrealityhasnotescaped themilitariesofcountries
withsubstantialexistinginvestments inspace,andevensomethat
donotplayamajorroleinthespace-infrastructurerace(Grush2019).
Whilemaneuvering to convert space into a bellicose environment
decreased substantially in 1993 (Trevithick 2019a), whenUS Presi-
dentBillClinton’sadministrationbroughttheReagan-eraStrategic
DefenseInitiativetoanend,thetopicseemstobebackontheradar.
China,RussiaandtheUSareallworkinghardtopositionthemselves
as the premieremilitary power outside of Earth (Majumdar 2018):
gun-boatdiplomacyfortheSpaceAge.

Asanexample,considerthatasthelatestroundofspacecolo-
nization isbeingproposedbyUScorporations, thesixthbranchof
theUSArmedServices,andthefirstnewmilitaryservicesincetheAir
Forcewascreatedin1947,waslaunchedlastyear:theSpaceForce.
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MarkEsper,USSecretaryofDefense,describedthepurposeofthe
SpaceForcethusly:“tomakesurethatwecanpreservespaceasa
globalcommons... It’s importantnot just tooursecurity,but toour
commerce,ourwayoflife,ourunderstandingoftheplanet,weather,
younameit.Soit’sveryimportantthatwe–wenowtreatitthatway
andmakesurethatwe’repreparedtodefendourselvesandpreserve
space”(Esper2020).WhileEsperdescribesspaceasacommons,he
alsomakesclearwhattheSpaceForceisreallyabout:makingouter
spaceasafeplaceexclusivelyforUScompaniesanditsmilitary.

Theintertwiningofcorporateandmilitaryinterestsinspace(Tin-
gley2020)isworthexploringfurtherasthegovernmenthaschanged
itsrulestoallowforprivatecompaniestolaunchmilitaryequipment
into space and has been actively creating a supportive regulatory
andfundingecosystemforsuch.Forexample,SpaceXwonits first
big-ticket classified military launch contract for the Falcon Heavy
rocket in2018,whenMusk’scompanywasawardeda$130million
contract for the launch ofAir ForceSpaceCommand (AFSPC)-52
satellite (Erwin 2018). These juicy government contracts, in many
cases, create the incentive and capital injections that new launch
companiesrequiretoliterallygetofftheground(Fernholz2018).The
unspokenbutassumedquidproquowasmadeevidentwhenSpaceX
PresidentandChiefOperatingOfficerGwynneShotwellpubliclyad-
mitted thecompanywouldbewilling to launchoffensive weapons
into orbit for the US military if asked (Trevithick 2018b). Indeed,
SpaceXwasawardedamulti-milliondollarcontractin2018aspart
of theDefenseExperimentationUsingCommercial Space Internet
programtoinstallsatellitereceiversinmilitaryaircraft(Boyle2018).
Thecompanywasevenslatedtoassistinalive-firedemowiththeUS
AirForceandSpaceCommandaspartoftestingfortheAdvanced
BattleManagementSysteminApril (Gresik2020),buttheexercise
waspostponedduetothecoronaviruspandemic.

Itistroublingthatthenextchapterofspaceexplorationisbeing
writtenbythemilitaryandafewbillionaires,whiletherestofusare
barely subjects in their story. Aswe’ve explained, next generation
spacenetworksarebeingspeccedandbuilttoprovidecapacityfor
militarycapabilities,somethingwehavealsoseenwith5Gnetworks.
The original ARPAnet, what eventually became the internet, was
fundedbyUStaxpayerswithheavymilitaryinvolvement,sothereis
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certainlyhistoricprecedent for thiskindof involvement; andwhile
concerning,itshouldnotbetoosurprisingthattheiconictechnology
ofourtimescontinuestoloopbacktoitsrootsasamilitarynetwork.

Theunevenapplicationofso-calledtechnologicalprogresswas
apparentat thedawnof theSpaceAge.Consider that therace for
spacehashistoricallyexcluded99.9%ofthepopulation;thisfactis
notlostonthoseleftbehind.Fiftyyearsago,GilScottHeron’sepic
“WhiteyontheMoon”narratedthediscontentofpayingtaxestoput
“whitey”onthemoonwhileblackAmericanssufferedfromracialin-
justice,theabsenceofcivilrightsanddirepoverty.Why,withsuch
profound inequalities, would the government use so much of the
country’swealthtotraveltospace?

Heronknewthatthis“innovation”wasnotforhim,fellowblack
Americans or really anyonebut the uber-rich.We see this in clear
actiontodaywithamassive,unseenwaveofglobalprotestsinsup-
portofblack livesand justice.Whether it ispublicly fundedspace
exploration(NASA)thatHeroncritiques,orevenworsetheprivate–
militaryexpeditionswehavediscussed, it’shardtoseeanybenefit
formostpeople.Heronsumsitupwhenhechants,“aratdonebit
mysisterNellwithwhiteyon themoon.Her faceandarmsbegan
tosweatandwhitey’son themoon. I can’tpaynodoctorbillsbut
whitey’son themoon.Tenyears fromnow I’llbepayingstillwhile
whitey’sonthemoon.Themanjustuppedmyrentlastnightcause
whitey’sonthemoon.”

Notmuchhaschangedin50yearsintermsofhowtheoppressed
viewtheclamor forspace. In2016,pioneeringBlackAmericanhip-
hopartistsATribeCalledQuestreleasedasongcalled“TheSpace
Program.”Itgoes:

Italwaysseemsthepoorestpersonsareforsaken,dawg...They’d
rather leadus to thegrayestwaterpoison,deadlysmogmass
un-blackening,it’shappeningyoufeelity’all?Ratherseeweina
three-by-threestructurewithmanybars.Leaveuswhereweare
sotheycanplayamongthestars.TheytakingofftoMars,got
thespacevesselsoverflowing.Thereain’taspaceprogramfor
n*****s,yeah,youstuck,stuck,stuck.

Thecircularprocessofmilitaryandpublic fundingworkinghand in
handwithcompaniestoprivatizetheprofitsandsocializetheadverse
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effectsandcostsbackontothepublic isnotuniquetodigital tech-
nology. But it feels particularly perverse within the well cultivated,
myth-saturatedbackdropthatwelivewithin:ofcreatingtechnologies
to “liberate” humanitywhenultimately 99%of the power andprof-
itsendupwiththetechcompaniesthatdominateourworld.Inthe
meantime, thequestionofhowwe, thehumanspecies,will liveon
Earthmovingforwardisnotonlyshovedaside,butmetwithfatalism,
indifferenceandevenwarposturing.

***

What ishappeninghere?Nota focuson“better tech,”oranyclear
examplesofhowallofthiswillbenefithumanityandcombattheex-
istentialchallengesweface,frompandemicstotheclimatecrisisto
armsproliferation. Instead, it is survivalism in action. In 2018, tech-
nologywriterDougRushkoffpublishedanessayentitled“Survivalof
theRichest:Thewealthyareplotting to leaveusbehind” (Rushkoff
2018),inwhichhetellsthestoryofbeinginvitedtodeliverawell-com-
pensatedspeech toanumberof investmentbankerson the future
oftechnology.Tohissurprise,fewofthequestionshereceivedwere
about that, let alone the topic of hiswriting: humanizing technolo-
gy.Hewasinsteadpepperedwithquestionsabout“the(apocalyptic)
event,”a “euphemism for theenvironmental collapse, socialunrest,
nuclear explosion, unstoppable virus, orMr. Robot hack that takes
everythingdown”(ibid.).

Rushkoff was asked about angry working-class mobs, which
regionswere likely tobemoredevastatedby climate change, and
howtocompensateandtrustsecurityguardsafterthewholesystem
collapses.Andthenhehadanepiphanyofwhyhewasinvitedinto
theroom:

TakingtheircuefromElonMuskcolonizingMars,libertarianven-
ture-capitalistPeterThielpumpinghimselfwithyoungpeople’s
bloodtoreversetheagingprocess,orSamAltmanandRayKurz-
weiluploadingtheirmindsintosupercomputers,[theoligarchs]
werepreparing foradigital future thathadawhole lot less to
dowithmaking theworld a better place than it didwith tran-
scending thehumancondition altogether and insulating them-
selves froma very real andpresent danger of climate change,
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risingsealevels,massmigrations,globalpandemics,nativistpa-
nic,andresourcedepletion.Forthem,thefutureoftechnologyis
reallyaboutjustonething:escape.(Ibid.)

Inthismomentofpandemichysteria,buttressedbytechnology-fueled
misinformation, we can hopefully gain clarity and drive Rushkoff’s
conclusionshome:Thoseholdingeconomicandpoliticalinstruments
ofpowerinourworldnotonlydisbelieveintheir“innovation”project
butinfactquestionourspecies’survival.Rushkoff,likeus,isarguing
fortechnologythatservestheinterestsofallpeople,buthisattempts
toconvincethesehedgefundmanagersotherwiseborenofruit.And
Rushkoff’sgreatinsightwasthis:Thefinancierswhoarebehindspec-
ulative(oftendelusional)techinvestmentsare,attheircore,fatalists.
Theyhavenohopeforthefutureofourplanet–belyingthemarketing
rhetoricofthetechcompaniestheyinvestin.

Howcanwemovepastthebaitandswitchofthoseconstantly
tellingusthattechnologiesarebeneficial,evenaspirational,when,in
manycases, theyare theopposite?Howdowegetbeyond thehi-
jackingoflanguageandwordslike“innovation”tostopbeingblinded
andinsteadseethepainfulreality:Thosebuildingandmonetizingthe
technologies of today and tomorrow themselves seem toquestion
the“value”thosetechnologiesholdtoourplanetandspecies?They
evenseemtorecognize,ifnotendorse,apathtowardcollapse.The
techbaronswhohavebrokenevery record imaginable in termsof
philanthropicgivingareatthesametimegrosslybenefitingfromthe
rules,bothlawsandcode,theywritearoundhowoureconomic,so-
cialandpoliticalsystemsfunction.Inaneraofgreatphilanthropy,we
seeevengreatergreed,hoardingandoligarchictransferenceofpow-
erthanbefore,atimewhen“winnerstakeall”(Giridharadas2019).

Ifthebankers,venturecapital investors,hedgefundmanagers
andtechnologyinnovatorsaregoingtoleaveusbehind,thenitseems
thoseofuswithfarlesshaveanopportunitytomoveourfocusback
tothequestionofhowtechnologycanserveusall,andwhatwayswe
cangetthere.AsRushkoffputsit:“thoseofuswithoutthefundingto
considerdisowningourownhumanity...don’thavetousetechnolo-
gyinsuchantisocial,atomizingways”(Rushkoff2018).

Perhapsausefulpathmoving forwardwouldbe tonot ignore
“space” but consider how it, like our planet and species,might be
re-consideredinrelationtothecollectiveprecaritybywhichwelive.
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We have explained how the super-wealthy look to the sky, strato-
sphereand interplanetaryrealmasaplacetoescapecollapse,not
sodifferentfromtheirDr.Strangelove-likebunkersandsuperyachts.
Althoughspaceisbeingfalselyproselytizedasanalternativetothe
hereandnow,asawayoutofthedangerousexcessesoflatecapital-
ismbythosewhohavemostprofitedoffofsuchasystem,that’snot
howspacehasbeentreatedbynearlyanybodyelsethroughoutthe
millennia.Spaceinmanytraditionalandindigenousculturesisrela-
tionaltoplanetaryliving.Indigenousastronomy,frommosteverytra-
ditionalcultureintheworld,seesspaceandthecosmosdialogically
withourplanet,ourbodies,ourmindsandbeliefs.Ourpracticesof
living, our relationships to our land, are interconnectedwith outer
space.Oneisnotthedelusionalpanaceatotheother;theydialecti-
callyinspireandcohabitate.

Fromthoseobsessedwithouterspaceandtheaimtoleavethe
damagedEarthbehind,weseeasimilar,absurdattachmenttothe
freeingofourmindsfromourfragile,weakbodies.Manyofourtech-
nology thought leaders and innovators see our physical bodies as
encumbrances,believingwecanandshouldmergeourconscious-
nesswiththecomputerinasortofcupio dissolvi(orthewishtobe
dissolvedintoacyborgdeity)forthedigitalage.Buthowcanthere
beknowledge,muchlessethics,withoutembodiment?Doourminds
reallyexistoutsideourbodies?Arenotourmindsintimatelytiedto
thepeoples,placesandtimesweinhabitorinteractwith?Howcana
machine,unabletofeelpain,beexpectedtoactwithinamoralcode
thatitcannotrelateto?

Asthecurtainrisesonwhatmightbethefinalactoflatecapital-
ism,weremaininsuspense,muchasourGreekancestorsthousands
ofyearsbefore,waitingforasavior,adeus ex machina,tobelowered
onto thestage.But it’s time tostepoutof thedisabling ruseof in-
evitability,weaknessandhelplessnesswehavefallenintoandpush
asidethefearoftheunknownthathasallowedafewcynical“inno-
vators” tocreatea future inwhichwehaveeven lesspower,agen-
cyorwaystokeepthemaccountable.Whatifweinsteadlookedat
eachandeverynewtechnologyfromaplaceofcollectivecriticality,
engaginginrobustdialoguearoundwhatwearedoing?Whatifwe
openedup themost interesting spaceof all: theonewhereweal-
lowdifferentcommunitiesacrosstheworldtodirecttheirowndigital
destinies?Whydon’tweaskwhetherweshouldbecreatingcertain
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technologies,andifsoforwhomandforwhomnot?Whobuildsand
profitsfromthesesystems?Whatistheirmindsetandagenda?We
must step away from delusional techno-inevitability and toward a
pathofcollectivepowerandimagination.

Thereareafewconcretewayswecandothis.
Attheendoftheday,wemustconsiderwhotechnologyserves

and who it objectifies, instrumentalizes or threatens. It is hard to
imagine different outcomes without a major, sweeping change to
thewaystechnologydevelopmentisfunded.Weshouldrethinkwho
makesdesign,engineering,socialandpoliticaldecisionsregarding
thedevelopmentandroll-outoftechnology,inwaysthatarewin-win,
ratherthanonesthatelevatesoligarchicgainovereveryoneelse.Our
currentmodeofspeculativeinvestmentisincompatiblewithputting
pro-peopleandpro-planetgoalsat theforefront.Wemustreorient
ourvisionfortechnologyawayfromtheextractionofEarth’slimited
energyandmineral resourcesanddemeaning,physicalandvirtual
sweatshoplabortoonethatcreatesvalueforpeopleandcontributes
tohealingtheplanet.It’stimetodoawaywiththeabsurdmythsof
transcendenceandspeculativelongshotswhenitcomestothetech-
nologiesthatsodeeplyimpactourlives.

Another important shift is to close the distance – physically,
socially and politically – between those that develop and roll out
technology and thosewhose lives are subject to it.Wemust stop
elevatingandenrichingtech“innovators”whoseapproachestoward
such innovation is unsustainable and costly to almost anyone but
themselves.We shouldbe carefulwithwhomweentrust the keys
toourfuture.Itissimplyuntenableforoursocietytocontinuetorely
onthewhimsofcynicsandmisanthropestohelmourcollectiveship
intothefuture.

There are people, communities and organizations all over the
worlddoingthekindofinnovationthatwewouldliketosee.Wemen-
tionedEricLundgrenaboveinthispiece,andheisbutoneofsomany
examplesrevealinghowtechnologiescanhonorourplanet,workers
andthespiritofresourcefulness.Thatexampleisaboutrepurposing
andreusingtechnologythathasalreadybeendeveloped,soldand
used,generatingvaluefornewusersandkeepingitoutoflandfillsfor
aslongaspossible.Atthisverymomentthousandsuponthousands
of2G,3Gand4Gbase-stationsarebeingrippeddowntomakeway
for5G.Muchofthatequipmentcaneasilybereconfiguredtowork
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withfreeandopensourcesoftwareandcouldbeinstalledinuncon-
nectedcommunities.Insteadmostofitwillrustinane-wastegrave-
yard, likelysomewhereinAfrica,furtherthreateningourplanetand
species.Thistypeof“recycleandrepair”creativitymustbecoupled
with regulation thatensurespeoplearenotonlyable to fixand re-
pairtheirdevicesbutthatmineralsandotherprimaryresourcesare
sourcedandextractedresponsibly.Furthermore,technologymustbe
designedtolastaslongaspossible,removingplannedobsolescence
completelyfromthetechbusinessmodel.

Muchofthispiecehaslookedatinfrastructures,soitiscrucial
thatwequestionwhy,inmostplacesonearth,itisdifficult,expensive
andillegalforcommunitiesandeverydaypeopletobuildtheirown
communicationnetworks.Aswehaveseenabove,LEOsatellitecon-
stellationsand5Gnetworksare incredibly complexandexpensive,
meaningtheycanlikelyneverbebuiltorcontrolledbyeverydaypeo-
pletoensurefairprices,ortheprotectionofpersonalinformation.But
witha“digitalbillofrights”(Srinivasan2020)fortheworld,including
morefavorableregulation,peoplecouldgetmoreinvolved,through
collectives,municipalitiesorevensetsofsmallbusinessesorcoop-
eratives. Imagine if the$2.7 trillionsupposedlyneeded for5Gwas
invested inparticipatoryways to supportbuildingnetworkswhere
peoplewantandneedthem,andthatincludedcommunitiesandthe
publicinthegovernanceofthenetworksandtheirdata.

Weliveinatimewhereproposalstocombatthegrossinequali-
tiesofourplanetaremorepopularthanever.Universalbasicincome,
asameansofre-directingtheflowsofprofitsandwealthawayfrom
plutocratstowardamorebalancedsociety,iswildlypopular,andhas
becomea reality,at least temporarily,around theglobeduring the
coronaviruspandemic.Thereissubstantiveconversationaboutdigi-
talenterprisesandcooperativesthatgivetheirworkersgreaterequity
inthebusiness(PlatformCooperativismConsortium2021);imagine
anUber-typecompanybutoneinwhichthedriversareabletoshare
inthecompany’svalue.Upwardsoftwo-thirdsofAmericanssupport
regulating, ifnotaltogetherbreakinguptechmonopolies likeAma-
zonorFacebook(Stewart2019).Proposalsaroundpayingpeoplefor
theirdataarenowonthemainstreamstage,aswell(Hautala2019).

Thesediscussionsarebubblingup,yes,butatthesametime,as
we followthemoney,weseegreaterandmoreabsurdspeculative
investment into futures inwhichmostof usdonotmatter anddo
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notexist.Weseebillionsuponbillionsofdollarspoured into initia-
tives that further lockpeople intoechochambersofpsychological
andbehavioralmanipulationandconstant24-7-365surveillance.We
seethedestructionof journalismasdisinformationreignssupreme,
elevatingauthoritariansandneo-fasciststopositionsofgreatpower.
Wearewitnessingthesocializingofallthecostsandpain,andthe
privatizationofall theprofits in thehandsof thosewhohavesuch
littlefaithintherestofusortheplanetthatbirthedthem.It’stimefor
adigitalfuturewhereallofuscanthrive.
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Digital Sovereignty
JuliaPohleandThorstenThiel

 
 
Abstract
Over the lastdecade,digital sovereigntyhasbecomeacentralele-
mentinpolicydiscoursesondigitalissues.Althoughithasbecome
popular in both centralized/authoritarian and democratic countries
alike, theconcept remainshighlycontested.After investigating the
challenges to sovereignty apparently posed by the digital transfor-
mation, this essay retraces how sovereignty has re-emerged as a
keycategorywithregardtothedigital.Bysystematizingthevarious
normativeclaimstodigitalsovereignty,itthengoesontoshowhow,
today,theconceptisunderstoodmoreasadiscursivepracticeinpol-
iticsandpolicythanasalegalororganizationalconcept.

In July2020, theGermangovernment, in itsofficialprogram for its
presidencyoftheEuropeanCouncil,announcedits intention“toes-
tablish digital sovereignty as a leitmotiv of European digital policy”
(TheGermanPresidencyoftheEUCouncil2020,8).Thisisjustone
ofthemanyrecentepisodes,albeitaveryprominentone,inwhichthe
termdigital sovereigntyhasbeenusedbygovernmentstoconveythe
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ideathatstatesshouldreasserttheirauthorityovertheinternetand
protecttheircitizensandbusinessesfromthemanifoldchallengesto
self-determinationinthedigitalsphere.

Atfirstglance,thedigitaltransformationandtheglobaltechni-
calinfrastructureoftheinternetseemtochallengesovereignty.The
principlesofterritorialityandstatehierarchyappearopposedtothe
diffuse, flexible, forever shifting constellations of global digital net-
works.What ismore,digital applicationsandcommunicationprac-
ticeshavecreatedamomentumthatseemstodefylegalgovernance
andcontrol.Therefore, thegrowthofdigitalnetworks in the 1990s
madethedisappearanceof thestatean immediatelyplausiblesce-
nario.ThiswasmostfamouslycapturedinJohnPerryBarlow’sbold
Declaration of the Independence of Cyberspace (Barlow 1996). Yet,
whilethisreferenceisstillverymuchaliveinpublicdiscourse,today
itismoreoftenframedasathreatthanapromise.Tocounterrisksto
theirauthority,stateshavemadeitpossibletoenforcenationallaws
andundertakegovernmentalinterventionsinthedigitalsphere.Over
theyears,theyhavecreatedandreformedtechnicalandlegalinstru-
ments toaddress issuesofdigitalgovernance (GoldsmithandWu
2006).Inaddition,theyhavesuccessfullyconvincedtheirpublicsthat
sovereigntyandstateauthorityarenecessarytoprotect“vitalgoods”
rangingfromsecuritytoprosperity,culturalrulesandmediacontrol.
As a result, in many countries, citizens today expect their govern-
mentstoprotecttheirprivacyonlineortocombatonlinedisinforma-
tionandcybercrime.Butthevariouscallsfordigitalsovereigntyinthe
lastfewyears,inbothcentralized/authoritariancountriesandliberal
democracies,domorethanreaffirmstateauthorityandintervention
inthedigitalsphere.Theconceptofdigitalsovereigntyhasbecome
apowerfulterminpoliticaldiscoursethatseekstoreinstatethena-
tionstate, includingthenationaleconomyandthenation’scitizens,
asarelevantcategoryintheglobalgovernanceofdigitalinfrastruc-
turesandthedevelopmentofdigitaltechnologies.Wecanexpectthe
conceptofdigitalsovereigntytocontinuetogainevenmorepolitical
currencyintheyearstocome,giventhebroaddeploymentofhighly
invasivedigitaltechnologies,rangingfromartificialintelligencetothe
“InternetofThings.”
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Todate,theconceptofdigitalsovereigntyhasbeenwidelyused
inpoliticaldiscoursebutrarelyscrutinizedinacademicresearch,with
asmallbutgrowingnumberofexceptions(CoutureandToupin2019;
Mueller 2010, 2019; Pohle 2020c; Pohle and Thiel 2019; Thiel 2014,
2019;GlaszeandDammann inpress;Peuker2020).Tounderstand
wheretheconceptcomesfromandwhereitisheaded,weproceedin
twosteps.First,wereconstructkeycontroversiesthatdefinetherela-
tionshipbetweensovereigntyanddigitalnetworks.Wethenanalyze
howtheconceptofsovereigntyandstatehoodre-emergedsuchthat
digitalsovereigntywaselevatedtoacherishedformofsovereigntyin
itsownright.Secondly,wesystematizethevariousclaimstodigital
sovereignty,therebyhighlightingtheconcept’sinternaltensionsand
contradictions.Bytracingthedynamicsofpoliticizationweattempt
toshowthatsovereigntyisadiscursivepracticeinpoliticsandpoli-
cyratherthanthelegalandorganizationalconceptitistraditionally
conceivedof.

The relationship between sovereignty and the digital:  
a reconstruction
Thepoliticalconceptofsovereignty,understoodasthepowerenjoyed
byagoverningbodytoruleoveritself,freefromanyinterferenceby
outsidesourcesorbodies,isderivedfromtheLatinwordsuperanus,
whichmeans“over”or“superior.”Thetraditionaltheoryofsovereign-
tywasproposedinthe16thcenturybyFrenchpoliticalphilosopher
Jean Bodin and concerned the ruler’s authority tomake final deci-
sions.Jean-JacquesRousseaurecasttheconceptsothatitfocused
on popular sovereignty rather than monarchical sovereignty. Over
time, it became increasingly associated with democracy, the rule
of law and territoriality. Today, sovereignty always primarilymeans
a state’s independencevis-à-vis other states (external sovereignty)
aswellasitssupremepowertocommandallpowerswithintheter-
ritoryof thestate (internalsovereignty).Understoodasdemocratic
sovereignty,itencompassespopularsovereigntyandcitizens’rightto
exerciseself-determinationbymakinguseoftheirinalienablerights.
Crucialtoallofthesemeaningsisageographicalspecification,that
is,therestrictionofsovereigntytoaspecificterritory,whichisseen
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asa functionalprerequisite forauthority tobeexercisedeffectively
(Grimm2015).1

EversinceBodin, sovereigntyhasbeenseenasacentralcon-
cept for understanding politics. But in the 1990s, this importance
seemedtowane,leadingtotalkofapost-sovereignworldinwhich
stateswouldnolongerbethemostimportantandultimatelysuperi-
orsourceofpower.Inthisworld,democracywouldbemoreclosely
associatedwithpluralismandparticipationthanwiththecapacityof
ademostogovernitself(MacCormick1999).Thispredicteddecline
in state importance strongly influenced the early stages of the in-
ternet’sdevelopmentandgovernance.Theideaofstatesovereignty
wasparticularlychallengedby twodifferent,yet related,discursive
strands that significantly shaped public and academic discourses:
cyber exceptionalismandmulti-stakeholder internet governance.Yet,
inmorerecentyears,policyactorshavesuccessfullysoughtto jus-
tifyandreaffirmsovereigntyinthedigitalsphereagainstthesetwo
perspectives.

Two challenges: cyber exceptionalism  
and internet governance
The first challenge, cyber exceptionalism, suggests that the digital
realmisqualitativelydistinctivefromtheanalogueworldandthatdig-
italspacesthereforeneedtobetreateddifferentlyfromallprevious
technological innovations. This perspective was especially popular
duringtheriseofthecommercialinternetinthe1990sbutisstillevi-
dentinpublicandacademicdiscourse.Cyberexceptionalistthinking
isbasedontheassumptionthatthegrowingimportanceofcomputer-
aidednetworkcommunicationimpliesthedemiseofstatesovereignty
(Katz1997).Althoughtheinternet’sactualdevelopmentdidnottake
placeoutsideofconcretelegalspacesandwouldnothavebeenpos-
siblewithouttheincentivesprovidedbymarkets,regulatoryregimes

1  Over the last decades, there have been many attempts to apply the concept of 
sovereignty to other political entities than states, such as supranational and sub-
national institutions or indigenous peoples (e.g., Kukutai and Taylor 2016). These 
derivative usages of the term often equalise sovereignty with autonomy and thereby 
deemphasise aspects of control and legitimation. While we believe that these 
broader understandings are important and can partly explain the popularity of the 
concept of digital sovereignty, we stick to a more traditional political understanding 
of the term.
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orpublicresearchinfrastructures(Mazzucato2011),cyberexception-
alism–whichmostoftentakestheformofcyber libertarianism(Keller
2019)–neverthelessremainedtheformativeideologyinthoseearly
dayswitha strongculturalandeconomicbacking inSiliconValley
(BarbrookandCameron1996;Turner2007).

Asactorswhogreatlydistrustestablishedpolitical institutions,
cyberlibertariansarguethatdigitallymediatedformsofpoliticswill
promptasocietalreorganizationthatisdecentralized.Thisshould,in
theirview,enableabettertailoredresponsetothecomplexdemands
of governingmodern societies than thatwhich is offered by tradi-
tionalformsofpoliticalorganization.Inthisview,externalsovereign-
ty, law and territoriality are expected tomatter less in the context
oftransnationalnetworks.Theargumentsforthisaremanifold.First,
thecomplexityofnestedresponsibilitiesandtheglobalreachofnet-
works cannot be addressed properly within national jurisdictions;
second,legislativeproceduresaretooslowtokeepupwiththepace
of innovation of digital technologies and the associated business
models; and third, digital technologies enable individuals to evade
liability,becauseattributionbecomesashakyconstructinthedigital
world(Post2007).Hence,incontrasttoaworldboundbyterritories
andsovereignnations,theworldinvokedbycyberlibertarianismre-
quirestheexistenceofcyber sovereignty,withcyberspaceasanew
andautonomousvirtualrealmthat is independentofgovernmental
interference(Barlow1996).2

The cyber exceptionalists and cyber libertarian positions still
resonate today – for example, in the debates about cryptocurren-
cies (Pistor2020).But themainclaim,namely that the riseofdigi-
talnetworkspersewillleadtoademiseofterritorialconceptionsof
sovereignty,haslostitsattraction.Theinfrastructuresandtheman-
agementofdigital communicationhave steadilybeen transformed,
making it easier to observe and steer digital flows. This trendhas
been reinforcedby thecommercializationof the internet, as it has
givenrisetowalledgardensandcreatednewagentsinterestedina
fine-grained,lessanonymousandlesshorizontalarchitecture,which

2  A less pointed but still deeply state-sceptical variant of cyber exceptionalism is 
networked independence, a discursive stream frequently found in legal discourse 
and aligned with the discourse on globalisation and global governance. It argues 
that state sovereignty is in decline because of the dysfunctional fragmentation of a 
static order bound to geographical territories (Johnson and Post 1996).
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allowsfor interventionatmanypoints(DeNardis2012;Deibertand
Crete-Nishihata2012).

At least from the year 2000 onwards, a second, related but
less confrontational challenge to sovereignty in its original sense
emerged:multi-stakeholder internet governance. Here, the focus is
notonstates’shortcomingsatregulatingdigitalmattersbutonthe
differentandnon-sovereignrolesthatstateshavetoplayinaregula-
toryidealthatviewstheadministrationoftheinternetasthetaskof
thosedirectlyaffectedbyit.Takingtheiroriginsinthetechnicalcom-
munity,characterizedbyexpertiseandmeritocraticdecision-making,
amultiplicity of decentralized processes emerged,whichwere de-
signed to serve thedevelopmentandapplicationof sharednorms,
rules and procedures to maintain and develop the internet (Klein
2002;Chenou2014).Inthisvision,self-governancewouldtakeplace
inamulti-stakeholdergovernancestructurebasedontheprinciples
ofopenness,inclusion,bottom-upcollaborationandconsensualde-
cision-making.Thisformofcoordination,itwasargued,couldcoun-
teract the need for a central decision-making authority (Hofmann
2016;RaymondandDeNardis2015).

Whilemulti-stakeholderinternetgovernancehasbecomeestab-
lishedasarelativelyautonomousfieldintheglobalpolicyarena,itis
characterizedbyconflictsofvariouskinds.Itsexternalconflictsare
oftenrootedinthefactthatthemulti-stakeholdergovernancemodel
continues toexplicitly rejectestablishedgovernment-dominated in-
ternationalinstitutionsandseekstoreplacethemwiththeprinciple
oftransnationalism.Conversely,representativesofsomestateshave
insistedonputtingtheauthoritytomakebindingdecisionsoninter-
netgovernance issues in thehandsofmultilateral institutionsand,
hence, subjecting themmoreheavily tostatecontrol (Musianiand
Pohle2014;Glen2014). Internalconflicts in the fieldarecausedby
increasinglyobviouscoordinationproblemsduetothemultitudeof
oftenparallelinternetgovernanceprocessesaswellasthethematic
shiftawayfromprimarilytechnologicalmatterstowardsmoreopenly
politicalorsocialquestions (Malcolm2008).Furthermore, the idea
of multi-stakeholder internet governance has often been accused
of being associated with neoliberal thinking (Chenou 2014). Thus,
hopesofalastingorexpansivechangeinhowtransnationalpolitics
isdonehavenotbeenfulfilled.Giventheincreasingattemptsofboth
authoritariananddemocraticnationstomorestronglyregionalizethe
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development of digital networks, it is doubtfulwhether the efforts
towards reforming multi-stakeholder internet governance will find
theacceptancethatwouldbenecessarytopreservethemodeland
itsprinciples(Voelsen2019b).Therefore,multi-stakeholder internet
governancecannotbeseenasthefutureofgovernanceassuch,nor
asadichotomousalternativetodecision-makingbysovereignstates,
butratherasaparallelgovernancemodeladaptedfornon-binding
coordinationprocesses.

Resurgence of sovereignty as a principle  
of digital policy-making
Inmanyrespects,thepublicimaginaryofdigitalcommunicationsas
somehowhostiletostatesovereignty,andthepracticalchallengesof
enforcingsovereignpowerinthedigitalrealmhaveremained(Mueller
2010).Buttheargumentsfordismissingstatesovereigntyhavesignif-
icantlyweakened;instead,variousactorshavestartedtoproclaimthe
needtoestablishsovereigntyinthedigitalrealm.Thejustificationsfor
thesecallsaremanifold.

First,itisoftenarguedthattherealchallengetostatesovereign-
tyisnolongertobefoundintheamorphousorganizationalqualities
of decentralized networks, but instead in the enormous power of
the corporate actors that thrive in our commercialized internet en-
vironment,wheretheynowholdthematerialandimmaterialpower
ofowningvitalsocietalstructures.Theinternet’scommercialfocus
hascome tocenteronadvertisingand theexploitationofnetwork
effects(Christl2017).Intermediariesanddigitalplatformsplaysuch
adominant role inmakingcontentavailable that theopen internet
protocolsthatdigitalcommunicationsrelyuponhavebecomemean-
ingless(Pasquale2016;Srnicek2017;Hindman2018).Today,itisnot
just the enormous resources that those intermediaries command,
it ishowtheyexercisecontrol thatmakesthemoneof thebiggest
challenges to the concept of democratic sovereignty (Staab 2019;
Zuboff2019).Internetcorporationsprovidetheinfrastructuresofour
societiesandthereforeinterferewithstatemattersathighlysensitive
points.Examplesabound:whetherwearetalkingaboutthecreation
and regulation ofmarkets or the provision and structuring of pub-
liccommunication,today’sdigitaleconomysignificantlydiffersfrom
olderconstellationsfororderingsocieties–toapointwheremanyof
thepowerfulcorporateactorscanbedescribedasquasi-sovereign.
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Theemergenceofthesecorporatepowerhouses,whichappeartobe
largelyunaccountableviatraditionalpoliticalmechanisms,has–es-
pecially inEurope–given rise toanew,morestructuralandoften
moreexpansivethinkingaboutthedemandsanddomainsofdemo-
craticself-governance(vanDijck2020).

A second justification for enlarging and pushing digital
sovereignty becomes most obvious when we look at the slightly
paradoxical response of governments to Edward Snowden’s 2013
revelations regarding the massive global surveillance practices
of theUnitedStates’ intelligence services and their allies (Tréguer
2017,2018;Steigeretal.2017).Snowdenrevealedthemostlyuncon-
strainedexerciseof hegemonicpower and the enormouspossibili-
tiesfordatagathering,dataanalysisanddatacontrolbyintelligence
agenciesandtechcompaniesintheUnitedStatesandotherWestern
countries.Surprisingly,theirdecisiontobehaveassovereignyetnon-
territorialentitiesdidnot leadtoacritiqueofpoweragglomeration
assuch(HintzandDencik2016).Instead,ittriggeredthedemandfor
adecoupleddigitalspherethatallowsforexclusivenationalcontrol
overcommunications,dataandregulation.EversincetheSnowden
revelations,demandsfornational(orregional)digitalsovereigntyare
invokedbyactorswhohighlighttherisksofforeignsurveillanceand
manipulationbycitingexamples ranging fromdisinformation (Tam-
biama 2020) to telecommunication infrastructure (Voelsen 2019a)
andindustrialpolicy(Hobbsetal.2020).

If we sum up the observationsmade so far, we can see how
(state) sovereignty, traditionally thought tobe thebedrockofmod-
ernpolitics,hasbecomeacontestedconcept.Yet,itthenslowlybut
forcefullyfoundawaytoaccommodateitselfinthedigitalage.Nowa-
days,justificationsforinsistingonsovereigntyabound.Especiallyin
international relations,wecanseea resurrectionofsovereigntyas
ageopoliticalclaim,whichhassetinmotionaracetoestablishand
expand the scope of sovereignty.Nevertheless, digital sovereignty
needs tobeactivelyexplainedandadjusted inorder to fit ournet-
worked societieswith theirwide range of communications, strong
transnationaltiesandpluralistunderstandingsofdemocracy.
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Political discourse(s) on digital sovereignty
Today,theconceptofdigitalsovereigntyisbeingdeployedinanum-
berofpoliticalandeconomicarenas,frommorecentralizedandau-
thoritariancountries to liberaldemocracies. Ithasacquireda large
varietyofconnotations,variantsandchangingqualities. Itsspecific
meaningvariesaccordingtothedifferentnationalsettingsandactor
arrangementsbutalsodependingonthekindofself-determination
theseactorsemphasize(Pohle2020c;Lambach2019;Wittpahl2017).
Focusingon this last factor,wecansystematizedigital sovereignty
claimsbydistinguishingwhether theyaddress thecapacity fordig-
italself-determinationbystates,companiesorindividuals.Whatthe
differentdiscursivelayersresultingfromthisvarietyofclaimsshare
istheirprescriptiveandnormativenature;ratherthanreferringtoex-
istinginstrumentsorspecificpractices,theyusuallyformulateaspira-
tionsorrecommendationsforaction.3

State autonomy and the security
of national infrastructures
Inthemostprominentcategoryofdigitalsovereigntyclaims,theem-
phasisisontheideathatanationorregionshouldbeabletotakeau-
tonomousactionsanddecisionsregardingitsdigital infrastructures
andtechnologydeployment.Themajorityoftheseclaimsrelatetothe
geographical restrictionofsovereignty toaspecific territoryandto
states’effortsensuringthesecurityofdigitalinfrastructuresandtheir
authorityregardingdigitalcommunicationmatterspertainingtotheir
territoriesandcitizens.

Wecanidentifytwostrandsofthislineofthinking.Ontheone
hand,powersoutsideoftheliberalworldhaveexperiencedtherise
of networked communication as a threat to existing political sys-
tems. China was the first country to respond to this by propagat-
ing and developing its idea of digital sovereignty –mostly framed
ascyber sovereignty or internet sovereignty (Creemers 2016, 2020;
Jiang2010;Zengetal.2017).Theunderlyingideaswerelateradapt-
ed by other authoritarian and semi-authoritarian countries, most

3  The proposed systematization results from a structured qualitative analysis of 
selected policy documents applying the word digital sovereignty and similar terms 
(such as tech sovereignty, digital resilience, digital autonomy, etc.), which does not 
claim to be comprehensive. We use selected examples of policy texts and proposed 
measures to illustrate the different layers of digital sovereignty claims.
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prominentlyRussia (Budnitsky and Jia 2018; Stadnik 2019;Nocetti
2015).Ontheotherhand,earlyon,Westernstatesalsoaddressedthe
needforcontrolandindependenceindigitalmatters.Herethejustifi-
cationforcreatingarchitecturesofcontrolwasmostlysecurity-driv-
en. As global networks emerged, states became more and more
awareoftheirvulnerabilities,expressedinmattersofinfrastructural
control. Computer securitywas then translated into national secu-
rity andexpanded toevermoreareas (Nissenbaum2005;Hansen
andNissenbaum2009). In this process, the role and capacities of
democraticstatesandofinfrastructuralcontrolhasgrownimmense-
ly (CaveltyandEgloff2019)–althoughoften times thesepractices
have conflictedwith liberal-democratic ideals of society and older
understandings of technology as inclusive and pluralistic (Möllers
2020).Sincethe2013Snowdenrevelations,thefocusonstateauton-
omyandsecurityhasbecomeacoreelementofdigitalsovereignty
discourses.

Prime examples of government-fostered practices and ideas
resultingfromthisdiscursivestrandarethemanyrecentproposals
towards data localization. They seek to restrict the storage,move-
mentand/orprocessingofdata to specific areasand jurisdictions.
Thejustificationistypicallytheneedtolimittheaccessthatforeign
intelligenceandcommercialagenciesmayhavetospecifictypesof
data,forexample,industrialorpersonaldata.Itisoftenassumed,but
rarelyclearlystated,thatmanysuchproposalsarealsodrivenbyoth-
ermotivations,suchas the increasedaccessibilityofcitizens’data
byintelligenceactorsandlaw-enforcementagencies,andthewish
togeneraterevenuesforactors,likelocalinternetserviceproviders
(ChanderandLe2015;Hill2014).Inmanycountries,includingBrazil
andIndia–twoimportantemergingeconomies–proposalstowards
datalocalizationhavesofaronlybeenrealizedinfragmentedformor
remainlimitedtospecificcontexts(PandayandMalcom2018;Selby
2017).Anemblematiccaseofaproposeddatalocalizationinitiative
inEuropeistheSchengen Routingidea,thatis,theproposaltoavoid-
ingexchangepointsandroutesoutsideofEuropeforroutingdata
flowswithinEurope (GlaszeandDammann, inpress, 11). The idea,
whichwasproposedbyDeutscheTelekom,thelargestinternetpro-
vider inGermanyand the largest telecommunicationsorganization
intheEuropeanUnion.Itwashotlydebatedbothinthepublicand
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thepoliticalspherebutultimatelyfailedtogarnersufficientpolitical
support(Kleinhans2013).

Present inbothauthoritariananddemocraticcountries,claims
andproposedmeasuresemphasizing theautonomyandself-deter-
minationofstatesandthesecurityofcriticaldigital infrastructures
havebeenmetwithfiercecriticism.Bothpolicyactorsandobservers,
suchasacademicsandtechnicalexperts,fearthateffortsfocusing
on IT security and the regulation of internet issues on the nation-
al level would interfere with the open and universally accessible
natureoftheinternet(Maureretal.2014)andultimatelyleadtothe
re-territorialisationoftheglobalinternet,causingitsfragmentation into
nationalinternetsegments(Drakeetal.2016;Mueller2017).This,in
return,mayhaveimportantnegativeeconomicandpoliticalimpacts
forthecountriesconcernedduetotheirdigitalandgeographicaliso-
lation(Hill2014).

Economic autonomy and competition 
There is a second category of digital sovereignty claims, which is
closelyrelated,yetdifferentfromthefocusonstateautonomy.This
emphasizesthehighandoftenopposingeconomicstakessurround-
ingthedigitalenvironmentandfocusesontheautonomyofthena-
tionaleconomyinrelationtoforeigntechnologyandserviceproviders.
Likethepreviouscategoryofassertions,claimsfocusingoneconomic
self-determinationhavebeenprimarilyspurredbytheperceivedmar-
ketdominanceoftechnologycompaniesfromtheUnitedStatesand
increasinglyalsoChina(Steigeretal.2017,11).Likewise,thespecific
measures and instruments that governments apply to compensate
fortheseimbalancesinthedigitaleconomypartlyoverlapwithmea-
suresseekingtostrengthenthesecurityoftechnologicalsystemsand
nationalautonomy(Baums2016).Butincontrasttothefirstcategory,
thesemeasures areusually part of a nation’s larger economic and
industrialpolicystrategy,aimingatthedigitaltransformationofentire
sectors of the economy. As such, they concern both traditional in-
dustriesandsectors(telecommunications,media,logistics)andnew
IT-relatedeconomicsectors,andprimarilyaimtopromotetheinnova-
tivepowerofthedomesticeconomyandtonurturelocalcompetitors
(Bria2015). Inaddition,agrowingnumberof instrumentscenteron
digitaltradeandseektoregulatecommerceanddataflowsdelivered
viadigitalnetworks(Burri2017;Ferracane2017).
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Aprime example of an initiative that seeks to strengthen eco-
nomicautonomy is theEuropeancloudserviceGaia-X,whichwas
announcedjointlybyFranceandGermany in2019andisyettobe
launched(BMWi2020).Theprojectplanstoconnectsmallandme-
dium-sizedcloudprovidersinEuropethroughasharedstandardthat
allowsthemtoofferanopen,secureandtrustworthyEuropeanalter-
nativetotheworld’sbiggest(oftenUS-based)cloudserviceproviders
(e.g., Amazon, Google,Microsoft), while at the same time respect-
ingEuropeanvaluesanddataprotectionstandards.Theinitiativeis
heavilypromotedbypolicyactorsasanimportantsteptowardsEuro-
peandata sovereignty(BMBF2019a;Summa2020)–anotherclosely
relatedconcept.Butithasalreadybeencriticizedforbeinganoverly
ambitiousandpurelystate-drivenprojectthatdoesnotofferrealin-
novationandthatwillhavetocompeteformarketacceptancewith
moreestablishedproviders(Lumma2019;Mahn2020).

Aswith the previous category, the goal to achievemore inde-
pendencefromforeigntechnologiesandtopromotetheinnovative
power of thedomestic industry is a central element of discourses
ondigitalsovereigntyinbothauthoritariananddemocraticcountries.
Indemocraticcountries,somemeasuresareadditionallyjustifiedby
theaimtoprotectconsumersbyofferingtechnologicalservicesthat
respectuserrightsanddomesticlawsandnorms,suchasdatapro-
tectionregulations(Hill2014;Maueretal.2014,8). Inmanyemerg-
ingeconomies,suchasIndia,theproposedmeasuresarealsooften
clearly directed atwhat hasbeendescribedbybothpolicy actors
andscholarsasdigital imperialismordigital colonialism.Bothterms
refertotheoverlydominantpositionofWesterntechnologycorpora-
tionsintheGlobalSouthwhichleadstonewformsofhegemonyand
exploitation(Pinto2018;Kwet2019;PTI2019).Unsurprisingly,such
claimsandinitiativeshavebeenmetwithskepticismandrepudiation
bysomeWesterncountries,wherepolicyandbusinessactorshave
been quick to label such ideas and practicesdigital protectionism,
meaning the “erection of barriers or impediments to digital trade”
(Aaronson2016,8;seealsoAaronsonandLeblond2018).Butwhilein
theUnitedStates,wherethenotionofdigitalsovereigntyhasprinci-
pallyanegativeconnotation(CoutureandToupin2019,2313),awide
varietyofpoliciesareconsideredpotentiallyprotectionist–including
censorship, filtering, localization and intellectual property-related
measuresand regulations topreventdisinformationand toprotect
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privacy,inotherregionsandcountries,suchasEuropeandCanada,
narrowerdefinitionsofsovereigntyhavebeenproposedthataccount
for specific trade restrictionsdue toprivacy concerns and cultural
exceptions(Aaronson2016,10).

User autonomy and individual self-determination 
In recent years, a third category of digital sovereignty claims has
emerged. This is primarily present in thediscourses of democratic
countriesandaparticularlystrongcomponentof thepolicydebate
ondigitalsovereigntyinGermany(Pohle2020a,7ff.;GlaszeandDam-
mann in press, 13). Emphasizing the importance of individual self-
determination,theseclaimsfocusontheautonomyofcitizensintheir
rolesasemployees,consumersandusersofdigitaltechnologiesand
services.Aninterestingaspectofthiscategoryisthedeparturefrom
a state-centered understanding of sovereignty. Instead of viewing
sovereigntyastheprerequisitetoexerciseauthorityinaspecificterri-
tory,actorshereviewitastheabilityofindividualstomakedecisions
inaconscious,deliberateandindependentmannerandtakeaction
accordingly.Bystrengtheningthesecapacities,individualsshouldbe
protected as consumers and strengthened in their rights as demo-
craticcitizens(GesellschaftfürInformatik2020;VZBV2014).Discur-
siveclaimsbypolicymakersandcivilsocietyactorsinthiscategory
alsorefertouser sovereigntyanddigital consumer sovereignty,there-
byreplacingthecontrolofusersandcitizensunderdigitalsovereignty
measuresinsovereigntynotionsespousedbyauthoritarianregimes
with the goal to strengthen domestic internet users’ capacity for
self-determination(Pohle2020c,8ff.;SVRV2017).

Theproposedmeanstoachievethiskindofsovereignty in the
digitalsphereincludeeconomicincentivesforuser-friendlyanddo-
mestictechnologydevelopment,butalsotheintroductionoftechnical
featuresallowingforeffectiveencryption,dataprotectionandmore
transparent businessmodels. In addition, a largemajority ofmea-
surestargetingindividualself-determinationseektoenhanceusers’
mediaanddigitalliteracy,thusstrengtheningthecompetencesand
confidenceofusersandconsumersinthedigitalsphere.InGerma-
ny, for example, a recently created innovation fundby the Federal
MinistryofEducationandResearch(the“Human-Technology-Inter-
action forDigitalSovereignty” fund)buildson the idea thatdigital
literacymeansmore than being technologically knowledgeable or
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competentintheuseofdigitaltools.Rather,itisunderstoodasthe
criticalorconsciousengagementofuserswiththetechnologyand
theirowndata(Datenbewusstsein,seeBMBF2019b).

An interesting aspect of this discursive category of digital
sovereigntyisthereferencesmadetousers’technologicalordigital
sovereigntymadebytechactivistsandsocialmovements.Theirper-
spectivecontradictsastate-centeredunderstandingofsovereignty
and instead emphasizes the need for users to better understand
commercialandstatepowers inthedigitalsphereandtoappropri-
ate their technologies,dataandcontent (CoutureandToupin2019,
2315ff).Thiscouldeitherbedonebyprioritizingopenandfreesoft-
wareandserviceorbyusers themselvesprotecting theirpersonal
data fromexploitation by tech companies throughdata protection
andencryptionpractices(Haché2014,2018;CercyandNitot2016).
While some facets of this perspective and some of the proposed
measuresmayalignwiththeclaimstoindividualself-determination
thatwecanseeindemocracies,theunderlyingbeliefsare,however,
different. Moreover, referencesmade andmeasures suggested by
policymakersseekingtoincreaseusersovereigntyneedtobeeval-
uatedverycarefully.Inmanyinstances,citizensarebeingreducedto
consumersofdigitalservicesratherthanvaluedintheircapacityas
democraticcitizens.Butthefocusontheautonomyandsecurityof
consumersmightobfuscatemeasures thatprimarilyservesecurity
andeconomicpurposes,leadingtoasituationinwhichfundamental
userrights–suchasprivacyorfreedomofexpression–arerestricted
ratherthanenforced.

Sovereignty in the networked world
This essay has argued that advocates of the concept of digital
sovereignty, so popular in political andpublic discourse nowadays,
not only had to reverse some of their early beliefs about the gov-
ernability of a networkedworld but that the idea of sovereignty it-
selfhasshiftedasithasrisentoprominence.Theissueisnolonger
cyber sovereigntyasanon-territorialchallengetosovereigntythatis
specifictothevirtualrealmoftheinternet.Today,digital sovereignty
has become amuchmore encompassing concept, addressing not
only issuesof internetcommunicationandconnectionbutalso the
muchwiderdigitaltransformationofsocieties.Digitalsovereigntyis–
especiallyinEurope–nowoftenusedasashorthandforanordered,
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value-driven, regulatedandthereforereasonableandsecuredigital
sphere. It ispresumedto resolve themultifacetedproblemsof indi-
vidualrightsandfreedoms,collectiveandinfrastructuralsecurity,po-
liticalandlegalenforceabilityandfaireconomiccompetition(Bendiek
andNeyer2020).

Traditionally,sovereigntyhas largelybeen thoughtofasanen-
forceablelawthatisbackedbyclearstructuralarrangements,such
asthestatemonopolyonviolence. Inthiscontext,thestateiscon-
ceivedofasamoreorlesscoherentactor,capable,independentand
hence autonomous. Although sovereignty has always been imper-
fect–StephenKrasnerfamouslydepicteditas“organizedhypocrisy”
(Krasner1999)–themeansofsovereignpower intheWestphalian
systemhavebeen ratherstraightforward.But thesituationhasbe-
comemorecomplicatedduetodigitalization,globalizationandplat-
formization.Thedigitalsovereigntyofastatecannotbereducedtoits
abilitytoset,communicateandenforcelaws.Ratherthanrelyingon
thesymbolicrepresentationandorganizationalcapacityofthestate,
digitalsovereigntyisdeeplyinvasive.Inmanyinstances,theideaof
strengtheningdigitalsovereigntymeansnotonlyactivelymanaging
dependenciesbutalsocreating infrastructuresofcontroland(pos-
sible)manipulation.Therefore,webelievethatmuchmorereflection
anddebateisneededonhowsovereignpowerscanbehelddemo-
craticallyaccountablewithregardtothedigital.Itisnotsufficientto
proposethatthepoweroflargedigitalcorporationscouldbetamed
bysubjectingthemtodemocraticsovereignty,ashasbeensuggest-
edbymanydemocraticgovernmentsworldwide.Likewise,weshould
notsimplyequate(digital)sovereigntywiththeabilitytodefendliber-
alanddemocraticvalues,asisoftendonebypolicyactorsinEurope.
Digitalsovereigntyisnotanendinitself.Instead,wehavetoputeven
morethoughtintotheproceduralframeworkofhowsovereignpower
canbeheldaccountableandopeneduptopublicreflectionandcon-
trolinordertotrulydemocratizedigitalsovereignty.
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Algorithmic Sovereignty 
beyond the Leviathan 
and the Wicker Man

Sandboxes for Tactical and  
Participatory Automation

DenisaReshefKera

Abstract
The metaphors of the Leviathan and Wicker Man introduced the
idea of amodern state as an artificial andmechanical rather than
spiritualunity.They framedsovereigntyasaneffectof theartificial
and technicalapparatusdescribedasasocialcontract limiting the
personalagencyofthecitizensorevensacrificingittoservethenew
collectiveidentity.Thediscussionsofthesemetaphorsofsovereign-
tyandbodypoliticofferanimportantcontextforunderstandingthe
presentissueswithsmartcontractsandalgorithmicgovernanceas
theembodimentsoftheLeviathan(Reijers,O’Brolcháin,andHaynes
2016)orWickerMan.Thenewformsofautomationdeprivetheciti-
zensofpersonalandsocialagencyandlimittheirabilitiestodecide,
regulateorenvisionthefuture,butinadifferent,lesstransparentway
than the social contract. While citizens willingly limit their agency
undertheoriginalsocialcontracttocreateanartificialbutcollective
unity, thenewalgorithmic “smart contract” reduces sovereignty to
codethatsomeonecandesign,ownandevenpatent.Tosupportthe
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engagementofcitizensinthedesignandregulationofthenewgov-
ernance infrastructures,weneed to rethink theconceptofalgorith-
micsovereigntybeyondthemetaphorsoftheLeviathanandWicker
Man.Itisessentialtoprovideanenvironmentandaprocessinwhich
agencyofthecitizensissacrificedtocodeunderclearobjectivesand
reasonsandintransparentmanner.Citizenshavetotesttheconnec-
tionsbetweentheemergingtechnologyandtheirpersonalandsocial
agency,infrastructureandregulation,todesigntherightalgorithmic
Leviathans.Thetestingenvironmentthatweproposeis inspiredby
theexistingregulatorysandboxesintheFinTechandemergingtech-
nologiesdomains(GromovaandIvanc2020),whicharetestingenvi-
ronmentsconnectingvariousstakeholdersresponsibleforthecode
andregulationstomakedecisionaboutthefutureplatformsandser-
vices.Thesandboxthatwecreatedsupportsprototyping,experienc-
ingandregulatingfutureinfrastructurebasedonsmartcontractsand
blockchain automation as near-future examples of algorithmic gov-
ernance.TheLithopysandboxconsistsofa“testnet”forpermissioned
blockchainservices,adesign-fictionmovieandadashboardusedin
workshopstosimulatedifferentaspectsofafutureautomatedsociety.
Participantsexplorevariousstrategiesofpreservingtheirsocialand
individualagencywhiledefiningthealgorithmicsovereigntybyreg-
ulatingtheautomationandemerginginfrastructure.Thenear-future
scenariowiththefunctionalcodeofblockchainandsatellite“smart
contracts” for an imaginary village (Lithopy) is realistic enough to
motivatetheparticipantstoengageinwhatwehavedescribedpre-
viously as a “regulation through dissonance” (Reshef Kera 2020a).
Thesandboxisatradingzoneforthestakeholderstocollaboratesi-
multaneouslyoncontested issues inpolicyanddesign. Itsupports
testinganddiscussingtherelationshipbetweenregulationandcode,
socialagencyandautomationwithoutinsistingonstrongconsensus
but identifyingsomemodus vivendi for the futureautomatedsocie-
ty.Inthispaper,wesummarizethefirstfiveworkshopsin2019that
changed the focus from issuesofanticipatorygovernance tomore
pragmatic and experimental approaches of probing anddefining a
vision for algorithmic sovereignty (and automation) that is situated,
tacticalandparticipatory(Hee-jeongChoi,Forlano,andReshefKera
2020).The“situated”automationinthesandboxoffersanalternative
tothecurrentgovernance-by-designregulatorycompliancemodels
(MulliganandBamberger2018;FriedmanandKahn2002;Michalis
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2015).Itcriticallyreflectsthepresentalgorithmicgovernanceasthe
fulfillmentof theHobbesiandreamofanartificial (mechanical)gov-
ernance that erodes social and individual agency. Algorithmic gov-
ernanceembodiestheHobbesiancredothatitis“authority,nottruth,
whichmakes the law” (sed auctoritas, non veritas, facit legem) and
definesautomationas“authority”basedoncode(newtechnicalinfra-
structure).Thesandboxexperimentswithalgorithmicsovereigntyes-
tablishapossibilityoftactical,participatoryandopenfuture-making
processesthatconnectcodeandregulationbeyondthepromisesof
automationandabsolutecontrol.

Introduction
Howdoweachieveapoliticalunityinanageofblockchaintechnolo-
gies,AI,socialmediaplatformsandotherwondersof ledgers,algo-
rithmsanddatathatshapeandextendthesovereigntyandpowerof
themodernstate?Arecitizensunderthealgorithmicrulemembersof
asocietyandbodypoliticsbasedoncontracts,normsandlawstrans-
latedintoalgorithmsanddatastructures?Howdothesenewtechni-
cal infrastructuresexemplifytheabsolutepoweroftheLeviathan,a
socialcontractdefiningsuper-humanandinstitutionalsovereignty?

Weclaim that the technological “commonwealth”overvarious
platformsdefiningalgorithmicgovernancesupportstheideaofthe
absolute sovereignty of the Leviathan as a governancemodel but
deprivesthecitizensofagencyinmoreradicalwaysthanthesocial
contracttheoryhadeverimagined(Reijers,O’Brolcháin,andHaynes
2016). Thomas Hobbes’s metaphor of artificial and super-human
governanceservedasanalternativetotheredemptionmodelofthe
MiddleAgekingdomssearchingforspiritualunitywithChristunder
the eschatological expectations of the second coming. Instead of
redemption and “life inChrist” as a promise thatwill alleviate the
sufferingofthe“naturalcondition,”warandchaos,themodernstate
offeredsecurityandlatelyalsoefficiency.

TheLeviathanwasanalternative to thechaosof theChristian
kingdomsguidedbythevisionof“corpusmysticum,”abodyofbe-
lievers in Christ waiting for the second coming. Since every king-
domcouldclaimtobetheidealChristiancommunitywithabsolute
sovereignty,thiscausedcivilwarsdescribedbyHobbesasthe“nat-
uralstate”ofthewarofallagainstall.Topreventthisstateofchaos,
Hobbesproposedanoriginal solutionof replacing the searchof a
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spiritualunity(andfightingoverwho iscloser toGod)withanarti-
ficialone,creatingtheconditionsforourlaternotionsofcybernetic
ideasofsimilaritybetweenanimals,machinesorstatesoperatingas
systems.TheLeviathanisaproductofmenratherthanacosmolog-
icalortheologicalembodimentandhistoricalmissionofthesecond
coming.Itisamachineand“commandmechanism,”atechnicalap-
paratusdemandingunconditionalobediencetoworkcorrectly.

InspiredbyCarlSchmitt’sinterpretationofthemodernstateasa
technical,bureaucraticand“magical”mechanismdefinedbyHobbes,
underwhichnothing is truebut“everythinghere iscommand,”we
claimthatalgorithmicgovernanceisanecessaryconsequenceofthe
Leviathan.Algorithmicgovernancebringstoaconclusionthemost
criticalaspectofHobbes’ssocialcontracttheory–theemphasison
absoluteandautomaticauthorityastheonlyalternativetothenatural
condition.Thealgorithmic“Leviathans,”suchasblockchain“smart
contracts” or machine learning algorithms optimizing social phe-
nomena,expectcitizens tosupport, trustandabideby thisemerg-
ing infrastructureasa“miracle”definedbythestate tosupport its
sovereigntyagainstanychaos.Thesuper-individual sovereigntyof
theemergingtechnicalinfrastructureprovidesessentialservicesand
protection only when citizens accept its absolute authority (some-
times defined as smart cities, intelligent tracking systems during
COVID-19crises,andsimilarideas).

ThealgorithmicLeviathanssimplyachievethegoalofthesocial
contract “automatically” and literally via the data and code of the
blockchainplatforms,smartcontracts,AIandmachinelearningalgo-
rithms,andotheroptimizedsystems.Thesemechanismsoutsource
theagencyandsovereigntyofthecitizenstosuchsuper-humaninsti-
tutionsthatpromisepeace,stabilityandefficiencyasthemaingoals
of the modern state (discussed as governmentality and the emer-
genceof“nationalinterests”asraison d’êtreinFoucault).Theresig-
nationofnatural rights isanecessaryconditionofallautomatized
systemsparadoxicallydefinedasan“agreement”betweenrational,
freeandequalpersonsbyHobbes.TheLeviathan,astheoutcomeof
thisparadoxicalsocialcontractandlateralgorithmicgovernance,is
anythingbutrationalorequal.Instead,itplacestheabsolutepower
withoneartificiallyconstructed“sovereign.”
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Leviathan or the Wicker Man
The rational agreement between the citizens defining the modern
stateassuchsovereignandartificialLeviathansupportsanirrational
andabsolutepowerthatisautomatedandmechanicalbydefaultand
servesasatoolofautomatedjusticeandsecurity.Theparadoxofthis
contractisevenmorevisibleinthecaseoftrustlessandautomated
blockchainsystemsormachine learningplatforms,whichmostciti-
zensdonotevenunderstand.Howcanweclaimthere isarational
andfreeagreementinthecaseofalgorithmicgovernance?Themag-
icoftheLeviathan’salgorithmicembodimentonlymakesmorevisible
theissueswiththeoriginalmetaphorandidea:thatrationalbeings
agreeonanirrationalandabsolutecontrolastheonlyalternativeto
lawlessness (naturalstate).The issueswithsuchsolutionsare that
theyenforceratherthancontroltheabsoluteandarbitrarypower.

Algorithmicsovereigntyoveremerging technical infrastructure
thus amplifies the old discussionswhether the Leviathan is an in-
stitutionthatprotectsthecitizensorsacrificestheminitseviltwin,
theWickerMan. The 1676 image byAylett Sammes of theWicker
MansummarizestheearliestcritiqueoftheLeviathandiscussedasa
paganritualsimilartothedescriptionofhumansacrificesbyBritish
peoplebyJuliusCaesar.Theysupposedlycreatedanimageofasu-
per-human,godlikefigure,inwhichtheyweavedthelivingpeopleto
burnthem.Thisimageservedasasatirizedsocialcontract,avisually
shockingcritiqueofwhatthecivicbody(bodypolitics)doestothe
individual(consumes,imprisonsanddestroys).

ThemostfamouscritiqueoftheLeviathan,however,appearsin
the1690“SecondTreatiseofCivilGovernment”(ChVII/93),inwhich
John Locke describes the absolute sovereignty as a catastrophic
lackofgovernanceratherthanasolution.Todescribethehorrorsof
suchautomatedandmechanicalpowerheusestheallegoryofaso-
cietyavoidingattacksbywildcatsbylettingthelionruleanddevour
everyone:

To ask how youmay be guarded fromharm, or injury, on that
sidewherethestrongesthandistodoit,ispresentlythevoiceof
factionandrebellion:asifwhenmenquittingthestateofnature
enteredintosociety,theyagreedthatallofthembutone,should
beundertherestraintof laws,butthatheshouldstillretainall
thelibertyofthestateofnature,increasedwithpower,andmade
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licentiousby impunity.This is to think, thatmenareso foolish,
thattheytakecaretoavoidwhatmischiefsmaybedonethem
bypole-cats,orfoxes;butarecontent,nay,thinkitsafety,tobe
devouredbylions.

Thepresentissueswithlawandcodeinalgorithmicgovernanceecho
thesediscussionsabouttherelationshipbetweensovereignty,pow-
er and law,might and right.While automation (absolute authority)
forHobbes is anecessary conditionof law toexist, Lockcriticizes
itasadangerousprecedentthatmakeslawimpossible.Automated
decision-making that ishardcodedwithoutanyhumanoversight is
anheirofaLeviathanideaasmechanicalandautomatedsovereignty.
Howshouldweengagewiththeauthorityofthecodeandautomated
control of the new algorithmic sovereigns (technological platforms
astheLockeanlions)andcontesttheirabsolutepower?Howtoen-
gagethecitizensintheformationofthealgorithmicLeviathanwithout
lettingthealgorithmicbeastsdevourtheirdataandautonomywhile
promisingtoprotectthemfromsomesmalldangers(wildcats)?

The Leviathan as the origin of the cybernetic metaphors 
and algogovernance 
Algorithmic governance – promising efficiency while taking advan-
tageofthecitizendata,freedomandagency–isjustthelatestem-
bodimentoftheLeviathan.Itisaformofartificialsystem(acontract
asamachineandmechanism)thathasabsoluteauthorityoverthe
citizens that trade their sovereignty and natural rights for security.
InhisanalysisoftheLeviathan,(Schmitt1996,50)describedthisas
theemergenceofa“stateasamechanism”model thatbecomesa
“manmadeproduct” that is neither holy, just nor ideal but efficient:
“ConsideringtheLeviathanasagreatcommandmechanismof just
orunjuststateswouldultimatelybethesameas‘discriminating’be-
tweenjustorunjustmachine.”

ForSchmitt,itwasthisideaofamodernstateasanartificialand
mechanicalratherthanspiritualunitythatenabledalllaterformsof
industrialstatetousenewtechnologiesastoolsofsovereignty.The
ideaofastateastechnicalapparatusorwhatwecallnowadaysalgo-
rithmicgovernancewasbornwiththeLeviathan:
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Theintrinsiclogicofthemanmade,artificialproduct“state”does
notculminateinapersonbutinamachine.Nottherepresenta-
tionbyapersonbutthefactual,currentaccomplishmentofgen-
uineprotectioniswhatthestateisallabout.Representationis
nothing if it is not tutela praesens. That, however, canonlybe
attainedbyaneffectively functioningmechanismofcommand.
Thestate thatcame intobeing in theseventeenthcenturyand
prevailedonthecontinentofEuropeisinfactaproductofmen
anddiffersfromallearlierkindsofpoliticalunits...(Ibid.)

TheHobbesianmodernstateleadsdirectlytothepresentalgorithmic
(ortechnological)governance.Itistheoriginalprototypeofabsolute
and arbitrary power that nothing can resist because everyonewill
submittoitwillingly:“[T]hatstatewascreatednotonlyanessential
intellectual or sociological precondition for the technical-industrial
agethatfollowedbutalsothetypical,eventheprototypical,workof
thenewtechnologicalera–thedevelopmentofthestateitself”( bid.).

Schmittalsopredictedthatastateasa“productofhumancalcu-
lation”wouldnecessarilyleadtotheautomation,atechnicallyperfect
mechanismthatissynonymouswithabsoluteauthorityperformsits
structure:

Buttheideaofthestateasatechnicallycompleted,manmade
magnum-artificium, a machine that realizes “right” and “truth”
onlyinitself–namely,initsperformanceandfunction–wasfirst
graspedbyHobbesandsystematicallyconstructedbyhiminto
aclearconcept.Theconnectionbetweenthehighestdegreeof
technicalneutralityandthehighestauthority is,asamatterof
fact,notalientotheingeniousthinkersoftheseventeenthcentu-
ry.AttheendofCampanella’svisionofthe“SunState”appears
abigshipwithoutarudderandasailbutdrivenbyamechanism
that is commanded and guided by the possessor of “absolute
authority”...(Ibid.)

Algorithmic governance as the modern Leviathan, this “gigantic
mechanismintheserviceofensuringthephysicalprotectionofthose
governed”was pioneeredby the cybernetic andmilitary visions of
warshipsinthepast(Campanella)butalsopresent.Schmittquotes
ErnstJünger’svisionofwarshipsas“swimmingoutpostsofenormous
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power,armoredcompartments,inwhichtheclaimtopoweriscom-
pressed inamostnarrowspace” ( bid.).Campanella’svisionof the
“SunState”becomes literal: “The technicallyperfectmechanismof
abigshipinthehandsofanabsoluteauthoritywhodeterminesits
course”( bid.).

Sandboxes for exploring alternatives to the Leviathan
Is thereanyalternative to thisabsolutevictoryof themodernstate
as an algorithmic machine or cybernetic warship that realizes its
sovereignty through its structureandcodewhileclaiming to “save”
andsupportthecitizens’survival?Howmight/couldwerethinkalgo-
rithmicsovereigntybeyondtheimageoftheLeviathananditsshad-
ow,theWickerMan?

InsteadofinsistingononeperfectLeviathan,weproposetomul-
tiply themviahybrid regulatorysandboxesaszoos for “dangerous”
algorithmsthatsupportparticipants(stakeholders)inunderstanding
thembutalsoexperimentingwith thegradualprocessof “domesti-
cation.”Thesimulationofdecision-makingprocessesthatcombine
blockchain services and smart contracts with the existing policy
tools for regulations can help us find some balance between the
new algorithmic wilderness and domestication via regulations. In-
steadofcommunitiesyieldingpowertoonepowerfulsuper-platform
(LockeanlionandHobbesianLeviathan),wesimplyneedtolearnto
livewiththewildanimalsthatthreatenoursovereigntyanddesign
anecology.

Thesandboxesandvarioustestingenvironmentsforalgorithmic
servicesofferamodel forhow tomake theprocessofautomation
moretransparentbutalsoparticipatory,socitizenscansee,ateach
step,whyandhowtheydecidetosacrificetheirsovereigntyandout-
source it to the code.We tested just such an environment on the
exampleof future services inan imaginary smart villagecommuni-
ty of Lithopy, to enable participants to understand and prototype
smart contractswith regulations over templates and probe issues
ofbiasandjustice.Theparticipantsexploredhowtocombinetech-
nologywithexistinginstitutionstosupportthequestforalgorithmic
sovereigntybeyondtheLeviathanandWickerMan-styleautomation.

The Lithopy sandbox stands somewhere between a “fairytale
with code” and a fully functional prototype of a community using
satellite data to trigger blockchain transactions and services. The

i
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citizens as participants in theworkshop use it as a playground to
experienceanddefinethedegreeofautomationandregulation,and
comfortable levels of personal autonomy and algorithmic gover-
nance.While theproject’sdocumentation ison the “DigitalDozen”
websitewhereitwontheSpecialJuryAwardforthebest2020digital
storytellingproject,1thecodeforrunningthesimulationandcreating
suchsandboxinaworkshopisonGithub.2

This design and policy playground or sandbox for exploring
near-future scenarios of algorithmic governance and automation
reflects upon the convergence of blockchain and satellite/drone
technologies.Ithelpstheparticipantstoprobethepowerofthetech-
nologywhile understanding the different possibilities of regulation
andgettingaroundthealgorithms’power.Inthissense,itservesthe
goaloftactical,situatedand“participatory”automationthatembeds
socialandindividualagencyintheprocessesofdesigningthealgo-
rithmsandtransforming“thelogicofbinarystates,yesandno,into
thefuzzystatesofmaybesandperhaps”(Hee-jeongChoi,Forlano,
andReshefKera2020).

Thesandboxcreatedanenvironmentwhereweuseregulations
andcodetoengage inwhatwecandescribeaseverydaypractice
andtacticsadaptingtothestrategyandstructureofthealgorithmic
governance(Certeau1984).Thesandboxbecomesanenvironment
for“tactical”and“situated”automationthatisalsoparticipatoryand
involvesthecitizensdirectlyasindividualsandasagroup:

These workshops support participation in automation by en-
gaging human participants directly in the creation of techno-
logies thatarealsousedstrategically tocontrol theireveryday
practices through the dominant sociotechnical order but with
tactical intention this sense. These participatory workshops
make the actual physical production of the boards that is te-
diousapartofacommunitybondingexperiencethatsupports
thepeereconomyandliberationratherthanalienationoflabor.
(Hee-jeongChoi,Forlano,andReshefKera2020)

1  Digitaldozen, http://digitaldozen.io/projects/lithopy/.

2  Github, https://github.com/anonette/lithopia.
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The design and policy sandboxes are similar to theworkshops on
makingboardsinthehackerspacesandmakerfaireeventsdescribed
inthearticleonsituatedandparticipatoryautomation( bid.);theyal-
lowcitizenstounderstanddirectlyandparticipateinthedevelopment
of the technology. In the caseof Lithopy sandbox,weusedHyper-
ledgerFabricblockchain“testnet”onaserver,onwhichitispossible
to test the prototypes of smart contracts using open satellite data
(fromSentinel2Aand2B)forvariousservicesandautomation.The
near-futurescenariosandcontractsshownasadesign-fictionmovie
that participants view to decide on the interventions and changes
theywanttomakeintheworkshops.

Lithopy: from installation to sandbox
Theoriginalpurposeof thedesign-fictionmovieand thecodewas
to invite the participants to explore the possibility of anticipatory
governanceofblockchaintechnologiesbyprototyping,deliberating,
regulatingandmodifyingthecontracts(ReshefKeraetal.2019).The
projectusedvariousformatsofdisplayandengagementtosupport
this researchagenda. Itwasexhibitedasan installationduring the
MilanDesignTriennial(MarchtillSeptember2019)andtheWeekof
ScienceandTechnologyinPrague(November2019)andofferedas
aworkshopinfivelocations(Germany,Israel,Bulgaria,USA,Czech
Republic) over 2019. In the installation, the visitorswatcheda split-
screenseven-channeldesign-fictionmovieaboutLithopyand inter-
actedwiththepropsoflarge3D-printedLiCoinswithmixedlithium
featuredinthemovieasobjectsvisibletothesatellitesthatindicate
changeofpropertybutalsosmartcontractsoveradashboardcreat-
edinaNode-REDenvironmentconnectingthevariousflowsofdata
overopenAPIs.Theworkshopsconcentratedonpreventingbiases
andbugsinthesmartcontractsafterjoiningandbecomingaLitho-
pianandofferinganassetbyregisteringanameoverthedashboard
addedthroughRESTAPIservicetothesimulatedtestnetledgeron
theserver.Theworkshopwouldexplain thecodeof thesmartcon-
tractspresentonGithubandsupport theparticipants inmodifying
them over templates. The participantswould also experimentwith
variousways of applying regulation of code (or over the code) via
guidedtemplates.

The smart contracts or “codechains” (in theHyperledger Fab-
ricenvironment)deployedontheHyperledgerFabric-permissioned

i



79

blockchainwerehostedontheserverfunctioningasatestnetforthe
wholeproject. Itsupportedtheexperienceofvarioustechnicaland
governancelimitsoftheclosedorpermissionedblockchainservices
andofferedtoanyoneinterestedinblockchain,satelliteoremergent
technologiesaspacetoplaywithandimprovethem.

TheLithopyinstallationenabledvisitorstoexperienceatypical
dayinthe“smartvillage”wherepeoplesingwith3Dprinters,follow
thepricesofcryptocurrencies,satellitepositionandweatherdatato
trigger various contracts through their dashboard. The ideaswere
that the citizens of Lithopy use gestures for partnership contracts
andlandarttypesofinterventionswithredclothvisibletothesatel-
litesasapixelofdatatochangetheownershipofaproperty.They
alsomovearoundlargeLiCoinswithhiddenlithiumdepositsinthe
plastictoindicateatransactionandchangeownershipofthecoins
visibletothedronesandsatellites.

These parodically overdoneprototypes of near future services
thatusedroneandsatellitedataforcontracts(identitymanagement,
partnerships,assets)pushedthecurrentissueswithautomationand
surveillancetoitslimits.Theconceptuallyandvisuallyrichsimulation
ofasmartvillagealsoreflectedthelithiumandcryptocurrencyspec-
ulationsintheCzechRepublic.Themessagecommunicatedbythe
“lithiumpunk”fictionandprototypesorpropsremainedambiguous.
Thegoalwasnevertoembracenorcriticizeblockchainandsatellite
futuresbut tomovebeyondthecurrentdiscourseondisruptionas
someformofnewtechnologyrevelationtofindmorepragmatic,an-
ticipatory and experimental approaches to algorithmic governance
issues.

Most visitors of the installations experienced only the design-
fictionmovie,dashboardandthesetofprops.Manyofthemwereun-
awarethattheprototypesareactualfunctionalproofofconcept,such
as theasset transaction that allowsa changeof ownershipbased
on 10 x 10mof red cloth, creating a pixel of data for the satellites.
In theworkshops (5 locationswithover35participants), everyone
wasinvitedtotest,modifyandplaywithsuchservicesandovercome
thefearofcodeandregulatorytools.Theparticipantswouldregister
themselvesonLithopyledgeronthetestnetandthentrytochange
theownershipofanasset throughasimulatedsatellitedata trans-
actionthatcouldalsoserveanyactivistprojectsclaimingsymbolic
ownershipofvariousnaturalandculturalresources.

AlgorithmicSovereignty
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Duringtheseworkshops,werealizedthattheexperienceisclos-
er to the formof adesignandpolicy sandbox thana set ofproto-
types and simulations.Only in theworkshops did the participants
realize that these prototypes are functional andpossible, and that
motivatedthemtotakethechallengemoreseriously.Thesetheoret-
icalpromisesandthreatsofthedisruptivetechnologybecameless
important than the actions they could take as stakeholders in the
collectivefutureofLithopy.TheycouldseedirectlyhowHyperledger
Fabricblockchainsmartcontractsworkonthetestnet,includingthe
openAPI forsatellitedataandNode-REDinterface forconnecting
thedifferentdigitaldataflows.Inthreetofourhours,theywouldgain
a basic understanding of the code and infrastructure which were
“human-readable” thanks to JavaScript code and allow them to ex-
perimentwithdemocratizingsuch“future-making”inasandbox.

Anticipatory governance of algorithmic Leviathans
TheoriginalpurposeofLithopyasaninstallation,workshopandsim-
ulationwastopresentthepossibilitiesofanticipatorygovernanceof
algorithmicfutures,andonlyduringthe2019workshopdidwereal-
izedthatweneededtochangetheambitionintoamoreexperimental
formofgovernance.Howtodemocratize,anticipateandregulatethe
emergentchallengesofcryptocurrencies,smartcontractsandmany
off-and-on-chain (ledger) interactions became less important than
experiencing the issues in an attempt to combine regulation and
code. Instead of searching for awell-designed system thatmakes
impossibleattacks,misusesandmistakesalsodescribedasfriction-
lessandanticipatorydesign(Monus2018;Sgarro2019),thepurpose
ofthesandboxbecametoshowratherthanhidetheunequalpower
relationsbetweenthestakeholders.

The problemwith any technocratic solutions creating algorith-
micLeviathansistheirdemocraticdeficitthatreducesthefuturecit-
izenstousersandsubjectsratherthanactiveparticipants.Theinitial
experiencefromthe2019workshopsledustodefinethewholeen-
vironmentbeyondanticipatorygovernanceandimprovementofuser
experiences of such future infrastructure.We started to think of it
moreasanactualdesignandpolicysandboxthatsupportsthepar-
ticipants’ socialandpoliticalagency.Theviewofcitizensasstake-
holders(ReshefKera2020b)ratherthanusersofvariousfutureinfra-
structuresisoftenignoredorreducedtoparticipatorydesignissues
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orco-designstrategiesthatdealmainlywithwell-establishedrather
thanemergingtechnologies.Insteadofonlyaskingtheparticipants
todefinetheirfuturestakesinthecodeandregulationofthefuture
blockchainautomatedservicesandprepare the frictionlessdesign,
werealizeditismoreimportanttodefineaformofpolicythatactively
promotessuchexperimentswithfutureinfrastructureastacticaland
practicaladaptation(ratherthanadoption).

Toaddresstheproblemwiththedemocraticdeficit,weconnect-
ed theparticipatoryprototypingof blockchain future servicesover
templateswithactualvotinganddeliberatingupon the regulations
inLithopyduringtheworkshops.Wetransformedthewholeenviron-
ment fromasimulationorparticipatoryprototypingexercise intoa
typeof experimentalgovernance sandbox for experiencingalterna-
tiveblockchainandautomationfutures.Inthesandbox,participants
coulddefinetheirstakeholderroleoruseoneofthetemplates.They
experienced and addressedboth the code and regulation anddis-
cussedthemwithotherparticipantsthroughtheirroles.Theimmer-
sive experience of collectively discussinghow the code should be
regulated and realizing the limits of citizens agency led to various
calls for a “contact” languageor an interface that connectsbetter
regulationandcode.

From thesurveyswith20semi-structured interviewquestions
in2019,towhichonly18participantsadequatelyresponded,thema-
joritydemandedauditingandcertificationservicesbyindependent
organizations to intervene in the blockchain- and satellite-driven
futures. Thewholeproject evolved frompassive simulationand in-
stallationforexperiencingtheshockoradmirationoffutureservices
intoasandboxandtestnetfordemocratizingfuture-making.Thefea-
sible,butstillnear futurescenarioaboutaconvergenceofsatellite
andblockchaintechnologiesbecameaplaygroundforimaginingthe
futureasacommongood,oneinwhichwehavetoquestionthepre-
sentformsofalgorithmicsovereignty.

Simulating, prototyping and sandboxing  
blockchain futures
Themainscenarioexploredintheworkshopwasthepossiblemisuses
(bias)insellingpropertythatexcludedcertainnationalities,towhich
theparticipantsreactedbydecidingwhethertochangethecodeand
imposedifferentformsofregulation.While, initially,weemphasized
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the importance of participants reaching an agreement as a group,
during2019workshops,itbecameclearthatthisistooambitious.The
Lithopysandboxdidnot improvethe“innovation,”as inthecaseof
regulatorysandboxes,offeringinsteaddirectagencyexperiencewith
codeandregulationbeyondtheauraof“experttools.”Inthissense,it
supportedthegoalofexperimentalandexperimentalistgovernance
asnegotiationandconsensusbuildinginapowervacuumwherein-
dividualstakeholdershavetodefinetheirinterestsandrelationsbut
alsonormsandgoalsonthego(SabelandZeitlin2012;Wolfen.d.).

While most regulatory sandboxes insist on innovation, the
Lithopy sandbox ismoreof a “trading zone,” aproductiveenviron-
ment for supportingcoordinationandexchangeofknowledgeand
resources between dissimilar and even antagonistic stakeholders.
Wedescribethisastacticalandsituatedautomationthatallowsad-
aptationtoratherthanadoptionofemergingtechnologiesandpre-
servingcertainformsofagency.Thetypeofalgorithmicsovereignty
exploredinthesandboxistacticalandsituated.Itisalsopluraland
offersavarietyofscenariosonhowtosurviveandstriveinsuchal-
gorithmicfutureswhileslowlydefiningaformofsocialandindividual
agency.

TheresultofLithopyisneitheranidealcodenorregulationbut
anopenspacefordiscussion,experienceanddecision-makingthat
servesthecitizenswhowouldliketoexperiencewhatistheirstakein
thefutureofthisinfrastructurethatsupportsautomationalgorithmic
governance.Theenvironment invites theparticipantsasstakehold-
ersto“trade”andtogetherdefinetheirsharedfutureinthistactical
andsituatedwaythatissupportiveof“dissonance.”Atthebeginning
andendofeveryworkshop, theparticipantsvotedonthe futureof
theircommunityandgotsuchanimmediatefeedbackhowtheir in-
terventionsworkedandwhethertheywouldformacommunity.

Themodel for this policy and design sandboxes as a “trading
zones”wasinspiredbytheSTSscholar,PeterGalison’sdescriptionof
howinnovationanddiscovery,andregulationhappeninthecaseof
particlephysicsinthe20thcentury(Galison1997).Galisonwasable
to show how successful exchanges between various stakeholders
(scientists, but also policymakers and businesses) depend on pre-
servingtheiridentityanddiversityratherthanfindingasingleunified
theory, practice, valueor institution thatmakes thedecisions. It is
notthecodenorthevaluesandregulationthatdefinethecommon
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blockchain future; rather, it’s theability to “trade”withgroupsand
stakeholderswhomwedonotunderstandandagreewith:

But herewe can learn from the anthropologistswho regularly
studyunlikeculturesthatdointeract,mostnotablybytrade.Two
groupscanagreeon rulesofexchangeeven if theyascribeut-
terlydifferentsignificancetotheobjectsbeingexchanged;they
mayevendisagreeonthemeaningof theexchangeprocess it-
self.Nonetheless,thetradingpartnerscanhammerouta local
coordination despite vast global differences. In an evenmore
sophisticated way, cultures in interaction frequently establish
contactlanguages,systemsofdiscoursethatcanvaryfromthe
mostfunction-specificjargons,throughsemispecificpidgins,to
full-fledgedcreolesrichenoughtosupportactivitiesascomplex
aspoetryandmetalinguisticreflection.(Galison1997,783)

Thepolicyanddesignsandboxesassuchtradingzonesaresimplyan
opportunityforexperimentalgovernance.Thedifferentstakeholders
attempttocreateacontactlanguagebetweencodeandregulation,
thecurrentinstitutionsandfutureinfrastructures,anddefinefurther
theiractionsandcoordination.TheresultisnotaLeviathantowhich
theyalloutsourcetheirsovereigntybutratheratacticalandsituated
attempttopreserveagencywhilelearninghowtousetheinfrastruc-
tureforvariousagendas.

TheLithopyenvironmentwasneververyrobustandstable,and
this proved to be important because it let the participants under-
standthetechnicallimitationsofsuchemerginginfrastructurewith
theambitiontobecomethefutureofalgorithmicgovernance.Inthe
firstsixmonthsbetweenMarchandSeptember,some391Lithopians
registeredonthetestnet toofferapropertyorpartnership,butbe-
causeofatechnicalglitchandproblemswiththeLinuxserver,some
150Lithopians,theirpartnershipsandassetsweredeletedinthefirst
digital“genocide”inaJune2019servercrash.Asimilardisasteralso
destroyed thenextgenerationof some241newLithopians thatof-
fered48assetsand91partnershipsregisteredoverthedashboard,
butthistimeeverythingwassavedonanexcelsheet.Thedashboard
dataareinterestingbecausetheyshowadisproportionedinterestin
smartcontractsrelatedtopartnershipsoverownershipinthissand-
box.Thepre-June2019ledgerdatafromthesimulatednodesarestill
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buriedsomewhereontheserver,whichinspiredanideaforafuture
workshop inwhichparticipantswilldefinefutureprofessions,such
asdigital archeologistsora ledger forensicexpertneeded for this
imaginarycommunity.

The experiments with value exchange and “coins”
To illustratehow theLithopysandboxmanaged tocreatea trading
zoneformakingsurprisingconnectionsbetweenregulationandcode,
programminganddeliberatingandperformingthesituatedautoma-
tion,wecanuse theexperiencewithprototypingof theLiCoincur-
rency.Basedontheearlyworkshops,theideaofcryptocurrencyand
miningascommon intheblockchainprojectswasrejectedentirely
infavoroftheexistinggenealogicalexchangesalreadyhappeningin
the sandbox. The closed, permissioned blockchain services based
onHyperledgerFabricparadoxicallyallowedparticipantstoexplore
differentnotionsofownershipconnectedtogenealogy(whoowned
whatandwhen)ratherthanmonetaryorquantitativevalue.

The Lithopy process that initially involved directors, actors,
graphic designers and blockchain developers and only later also
participants and the more general public in the workshop, even
exhibitionvisitors,formedthe“tradingzone”forinteractionbetween
variousstakeholdersoverconceptsandtools,inourcaseblockchain,
lithiumandsatellites. The interactionsbetweendiverse individuals
withdifferentagendasledtotheideaofblockchainbeyondcrypto-
currencyapplicationsandexperimentswithneweconomicmodels.
While describing the different models of blockchain services, the
originalparticipants(coreteamthatmadethemovieanddesigned
theservices)simplyexpressedapreferenceforexchangesbasedon
thegenealogyofownership(namesofowners)ratherthanthenom-
inalvalueofacurrency.

Theprojectstartedwitha trip to theminingcityofCinovec in
North Bohemia, where we noticed the creative ways the villagers
stored and preserved the lithium deposits on their house facades
withglitteringlithiumplasters.Theselithiumfacadesmadebylocals
usedminingdebrisinthe1980s,whennooneknewitwouldbecome
astrategicresourceandhiddentreasure.WemodeledLithopycoins
afterthissecretlystoredmaterialonthefacadesandmadeitacen-
tralpointof themetaphysical,politicalandeconomicspeculations.
TheLiCoinsmadefromlithiumsandmixedwith3D-printableplastic
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createdthetokensof“cryptocurrency”thathavetobemovedaround
toindicateownership.Becausethis ideawasdifficultto implement
andprototypewitha3Dprinter,wehadtocreatelargeLiCoins,sim-
ilartothefamousPacificRaistones,allowingtohidetheillegallyob-
tainedlithiumsandinsideofthem.

TheLiCoins,justasthelithiumfacades,usetheoldmines’ma-
terialtoreclaimtheownershipofthenaturalresourcesthatispartof
the inheritanceratherthanamarket. Insteadofavalueof thecoin,
Lithopyledgerstoresinformationaboutthegenealogyofownership
ofthecoin,referringbacktothecosmologicaloriginofthelithium.All
transactionsinLithopyemphasizethisgenealogyoverexchangeand
stewardshipoverownership, so therearenocryptocurrencycoins,
justtimestampeddatadefiningthedifferentassets’genealogies.The
exchangeofmoneyortokensbecomesamorecomplexinteraction
beyondquantification.

TheblockchainservicesinLithopylookmorelikeritualsinspired
by various indigenous cultureswithdifferent viewsof exchangeof
value.ForLithopians,justlikeGalison’speasants,moneyisnotneu-
tralmeansforaccumulatingcapitalbutpartofthegenealogyofthe
oldestmetalintheuniverse–lithium–createdshortlyafterthebig
ban.AsGalisonshows,thetradingzoneofferssuchtacticalandsit-
uatedappropriationof technologyor institution,suchasmoney, to
servetheoppositegoalsoftheintendedones:

Fundsobtainedincertainwayshaveintention,purpose,andmo-
ralproperties,thoughperhapsnonemorestrikingthantheprac-
ticeofthesecretbaptismofmoney.Inthisritual,agodparent-to-
behidesapesonoteinhisorherhandwhileholdingthechildas
theCatholicpriestbaptizestheinfant.Accordingtolocalbelief,
thepesobill–ratherthanthechild– isconsequentlybaptized,
thebillacquires thechild’sname,and thegodparent-to-bebe-
comesthegodparentofthebill.Whileputtingthebillintocircula-
tion,theownerquietlycallsitbyitsnamethreetimes;thefaithful
pesoswill then return to theowner, accompaniedby their kin,
usuallyfromthepocketoftherecipient.So,whenwenarrowour
gazetothepeasantbuyingeggsinalandowner’sshopwemay
seetwopeopleharmoniouslyexchangingitems.Theydependon
theexchangeforsurvival.Outofournarrowview,however,are
twovastlydifferent symbolicandcultural systems,embedding
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twoincompatiblevaluationsandunderstandingsoftheobjects
exchanged.(Galison1997,804)

InLithopy,all coinshavenamesandvarious ritualsofexchange in
frontofthesatellitesanddronesthatmaketheseblockchainfutures
closertosimilarindigenousritualsof“baptizing”moneyorthePacific
Raistones.Theexampleillustrateswhatexperimentalgovernanceof
emergingtechnologiescanmeanandwhat isthevalueofsandbox
engagements in material prototyping and political deliberation be-
tweendifferentstakeholders.

Summary
Design and policy sandboxing offers amethodology for testing ex-
perimental governanceof blockchain futures and explores thepos-
sibilityoftacticalandsituatedautomation.Thetestingenvironment
increases the engagement of citizens in the process of designing
anddecidinguponthealgorithmicsovereigntyandfutureLeviathans.
Theyexplorethepossibilityoftacticalandsituatedautomationinthe
experimentalsandboxesbybalancingtheautomationbasedoncode
withtheirpersonalandsocialagency.Thecitizenscandecideateach
stephowmuchagency theyarewilling to sacrifice for automation
promising frictionless and more efficient futures. By “domesticat-
ing” and taming thepower of the algorithmsand code, they avoid
theextremescenariosoffuturegovernancereducedtotheLeviathan
orWickerMan.Insteadofanefficientstatethatmakescitizenagen-
cyobsolete (Leviathan)orevensacrifices it tooptimize thesystem
(WickerMan),thesandboxoffersatradingzoneformakingtactical
decisions on the common future.Most importantly, it changes the
narrative of disruptive technology into actual experienceswithpro-
totyping, deliberatingandworking togetheron the common future.
InsteadofoneLeviathan, theexperimentalpolicyanddesignsand-
boxcreatesdifferent“forks”andalternativetimelinesandledgersof
whatcanhappenandhowwecandistributepowerandresources.
Thealternativemetaphorfortheparticipatoryandtacticalalgorithmic
sovereigntyisthisWilliamGibson’srecentmetaphorofsuchalterna-
tivetimelinesandforksas“stubs”(Gibson2014).Everyoneisinvited
toparticipateinthesandboxforalimitedtimeanddefinetheirown
blockchain future thatheor shecandesignby changing thecode
andregulation,thematerialprototypesandthe“constitution.”Every
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workshoporimplementationoftheGithubcodeasforkorstubcan
yieldadifferentversionof theblockchainandsatellite futuresuntil
someonedecides to implementsuchconvergences for real. In that
case, thealternativeLithopy forksas situatedandparticipatoryau-
tomation scenarios become experimental governance results and
providevaluable lessonsandcomparisonsratherthantheabsolute
sovereignty of some Leviathan. The experience with the different
futuresandscenariosprovidestoolsandexamplesforfurtherdelib-
erationanddecision-makingratherthancompletelossofagencyin
someWickerManscenario.
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Out of Balance
The Impact of Digitalization  
on Social Cohesion

GescheJoost

 
 
Introduction
Today,wehavereachedatippingpointinthepublicdebateonfuture
prospectsofthedigitalsociety.Whileovercomingthepromisesofthe
earlydaysoftheinternetforequalaccessandparticipation,weare
facingadifferentreality.Thedangerthatdigitizationamplifiessocial
inequality evermorehasbecomeevident. It isoneof themost im-
portantchallengesthatweneedtoaddressinaglobalscopewhen
itcomestonextleveldigitalpolicymaking.Inthelastyears,wesaw
aninternetoutofbalancewithagrowingparadox:Asmoreandmore
peoplegotaccessviamobilephonesandWi-Fi,theparticipationina
digitalsocietydidnotriseaccordingly.Inthefollowing,Iwillanalyze
someofthereasonsforthisdevelopmentbydescribingthepatterns
ofthedigitaldivide.Furthermore,Iwillproposetheconceptofdigital
sovereigntyforcitizensasaguidingprincipletobridgethegapofthe
digitaldivide.Toconclude,Iwilldiscusssomestepsthatneedtobe
takenforapathwaytowardsamoreinclusivedigitalsociety.

The internet as utopia and dystopia
Duringmystudiesinthelate1990s, Iwasdeeply impressedbythe
earlypromisesoftheinternet,likemanyfellowsofmygeneration.This
uniqueendeavorof inventingadecentralizednetworkwith freeac-
cesstoknowledge,avirtualspacewhereeverybodycouldre-invent
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him-orherself(oranythinginbetween)seemedfascinatingtomany
of us. Those were the early promises of the Californian Ideology
(BarbrookandCameron1996),wherewebelievedthatamoreequal
distribution of resources on a global level could bemadepossible
throughthenewdigitaltechnology.Weweretech-optimists.Nicholas
Negroponte,asoneof the thought leadersof theearlyagesof the
internet,putitthisway:Digitization“hasfourpowerfulqualitiesthat
will result in itsultimate triumph:decentralizing,globalizing,harmo-
nizing,andempowering”(Negroponte1995,68).Thisstrongideology
prevailedoverthelastdecadesandstillsurvivedtheburstofthefirst
internetbubbleatthebeginningofthe21stcentury.Westillobserve
itsbasicbeliefsintheriseofthefablabandmakerspacesaswellasin
publicationslike“Zeromarginalcostsociety”byJeremyRifkin(2014).
Andindeed,thereisstillhugepotentialinthevaluesandsharingprin-
ciplesofopensource,1inthecheapandeasyaccesstoopenhardware
andopeneducationalresources.Tech4Good,anormativeapproach
usingsocialcomputingtoreachcollectivegoalswithincommunities,
isstillanintriguingidea–butitisalsoaquiteprivilegeddebateonthe
roleoftechnologies.Weseethatthepromisedself-healingpowersof
thecrowdthatweremeanttocopewiththechallengesoftheinternet
didnotfixit.Accesstothetechnologyassuchdidnotmakeachange,
becausethesocialsetting,individualskillsandpersonalmotivations
werenotconsideredadequatelyatfirstsight.Ratheronthecontrary,
wenowseemtobeenteringthe“NewDarkAge”(Bridle2018),where
thenegativeaspectsofthe“new”technologyseemtodominateour
perceptionof it.Radicalismandpopulismareon the rise,anda re-
centstudybythePewResearchCenter(AndersonandRainie2020)
showsthatmorethanhalfoftheinternationalexpertsthatwereasked
aboutthefutureoftheinternetsaidthatitfundamentallyweakensour
democracy.

Must we simply  accept the tragedy of the digital commons
(Matias2015)?Notquite.Neithertheutopianperceptionoftheinter-
netofthe1990snorthedystopianviewofthecurrentdebatealone
reallyhelp indecidingaboutafuturevisionof internetgovernance.
Hence,weseethelevelofurgencyrisingtodefineouragendaforan
inclusivedigitalsocietythatcanbuildbridgestothepromisesofthe
earlydays–formoreinclusion,participationandequality.Inorderto

1  See also Claudio Guarnieri’s contribution to this volume.
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achievethis,weneedtounderstandmuchbetterthesocietalimpli-
cationsofthedigitaltransformationanddefinepoliciesandregula-
tionstomitigatethecurrentrisksthatwearefacing–namelytherisk
thattheprojectofanopendigitalsocietyisdoomedtofail.

The digital divide and the broken social elevator
Scholarshaveanalyzedthefundamentalstructuresofthedigitaldi-
vide(Eubanks2018)inrecentyearsandreflectedonitsdevelopment.
Withtherisingnumberofpeoplewithaccesstothistechnology,we
seehugedifferencesintheadoption.Currentresearchisdifferentiat-
ingatthreebasiclevels:Thefirstlevel,infrastructure,describesthein-
dividualorcollectiveaccesstotheICTinfrastructurewithitshardware
andsoftwarecomponents,connectivityandstabilityaswellascostof
access.Thesecondlevel,competencies,addressestheskillsneeded
touseICTandthetypesofactivitiespeopleperformonline.Thethird
level,benefits,whereaccessandskillsaregiven,showshowtouse
it for theachievementof specific individual or collectiveobjectives
(vanDeursenandHelsper2015,31–32).Thismightbe, forexample,
findingabetterjobthroughtheuseofsocialnetworksontheinternet,
improvingindividualskillsonlineorparticipatingindecision-making
processesinane-governmentsetup.Theanalysisofthesestructures
shows that inequality indigital access leads to inequality inpartic-
ipationandbenefitsondifferent levels, e.g., economical level (jobs
andfinancialincome),politicallevel(electionsanddecision-making),
sociallevel(networkandfriends)orculturallevel(cyberculture)(van
Dijk2013,111–15).Inoureverydaylife,theselevelsareinterlinkedand
dependoneachother.

On a global scale, the dominance of these parameters varies
across various countries, between cities and rural areas, between
socio-economic clusters and cultural setting, concentrating power
and profit amongst just a few countries and companies. A recent
UN-reportemphasizedthedisparityofthedigitaleconomy.Antonio
Guterres stated: “Wemustwork to close the digital divide,where
morethanhalftheworldhaslimitedornoaccesstotheInternet.In-
clusivityisessentialtobuildingadigitaleconomythatdeliversforall”
(UNCTAD2019).

Researchsupportinghisviewshowsthattheprevailingpatterns
ofexistingsocialinequalityaremirroredinthedigitalrealm(Ragned-
daandMuschert2013)and,therefore,weseethatdigitizationcanact
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asanamplifierforthesepatterns.Ifthefirsttwolevels,infrastructure
andskills,areunevenlydistributedamongstcitizens,existingsocial
classesarenotonlyreproducedbutfurtherdivided.Thereisadan-
gerforsocialconflictsifthepoorestarebecomingtheunderdogsof
thedigital society,whereas just a fewpeople are gaining extreme
benefitsfromthetransformation.Likeinadispersiveprism(seefig-
ure1)usedtobreakwhitelightupintoitsconstituentspectralcolors,
existingsocialstructuresofunequalchancesmightspreadthrough
theprismofdigitization.

Hence,whathashappenedinthelastdecades,whereoneofthebig
societalpromiseswas thechance for socialmobility? In the 1980s,
itwassymbolizedby theconceptof thesocialelevator (Beck1986,
120–60)thatdescribedthepotentialforeveryindividualtoprofitfrom
socialuplift.Througheducationandsocialwelfare,everybodycould
climbupthesocialladder,sogoesthebasicidea.Butthebarriersfor
asocialupliftthrougheducationaregettinghigher.TheOECDstudy

Fig. 1 
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“AbrokenSocialElevator?” (OECD2018) recently showedhowper-
sistentandmultifactoredthestructuresof inequalityare todayand
howtheyarepassedontothenextgenerationover theyears.The
authorsdescribedwiththeimageof“stickyfloors”thatfamiliesand
communitiesinmanypartsoftheworldaretrappedatthebottomof
thesocial ladderwithpoorchancesforanysocialmobility,whileat
thetopofthatladderthe“stickyceilings”seemtoguaranteewealth
andpersonalbenefitsthroughoutthedecades.

Whenwezoomintostructuresofthedigitaldivide,wealsofind
these “sticky floors” and “sticky ceilings.” A recent study on Ger-
many’s “digital index”showed thatpeoplewithahighereducation
backgroundarebecomingdigitalpioneers (44%of thepopulation)
thatbenefitthemostfromdigitalization,whereaspeoplewithminor
formaleducationarefallingmoreandmorebehind(18%ofthepop-
ulation)(InitiativeD212019/2020).Wefindoneofthereasonsforthat
inthelackofdigitalcompetences.TherecentICILSstudyanalyzed
computationalskillsandcompetencesamongstschoolchildrenin12
Europeancountries.Althoughsomeprogresshadbeenmadeinthe
lastyearstoprovidedigitaleducationinmostofthecountries,still
25%ofstudentsweredemonstratingonlyfunctionalworkingknowl-
edgeofcomputersastools(Fraillon,Ainley,Schulz,Duckworthand
Friedman2019).Thisisapoorresultforhighlydevelopedcountries
inEurope.Anotherreasonliesontheinfrastructurelevel,supposed
toprovideequalaccess.Thisisanevenmorefundamentalchallenge
atglobalscale.Whileintheindustrialnationstheavailabilityof(high
speed) internet access (OECD) is growing year by year, allowing
moreandmorepeopletogetonlineeverywhere,weseeadifferent
picture in the global south. The paradox of digital inequality (Gill-
wald2017)showsusthatalthoughmoreandmorecitizensofAfrican
statesarecomingonline,stilltheinequalitygrowsandgrows.Inthe
lastdecade,therewerehighhopesforinitiativessuchasAISI(Africa
InformationSocietyInitiative)orOLPC(OneLaptopPerChild),but
theywereilladaptedtotheAfricanenvironment.WhileOLPClaptops
wereexpensive tobuild, limited innumberand requiredelectricity
–somethingthatwasn’tpossibleinmanyschoolsatthattime,AISI
failedtodeliveronitspromisetoconnectvillageswithaglobalinfor-
mationnetworkforsimilarreasons(Kubickova2019).Today,mobile
phonesareseenasthebestopportunitytogetcitizensonlineatlarge
scale. InSub-SaharanAfrica, themobilephonepenetration rate is
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forecastedtoreach50%ofthepopulationby2023.SouthAfricahas
thehighestmobilephonepenetrationrate(84%)ofthecontinent.But
still,digitalexclusionissignificant.Itisbasedonthepatternsofsocial
inequalityingeneral,likelowincome,unemployment,pooreducation
andsocialisolation.Airtimeanddatavolumeformobilephonesisso
expensivethatitisusedinmanyAfricancountriesasacurrencyand
exchanged informallybetweenpeers. InSouthAfrica,costsareso
highthattheyexcludeTownshipcommunitiesfromusage.Thedream
ofeconomicgrowth forallbasedonmobilephoneaccessdidnot
cometrue–asRameshSrinivasan(2013)showswhenhecriticizesa
growingdigitaldivideonglobalscaleinhisbookWho’s Global Village.

Theseexampleshighlightjustafewaspectsofthediverseland-
scapeofdigitalinequalityonagloballevel,byshowingustheinterde-
pendenciesbetweeninfrastructure,competenciesandopportunities
tocreatebenefitsforthepopulationatlarge.Wemustcomeupwith
politicalconceptstoaddressthesechallengesinordertoavoideven
more divergence of the social classes caused by the digital trans-
formationofoursocieties.Whatareourguidingprinciplesforfuture
policymaking,andwhatareourbasicvaluestobuildupon?Howdo
wegettoamoresovereignapproachtodigitization?

Digital sovereignty 
In the aftermath of Edward Snowden’s global surveillance disclo-
sure,moreandattentionhasbeengiventothediscourseondigital
sovereignty.Thetermisreferredtofromdifferentperspectives:from
debatesonthenationalandstatesovereigntyconcerningthetechni-
calinfrastructure,andthereforeglobalnetworkdependencies(Pohle
andThiel2019;seealsoFriederichsenandBisa2016)totheindivid-
uallevelofbasicskillsandabilitiestoparticipateinadigitalsociety
whileshieldingone’sownprivacy.Iwillshowthattheindividuallevel
ofdigitalsovereigntycanplayamajorroleinthediscourseonhow
tobridgethegapofdigitaldivide.Therefore,Iwillfocusmoreonthe
individuallevelofsovereigntyandhighlighttheramificationsofprac-
ticingdigitalsovereigntyineverydaylife.Iwilladdressthequestions:
Whataretheparameterstoalloworhinderit?Howdoestheconcept
addresstheabove-mentionedchallenges?Andhowisthisconcept
reflectedinexamplesofcurrentdigitalpolicymakingonthenational
level?
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In this context, digital sovereignty2 refers towhether  citizens
are“empoweredandautonomoustoactinvariousrolesinthedigital
world” (Joost,Micklitz,Reischetal. 2017,3) –be it asparticipants
on markets, in social networks or in policy-making processes, as
prosumerswithin networks, or as citizens in a digitally embedded
society.Theserolescontaintherightsandobligationsofcitizensto
participateand, therefore, toact inan independent, proficient and
responsiblemannerinthedigitalrealm.Itreferstothe“concretede-
velopmentof ahumanpersonality in termsofbeingable to imple-
mentone’sownstrategiesanddecisions,wherethisinvolvesacon-
scioususeofdigitalmediaoris(co-)dependentupontheexistence
orfunctionalityofdigitalmedia”(Mertz,Schlomann,Manderscheid,
RietzandWoopen2016). “Digitalsociety” (KatzenbachandBächle
2019),atermwhichrecentlybecamepopularbutremainsalsoquite
vague,pointsoutthechanginglandscapeofthedigital transforma-
tionwhichaffectssomanyaspectsofoureverydaylife.Againstthis
fundamentaltransformation,weneedtodefinethecivicprincipleof
sovereigntyanew.

Building on this concept, the broad scope of it becomes ob-
vious. If citizens are not enabled to act independently and in a re-
sponsiblemannerinthesevariousrolesofthedigitalsociety,basic
civic rightsareat riskofviolation.Therefore, inagroupofexperts,
we defined guiding principles for practicing digital sovereignty:
freedom of choice, self-determination, self-control and security.3The
firstprinciple, freedomofchoice,means that individualsshouldbe
at liberty todecideon theirownwhether todoornot todosome-
thing,e.g., tobecomeanactivemanagerof theirpersonaldataon-
line and decide independently aboutwhether to disclose, transfer,
delete, tradeordonate theirdata (data sovereignty) (Palmetshofer,
SemsrottandAlberts2016).Thesecondprinciple,self-determination,
is linked to theGerman right for “informational self-determination”
(“informationelle Selbstbestimmung”) and refers to individual’s abil-
itytoretaincontroloverimportantdecisions.Thiscouldleadtothe

2  I first presented this concept in a report for the Federal Ministry of Justice and 
Consumer Protection in Germany in 2017 (Joost, Micklitz, Reisch et al. 2017).

3  See: Sachverständigenrat für Verbraucherfragen 2017. In this article, the principles 
were developed with focus on online consumers; here, I am transferring the 
principles to a more general setting of citizens online.
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guideline that individualsshouldnotbesubject toanAI-basedde-
cision-makingalgorithmincaseswherethesedecisionsmighthave
asignificantimpactontheirpersonallives(Sachverständigenratfür
Verbraucherfragen2017,4),beitrelatedtomedical indications,afi-
nancial situation or a profiling based on race or gender. The third
principle,self-control,addressesthechallengeofindividualsspend-
ingunlimitedamountsoftimeonline–orevensufferingaddictionto
certainonlineactivities.Self-controlasaguidingprincipletherefore
means thatusers areable to set their own limits andbeawareof
theconsequencesoftheirbehavioronline.Thelastprinciple,securi-
ty,focusesonpersonaldata,communicationandinfrastructurethat
needstobeprotectedagainstcyber-attacks, fraudor theftofdata.
Differentmeasuresneedtobeinplacetoprotectusersonline,and
theyhave tobe initiatedby the state, by corporations and service
providersaswellasbytheusersthemselves. Inthiscontext,priva-
cy-by-design and privacy-by-default standards play an important
roleforitspracticalimplementation.

Fig. 2  
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As shown in figure 2, the potential of practicing digital
sovereignty as such is framedby threebasic constituents, namely
digital literacy, regulation and technologies(Sachverständigenratfür
Verbraucherfragen2017,5ff.).Thesedefinethescopeandshowtheir
impactontheindividualaswellascollectivepotentialforpracticing
digitalsovereignty.

First,digitalliteracy4describesasetofskillsneededtointeract
withdigitalmedia,dealwithinformationonlineormanageone’sown
data,etc.Itmirrorsthesecondlevelofthedigitaldividewithitsfocus
oncompetences.Second,technologyisusedasanumbrellatermto
describespecificenablersordisablersofsovereignbehavioronline,
e.g.,securitymeasures, transparentdatamanagementoruser-cen-
tereddesign.Itislinkedtothefirstlevelofdigitaldividewithrespect
to the infrastructure itself. Third, regulation refers to corporations
offering theservicesonlineaswellasgovernmententities forming
regulatoryframeworks.

Themodelproposesthatdigitalsovereigntyemerges frombal-
ancing these three constituent parts. Their interdependencies are
a fundamental challenge to anyopportunities forpracticingdigital
sovereigntyonanindividualaswellascollectivelayer.Letustakethe
exampleofaresponsibledatamanagement,wherecitizensshould
beabletodisclose,share,delete,donateorselltheirpersonaldata
online.Thisvisionaryapproachhasbeen formulatedbysomedata
activistsandNGOstakeholdersandpromotedthroughouttheEUfor
someyearsalready.5Onthelevelofdigitalliteracy,basicdataman-
agementskillsanddataliteracywouldbeneededinordertoknow
aboutthevalueofone’spersonaldata,thepotentialconsequences
ofsellingorsharingthisdata,aswellasthepotentialdrawbacksthat
onemightfacewhennotsharingdata(e.g.,insocialnetworks).On
theregulatorylevel,weseeintheGDPRlegislationtherighttodata
portability(Art.20)thatshouldenableanybodytotransferone’sfreely
datafromoneplatformtotheother.Inprinciple,onecouldargue,if
acitizenhastheskillsnecessarytomanagetheirdatasuccessfully
andiftheyareentitledbyEuropeanlegislationtotransferdata,there
wouldbeafuturepathwayfordatasovereigntyonline.Butinfact,this

4  See the European Digital Competence Framework (European Commission 2019); 
see also Buckingham 2015.

5  See e.g., MyData Global, https://mydata.org/.
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isnottrue.Thetechnologythat isput inplacebycorporations like
Facebookdonotallowsufficientdatatransferordemonstratetrans-
parentmanagement,as thedataactivistMaxSchremshasshown
several times in the lastyears,most recentlydenouncing 101Euro-
peancompaniesforillegaltransferof(personal)datatotheUS.6

With thisexample,weseehowtheconcept is reflected incur-
rent digital policy making. It shows us that the conceptual frame-
workofdigitalsovereigntyalwaysneedstoconsiderthetrajectories
between individual skills, regulatory power and the actual technol-
ogyput inplace.Manydigital policies are strugglingdue to these
interdependencies, like the German Network Enforcement Act
(“Netzwerkdurchsetzungsgesetz”)createdinordertofightfakenews
andhatespeechonsocialmediaplatforms.Puttingthisregulation
intopracticewasquitechallengingasthedetectionofillegalcontent
onplatformslikeYouTube,TwitterorFacebookrequiredautomated
detection processes like filtering the uploaded content (“Uploadfil-
ter”) (IVD2019). Thiswaswidely criticized as building up an infra-
structureofcensorshipandviolatingthefreedomofexpression(Kurz
2017).Atthesametime,theefficiencyandeffectivenessofthisreg-
ulation isnot (yet)obviousas firstevaluationsshow(Bitkom2019).
Digital literacycapacitiestocopewithfakenewsandillegalcontent
online need to be build up accordingly, aswell as automated pro-
cedures like image and text analysis to detect hate speech online
(technology).Furthermore, thesocial implicationsof this legislation
have to be taken into account, too, in order to understand the so-
cialdynamicsofdiscriminationbasedonhate speech, cyberbully-
ing, fake news and other illegal content. Evaluating the regulation
meanttotacklethedigitaldivideisimportantinordertounderstand
thelong-termconsequences.Therefore,Iwouldproposetakingthe
frameworkofdigitalsovereigntyasametricfordigitalpolicymaking
inordertoaddresstheintersectionoftechnology, digital literacyand
regulationaccordingly.

Outlook
Sofar,Ihaveanalyzedthepatternsofthedigitaldivideasoneofthe
reasonswhy thesocial fabric is fraying inmanypartsof theworld.

6  NOYB – Europäisches Zentrum für digitale Rechte (European Centre for Digital 
Rights), https://noyb.eu/de.
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Furthermore,Ihaveproposedtheconceptofdigitalsovereigntyasa
guidingprincipleforfuturedigitalpolicymaking.Now,wecanreflect
onsomeoftheconsequenceswemightdrawfromthediscussion.First
andforemost,understandingthedigitaldivideonagloballevel,with
itsinherentstructuresofinequalityanditsseveresocialimplications,
isoneofthemost importantchallengesthatneedtobeaddressed
ondifferentpolicy levels. Ifweanalyze theunderlyingparadigm in
digitalagendasettinginmanycases,westillseetech-optimismand
theCalifornian Ideologymaking the rules.Shifting the focus to the
socialimplicationsandsettingtheaimofamoreequalandinclusive
digitalsocietyatglobalscale,wewillhavetoactresponsiblyandde-
finesomeofthedebatesanew.

Therefore, we need to address all three different levels of the
digitaldivideinagendasettingprocesses.Startingonthefirstlevel
withabasicrightforaccess,wehavetoseeitasafundamentalpart
ofthebasicservicesforthepublic(aspartofthe“Daseinsvorsorge”)
asproposedintheIGF“InternetRightsandPrinciples”agenda(IGF
2011).With regards to thesecond level, strengtheningdigital litera-
cyatscale isofcrucial importance.Providingaccess toeducation
andresourcescannotonlybegrantedforprivilegedgroupsofpeo-
ple.Leveragingopensourcehardwareandsoftwareaswellasopen
educational resources are helpful to provide affordable access to
resources, too. But on a more general level, we have to acknowl-
edgethecrucialrolethatdigitalliteracyplaysinallowingcitizensto
participate inadigitalsociety.Therefore,weneed todoubledown
onoureffortstoprovidetheseskills informaleducationaswellas
in informalsettings– foreveryageandbackground.Theslowrise
incompetencies inEurope,asstatedintheICILSstudy,shouldbe
awarningsignalforpolicymakersthatwearewideningthedigital
gapfortheyearstocomeifwedon’tspeedupwithnewconceptsof
digitaleducationandlearnfrombestpractices.

Addressingthethirdlevelofthedigitaldivide,thepersonaland
community-orientedbenefits,isasocialaspectthatneedstobecon-
sidered in thedigitalagendasetting, too.Understanding individual
needsandbarriersaswellascollectivemotivationsmustbetaken
intoaccountbecausetheyarepartof thereasons forasuccessful
digitalpracticeineverydaylifesettings. Inordertounderstandthe
factualbasisanddevelopment,wealsoneedtofocusourresearch
onthesesocialaspectsofthedigitalsociety.

OutofBalance
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WiththeEuropeanvisionforan“open,democraticandsustain-
ablesociety”asproposedby thecurrentdigitalagenda(European
Commission 2019/20), we are heading in the right direction. The
Europeanpolicy frameworksarecyclingaroundthenotionofEuro-
pean(andhumanistic)valuesagainst thebackdropof theviolation
ofhumanrightsfacilitatedbyinformationandcommunicationtech-
nologies,asweseeitinChinawiththesocialscoringsystemaswell
asinotherglobaleffortstoundermineanonymity,boostcensorship
andexpandsurveillance.Dataprotection,cybersecurityandethically
designedartificial intelligence (AI) (Madiega2020)are therefore in
focus,aswellasthecurrentEUdatastrategytoprovidebetteraccess
tohighqualitydatasetsforbusinessesandpublic.Ifwewouldbringa
moreholisticviewon thesocietal implications,patternsof inequality
andtheconceptofdigitalsovereigntytothetable,wemightgainabet-
terframeworkforthepoliticaldecisionsyettocome.
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Digital Capitalism’s  
Crises of Sovereignty

PhilippStaab



Sincethe1990s,theinternethasbeendescribedasaplacethatgen-
eratessystematicchallengestosovereignty inmodernsocieties. In
thesedebatesthecentralpointofreferenceusedtobethechallenges
ofenforcingstatesovereigntyontheweb,inparticular,thequestion
ofwhethernationallawcanbeenforcedintheonlineworld.“Codeis
Law”isthekeyformulathatLawrenceLessigcoinedtodescribethe
deficientenforcementoftraditionalruleoflawin“cyberspace”(Les-
sig1999).Accordingtohisclassicaldictum,therulesandprocedures
ofnationallyconstitutedpoliticalentities–ideallytherepresentation
ofthewillofthepeople–donotapplyontheinternet.Instead,system
architecturesandtheirconstructorsgovernit.

Inthecourseof itsdevelopment,thedebatearoundthe(non-)
enforcementoflawontheinternethastakenseveralturnsandhas
been occupied by different actors. The first references to the con-
ceptofsovereigntywerestillbuoyedbyeuphoriaaboutpossiblenew
formsofautonomousself-governmentinalawlessspace.JohnPerry
Barlow’sDeclaration of the Independence of Cyberspacefrom1996is
probablythemoststrikingexampleoftheinitiallypositiveassociation
withtheinternet’sdistancefromthetraditionalconstitutionalstate.

The present text is an extended version of a text initially printed in the journal 
Sozialistische Politik und Wirtschaft (SPW 220/2017).
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A counter-position then coalesced around dealing with the dark
sidesofthislegalvacuum:Spam,malware,“revengeporn,”“trolling”
andotherphenomenaweredescribedasproblematicaspectsofa
digitalspherebeyondthejurisdictionofthestate(Johnson,Crawford
andPalfrey2004;Froomkin2015).Finally,athirdpositionemerged
inthewakeofEdwardSnowden’srevelations:Theenormousscope
of state surveillance in thedigital spheremade the internet of the
2000sappeartobeaplaceofnationalandespeciallyUSAmerican
hyper-sovereignty,which in turn implied the loss of sovereignty of
otherstatebodies– justrememberthesurveillanceoftheGerman
chancellor’scommunicationsbyUSsecurityauthorities.

Succeedingaswellasindistinctiontotheoutlinedpositions,I
wouldliketoelaboratethefollowingargumentinthisessay:Specific
developmentsontheinternetofthe2000srequireamorecomplex
understandingofsovereigntyinthedigitalage.Itisnotsufficientto
conceiveofsovereigntyasapurelypoliticalcapacityforself-govern-
mentandself-determinationcarriedoutbythenation-state.Instead
only a systematic analysis of the connection between the radical
commercializationandoligopolisticdominationoftheinternet(Staab
2019)aswellas itspoliticalcontrol (Deibertetal. 2008;2010)can
reveal the extent of the sovereignty crises in digital capitalism. To
elaboratethisclaim,Iwillatfirstbrieflydescribesomekeyelements
andeventsintherecenthistoryofthecapitalistdevelopmentofthe
internet.ThenIwilllookatthespecificproductionmodelofthelead-
ingcompaniesofthecommercialinternetthathavematuredinthis
contextandoutlinesomeof itsmost importantsocio-economicef-
fects.Thesedescriptionsleadmetothediagnosisofthreesovereign-
tycrisessystematicallylinkedtotheexpansionofdigitalcapitalism.
Inaconcludingpoint,Ioutlineelementsofapossiblereactiontothis
constellationofcrisesintheEuropeancontext.Theanalyticalframe-
workformyremarksistheconceptofdigitalcapitalismoriginallyde-
velopedbyDanSchiller(2000;2014)andrecentlyupdatedbymyself
andothers(Staab2016;2019;StaabandNachtwey2016;Nachtwey
andStaab2017).
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The legacy of the crash
Digitalcapitalismisn’t justanevocativemetaphorforthegrowthof
digitaltechnologiesinnumerousareasofwork,lifeandtheeconomy
–inotherwords,todenoteaprocessthathasbeenadvancingconsis-
tentlysinceatleastthelate1970sinthehighlydevelopedeconomies
oftheOECDworld(Schiller2014).Fromananalyticalperspective,it
onlymakessensetospeakofdigitalcapitalisminassociationwitha
newqualityofbotheconomicactivity and social integrationof citi-
zens.Thisnewqualitydevelopedafterthedotcomcrashof2000in
thecourseofthedigitaleconomy’sreorientation,whichisduenotonly
totheimmenseworldwideexpansionofthedigitalinfrastructurebut
alsototheemergenceofpowerstructuresinthecommercialinternet
(Srnicek2016).Asaresultofthesetwodevelopments,newthreatsto
sovereigntyinandofdigitalizedcommunitieshaveemergedthatgo
farbeyond theoriginal sovereigntyproblemof the internet’s inade-
quatestateregulation.

Theboomindigitaltechnologiesinthe1990swas(asitistoday)
drivenbylargeamountsofventurecapital.Afterthedotcombubble
burst, it became increasingly evident thatmany of the companies
hyped in the 1990sdidn’tactuallyhaveanyviablebusinessmodel.
Eventually, thecollapseworkedasa formofmarketcleansing that
only companieswithan “economically soundmodel”wereable to
survive.OnemustnotforgetthatevenGooglewasinseriousdanger
ofbankruptcyattheturnofthemillennium.Itwastheinventionand
therapidexpansionof themarket foronlineadvertisingafter2000
–tothisdaytheonlytrulyprofitablebusinessmodelonthecommer-
cialinternet,besidesthecomparativelynewcloudcomputing–that
preventedthis.

Themarketcleansingcausedby thecrashalsopavedtheway
for thedominationof theWorldWideWebby themonopoliesand
oligopoliesofwhattodayisoftenreferredtoasBigTechortheBig
Five:Google,Amazon,Facebook,AppleandMicrosoft.Thesecom-
panies,allofwhicharenowinthetop10mostvaluablecompanies
intheworld(attimestheyevenoccupiedthetopfiveplaces),arethe
gatekeepersofthecommercialinternet.Theyprovidethehardware
andoperatingsystems,ownthemarketplacesofthedigitaleconomy
and, as cloud computing gains in importance, increasingly control
the crucial infrastructure elementsof the internet (Staab2019).As
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digitalcapitalism’s leadingcompanies (Dolata2015), they form the
blueprints that the technological transformationofother industries
andenterprisesisbasedon(NachtweyandStaab2017).

Consumption, not productivity
Fromapoliticaleconomyperspective,thisrolemodelstatusisquite
astonishing.Usually,theimplementationofnewtechnologiesinthe
economyisperceivedofasaninstrumenttoincreasecompanypro-
ductivity.Tothisday,however,it ishighlycontroversialwhetherthe
introduction of digital technologies in the world of work since the
1970shasmadeanysignificantcontributiontoeconomicgrowthat
all(Gordon2016).Theproductivityparadoxconciselyformulatedby
RobertSolowinthe1980s–“Youcanseethecomputerageevery-
wherebut in theproductivitystatistics” (Solow1987)–hasstillnot
beenreplacedbythenewgrowthconstellation longedforbyadvo-
catesofdigitalization(BrynjolfssonandMcAfee2014).

The growth of the leading companies of the commercial inter-
netdoesnotderivefromproductivitygainstheyinitiate.Itis,instead,
basedontheirimplicitpromisetogeneratesurplusprofitsinthearea
ofconsumption(Staab2016):Onlineadvertising(Google,Facebook,
Amazon), e-commerce (Amazon), new distribution channels (plat-
forms,appstores)–thesofarall-dominantsourcesofprofitforthe
leadingcompanies–areentirelydrivenbytheexpectationofbring-
ing about consumption that would not be realized under different
conditions.

Onlineadvertisingpromisesadetail-richindividualizationofcon-
sumptionoffers,whichissupposedtomakecustomersaskforprod-
ucts that theywouldotherwisenothavenoticed, letalonebought.
Inaddition,thedatacollectedduringadvertising,theactofbuying
and, ingeneral,almostevery interactionon the internet isused to
setinmotionaprocessofrecursivitythatisintendedtocreatecus-
tomerloyalty:Suppliersandpotentialcustomersremaininconstant
contact,usuallyunawares,whichissupposedtoenablecompanies
tocapitalizeonnewuserpreferencesimmediatelyanddirectly.Fur-
thermore, digital technologies enable an enormousacceleration of
consumptionprocesses: In the subway, on the toilet, during lunch
breaks–withasmartphonetheworldofgoodsisalwaysjustafew
clicksaway.Digital capitalism’s serviceproletariatdelivers thepur-
chasesrightaway.
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Thus,inanalyticalterms,itisnotsomuchefficiencygainsinthe
production sector that have been at the core of digital capitalism
tillthisday.Itischaracterizedinsteadbytheradicalcombinationof
technological innovations with strategies for rationalizing the con-
sumptionapparatusofcontemporarysocieties(Staab2016).

Privatized Keynesianism 2.0
In this respect, digital capitalism stands in a tradition of a post-
Keynesian demand policy, which Colin Crouch has described as
“privatized Keynesianism” (2009). Since the 1980s, consumer debt
hassystematicallyexpandedinordertomaintaindemand.Thisdebt
helpedreplacepurchasingpowerthatwaslostduetowagestagna-
tion.Digitalcapitalisms’privatizedKeynesianism2.0hasnotyetcop-
iedthisdirectwayofgeneratingdemand.Rather,itisbasedonthe
subsidizationofconsumptionbyventurecapital(e.g.,tripswithUber
aresubsidizedbythecompany),onprofitsmadeelsewhere(e.g.,ad-
vertisingrevenuesfinanceGoogle’sfreeservices)andonthecanni-
balizationof‘analogue’competitors(i.e.,themarginsofe-commerce
dryup theprofitsofbricks-and-mortar retailers).Nevertheless, the
subsidization of demand pursued as part of Silicon Valley-style
growth-before-profitsstrategies,ultimatelyaimsatamaximizationof
privateconsumption–justlikethecredit-drivenmodel.

Fromamacroeconomicpointofview,thestrategiesmentioned
couldonlybeconsideredenginesofeconomicgrowthiftheyactual-
lytappedintootherwiseuntouchedreservoirsofdemand–inother
words, ifmoneyisspentthatwouldnotenterthecommoditycycle
underdifferentcircumstances(Staab2016).Privatesavingsorassets
couldbeworthyofconsiderationinaimingforthiseconomicdevel-
opment.1However,unlikeincome,whichusuallyflowsbackintothe
economiccycle,highlevelsofwealthareusuallyremovedfromthe
commoditycycle(KumhofandRancière2010;Kumhof,Rancièreand
Winant2013)andthestrategiesofBigTechdonotsuggestanything
isgoingtochangeinthisrespect.

Quitethecontrary,thevastamountsofcapitalreservesthatthe
leading companies themselves hoard and thuswithdraw from the
economiccyclearestriking.Inspiteoffinancialpressurecausedby

1  Due to restricted space, the large and important field of public demand, which is 
admittedly of great relevance in the present context, is not included here.
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theCOVID-19pandemic,Applealoneisstillcreditedwithreservesof
193billionUSdollars.Ifonemakesthisconnection,theleadingcom-
paniescertainlyappeartobepartoftheproblemthattheirstrategies
forrationalizingconsumptionarepurportedtosolve.

Intimesofwagestagnationorevenrealwagelosses,whichof
coursehaveanegativeimpactonprivatedemand,rationalizingcon-
sumptionresembles fishing inoverfishedwaters.BigTechmaybe
abletoclaimgrowingsharesofthefishingindustryforthemselves
throughtheincrediblydetailedmeasurementoffishpopulationsand
theuseofelectricalnets.However,theymakenosignificantcontri-
butiontothereproductionoffishstocks.Whatonefishermangains,
theothersthereforelose.Thesestrategiesdonotrepresentagrowth
modelforsocietyasawhole.

At the same time, growing numbers of venture capital (in the
caseofunlistedcompanies)andexcessreserves(inthecaseofBig
Tech)encourageexpansionintonewmarkets.Thesmarthomemar-
ket,i.e.,theconnectionofprivatelivingspaceswiththeconsumption
networksofthecommercialinternet,followstheestablishedpattern
of rationalizingconsumption.AmazonEchoorGoogleHomebring
potential consumersevencloser to thedigitaldepartment store. If
thesmartphone is too farawayor ifbothhandsareoccupiedelse-
where,youcanstillshoutyourwishesatanetworkedmicrophone.
Asusual, userdataon lifestyleand, aboveall, consumptionprefer-
ences are collected and serve as a valuable resource for targeted
advertising,whichinturnisfedbackdirectlytopotentialcustomers
viathedevices.

On the other hand, themovement into industrial core sectors
such as the automotive industry at first glance seems to open up
newmarkets.Sofar,however,itisbynomeansclearwhetherthisex-
pansionisreallyintendedtomoveawayfromestablishedpatternsof
intensifyingconsumptionopportunities.Ithasnotbeenannounced
thatBigTechwanttobuildcarsthemselves.Theiraimmightinstead
betoactasplatformsfor thenetworkedcarof thepresentandfu-
tureonthesoftwareside.Pairedwithautonomousdriving,thiswould
simplymeananextensionoftheplatformcompanies’accesstothe
lifetimeofusers:Ifyouhavetokeepyourhandsonthesteeringwheel,
theconsumernetworksofthecommercialinternetcannotreachyou.
Ifthecardrivesbyitself,timeisfreedupforactivitiessuchasonline
shoppingormusicandvideostreaming,whichcanthenbehandled
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bytheexclusiveecosystemoftherespectivecompany.Ifthisassess-
mentiscorrect,allthehypeaboutnewbusinessmodelsultimately
concealstheoldpattern–andtheoldproblemthatprivatedemand
doesnotfallfromthesky.

Against this background, Big Tech’s plans for “smart cities,”
“smart infrastructures”or“smarthealth,”whichareoftentoutedas
measuresofaltruisticworld-improvement,areeasilyunderstandable.
Theyconcealatwo-partstrategy:Firstly,thepublicsectorismoving
intothefocusofgiant internetcompanies. Itentailsthepromiseof
capitalizingfieldsthatarestillpartlyremovedfromthemarket(e.g.,
privatehomes,whichhaverecentlyfoundtheirwayintothemarketvia
portalssuchasAirbnb)aswellasstabledemandviapubliccontracts
(e.g.,inthehealthandeducationsectors).Thewell-knownneoliberal
privatizationprogramisbeingrelaunched.Inasecondstep,allthe
basicstrategiesofthecommercialinternetcanbeappliedtothese
newfields–fromdatamining,third-partyfinancing(e.g.,runningad-
vertisementsduring the redphaseof the traffic light) to individual
“pricing”forinfrastructureservices(e.g.,thepriceofprivatizedpublic
transportcanbeadjustedtothenincreasinglytransparentindividual
customers’willingnesstopay–asisalreadythecasewithUberrides
orAmazonproducts).

Sovereignty in digital societies
Theoutlined transformationsofmarkets and industries, but alsoof
cities and thepublic sector, altermechanismsof social integration
andrepresentattacksonsovereigntyindigitalsocietiesinthreeways.

Consumer sovereignty
Firstly, the opportunities for citizens’ self-determination as market
playersarealreadysystematicallyunderminedatpresent:Themarket
poweroftheleadingcommercialinternetcompaniespervertsmarket
processes, because gatekeeper platforms control who is given ac-
cess todigitalmarkets,dictateconditionsand, in termsofvisibility,
cansystematicallygivepreference to theirownoffers.At thesame
time, the transparent consumer is at themercy of fully automated,
market-distortingprocessessuchaspersonalizedpricingalgorithms.
Itisonlyatthecostofintegrationintotheconsumernetworksofthe
leading companies that one obtains access to basic internet infra-
structureservices:WithoutAndroidoriOS,forexample,itisdifficult
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to use anymobile internet services.With the purchase of a smart-
phone, people automatically become part of the economic ecosys-
temsoftheinternetgiants.

Civic sovereignty
Secondly,aswehaveknownatthelatestsincetheSnowdenrevela-
tionsin2013andmorerecentlythroughthedebateson“hatespeech”
andadvertising-financedfakenewsintheUSelectionof2016,these
developmentsbynomeansleavethesovereigntyofcitizensaspolit-
icalagentsunaffected.Presumably,thesecondmostimportantuse
forthehugeamountsofdataaccumulatedbytheleadingcommercial
internetcompaniesaftertheintensificationofconsumptionisfores-
pionage,influencingandcontrollingpublicopinionaswellastargeted
disinformationintheserviceofstateandeconomicactors.Ontheone
hand,thesovereigntyofnationstatescomesunderattackwhenthey
cannotprotecttheircitizens’(ordomesticcompanies’)datafromac-
cessbyforeignagencies,orwhenforeign“hackers”destabilizepublic
debate.Ontheotherhand,thesovereigntyofcitizensvis-à-vis their
ownstate is increasinglyat risk– if the latter, throughsurveillance,
hackingorcooperationwithkeycompanies,appropriatesahistorical-
lyunprecedentedamountoftheirpersonaldata–whereasitshould
actuallyguaranteetheircitizens’liberalrights.

Economic sovereignty
Thirdly, economic sovereignty, which forms an important basis of
self-governing communities, is inmany respects subject to consid-
erable transformation. Themost obvious exampleof this is the tax
avoidancepolicyofnumerousleadingdigitalcompanies.

However,nolessimportantandpoliticallyfarmoresensitiveare
questionsofchangingpatternsofaccumulation. If thecommercial
internet,inwhichthedecisivegatekeepersandmarketownersreap
theirmonopolyprofits,was indeed toactasablueprint for the re-
structuringofnumerousotherbusinessareas,thentheestablished
mechanismsofappropriation–anddistribution!–ofeconomicprof-
itswouldbecalledintoquestion.Imagineanautomotiveindustrythat
really isattachedto theecosystemsof the leadingcompanies.Fol-
lowingtheplatformlogic,largepartsoftheprofitmarginswouldfall
tothedominantsoftwarecompaniesandthusberemovedfromboth
thesystemsofcollectivebargainingandpublictaxation.
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Inaddition,thereareallthosedirectandindirecteffectsonthe
systemof industrial relations, forms of employment (“crowdwork”)
aswellaspowerandcontrolintheworkplace,whichcanshakethe
foundationsofentireeconomicsectors.

European-style digital capitalism?
When asking about a European answer to this three-pronged
sovereigntycrisis,onecanobservethecouplingofvariousaspects
whichcouldhelp tamedigital capitalism.Forexample, approaches
to an unagitated and hitherto uncoordinated, but potentially very
effectivedigital regulatory policy canbe observed at various levels
inEurope today. “Frombelow,”numerousEuropeancitieshavesig-
nificantlyrestrictedthescopeofactionofcompanieswhosegoalis
the commercializationof urban space. Themostpopular examples
are the multi-billion-dollar start-ups Uber and Airbnb, which have
systematicallybeenrestricted,initiallybylocalandsubsequentlyby
national legislation. Insomecases, theregulationhasharmedtheir
businessmodelstosuchanextentthattheprofitsfromwagedump-
ingandthecommercializationofpublicorprivatespacenolongerap-
pearsworthwhile.“Fromabove,”theEuropeanjudiciaryhasinitiated
variouslawsuitsagainstcompaniessuchasGoogleandApple,one
focusistaxevasion,whichcouldshorestatesupagainstthelossof
economicsovereigntywithregardtoglobalcorporations.Inthefield
ofthedigitalpublicsphere,firstattemptstoestablishademocratic
cultureofdebateonthe internetcanbeobserved.Germany, forex-
ample,subjectstheactionsofacorporationlikeFacebooktothepub-
licinterest. TakethecaseofthecontroversiallydiscussedNetwork
EnforcementActof2017,whichholdsFacebookatleastrudimentarily
responsibleforrightsviolationsonitsplatform.Economicallysignifi-
cantmightbeattemptstouseandupdateantitrustlawtoaddressthe
problemofdigitalmonopolypowerandtocreatea“levelplayingfield”
(ZysmanandKenney2017) inthecommercial internet,whichcould
settighterlimitsonmonopolyprofits.

However, inordertoreallytackledigitalcapitalisms’sovereign-
tycrises,onemighthavetogaingreaterdistance fromthemarket-
drivenregulationplaybook.Consequently,questionsofdigital infra-
structureownership(whichareparticularlysignificantinthefieldof
cloudcomputing)orthetopicoftheinternet as a publicgoodarebe-
ingincreasinglypoliticizedagain,withcongruentinterestsemerging
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betweencitizens,statesandcompaniesinEurope.Thisisapolitically
extremely sensitive area of sovereignty policy, the successful con-
figurationofwhichcannotbeguaranteedwithoutacombinationof
legislativetamingoftheleadingcompanies,ontheonehand,andin-
vestmentinadigitalinfrastructureforcitizens,statesandcompanies
(atleastpartially)organizedinthepublicinterest,ontheother.

The central point of reference for a digital capitalismwith Eu-
ropean characteristics is, politically, alreadywell established: data
protection.Dataprotectioniswidelymisjudgedasavariableofeco-
nomicdevelopment:Commercialinternetlobbyistsnevertireofem-
phasizingtheabsolutenecessityofunrestrictedaccesstoevermore
data,asthisissupposedtobetheonlywaytoachievetechnological
developmentsregardingthebuzzwordofartificialintelligence–cur-
rentlythebigfavoriteofventurecapitalists.ButwhatisleftforEurope
togainhere?NodigitalMarshallPlan,nomatterhowmuchmoney
itprovides,willbeablecreatecompetitionforGoogleandApple–at
leastnotwithoutbreakingthepoliticaltabooofopenmarketsinthe
styleoftheChinesefirewall.

However,theoperatingrangeoftheleadingcompaniescertain-
ly can be restricted in the interest of sovereign communities. This
would favorEuropeancompanies.Even today, thebestsalespitch
formedium-sizedbusiness-software firms inGermany is that they
hostdataunderthejurisdictionofGermandataprotectionlaw.For
thesecompanies,tighteningdataprotectionlawsfurtherwouldinno
waybedetrimental.Onthecontrary, ifproperlydesigned,theycan
helpcitizensandcompaniesbenefitfromlocationaladvantagesand
possiblyevenmaketheEuropeandataarchitectureanexporthitin
thefuture.Atthesametime,withthehelpofanentrepreneurialstate
(Mazzucato2014),thechanceexiststoenterfuturemarketsnotyet
dominatedbyleadingAmericancompanies:Intheindustrialinternet
of things that is yet to bebuilt, hardly anything ismore important
thanguaranteeingafunctioningdataprotectionsystem.Smartdata
protectioncouldthusformthebasisofagenuinelyEuropeandigital
productionmodel:Adigitalinfrastructurebasedonsecurityguaran-
teesandaEuropeandatapolicy thatworks topreserveeconomic,
civilandmarketsovereignty.
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Agency for All,  
Privacy for None

ClaudioGuarnieri


In theapproximately20years Ihavenowspentonline, the internet
haschangedrapidlyandratherunpredictably.Intheearly2000s,asa
teenager,Iventuredmyfirststepsonthenowancientdial-upinternet.
I’dconnectmy56Kmodem,hearthemagicaltoneswhiledialingmy
ISPtelephonenumber,andsuddenlyopennewgatestoexploration.
Perhapsattractedby itsaesthetics, Igravitated towardsaworldof
hackingwhichwasthenfarfromtoday’smulti-billion-dollarcyberse-
curityindustry.LearningabouthackingledmetodiscoverLinuxand
thefreesoftwaremovement.

Atthetime,thespeedofmydial-uplinewassoslowandhorribly
costly.Everyminuteofnavigationcostedasmuchasaminute-long
localareaphonecall.DownloadingtheinstallersforaLinuxdistribu-
tionwasnotpossible.Installationdiscsweretradedinpersontypi-
callyateventsbyLinuxUserGroups(LUG)andlocalusercollectives,
whichatthetimewerenumerousthroughoutItaly,myhomecountry.
Alternatively,youcouldsendmoneytothedevelopersofyourfavorite
distribution,whowouldthenshipbrandedfloppydisksorCD-ROMs
back to you, typically from the United States. However, few of us
couldafforditandthosediscsbecamesought-aftercollectibles.

Backthen,Linuxdistributionswererougharoundtheedges,to
saytheleast.Obtaining,compiling,installingandusinganysoftware
was a challenge.But the struggle to get the computer to runwas
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also exhilarating andempowering. Figuringout how togetmyUS
Robotics56Kdial-upmodemtoworkonmySlackwareLinux2(Wiki-
pedia2021)feltlikearemarkableachievement.Ultimately,Icouldcel-
ebratemysuccesses,andseekhelpwithmyfailures,onthemessage
boardsandonlinechatrooms.

Thedifficulty to access this technology and its steep learning
curve, coupled with the scarce documentation online, inevitably
broughtpeopletogethertolearnfromeachother.Therebelliousact
of non-conforming to the computing hegemony ofMicrosoftWin-
dowsbecameabinding forcewhichgave strength to thegrowing
free software movement. My teenage self was definitely not con-
sciousofthis,asIperhapssawthefreesoftwarecommunitymoreas
aplaceofaggregationandacceptance,butItoowaspracticingsome
rudimentary formof technological sovereignty. Ina timewhenMi-
crosoft’sthenCEO,StevenBallmer,calledLinux“acancer”(Greene
2018),proprietarysoftwarewasoppressive,Microsoftwasevil,and
freesoftwarewasliberating.Musictotheearsofateenagecomput-
ergeekthirstyforsomejuvenilerebellion.Soonenoughnicknames
from the chatroomsbecamemy friends. Togetherwewould crash
technology fairs todropLinuxstickersand installationdisksat the
Microsoftbooth.Someearlydaysgoliardicdigitalactivism.

Thereandthen,reclaimingagencyoverourpersonalcomputers
andrejectingthestatusquowiththesoftwareweusedwerethebaby
stepsinanongoingpracticeoftechnologicalsovereignty,whichIex-
ercisetothisday.However,theevolvingnatureoftechnologyisre-
flectedinthegenerationalmutationsofthestruggleforitssovereign-
ty.Andin2020technologylooksverydifferentthanintheyear2000.

TheMicrosoftempirebuiltwiththeheftylicensesforWindows
andOfficenearlycapitulatedtotheimpetusofthe“Cloud”brought
byGoogleandFacebook,andlaterthewholeconstellationofSilicon
Valleycompanies.Today,software isno longer theproduct:allour
computingneedsaremetwithanonlineserviceprovidedtousfor
free(asin“gratis”).ThetechnologyindustrymutatedinanOrwellian
offspringoftheadvertisingindustry,wherefreeonlineservicesare
thehook,wearetheproduct,andourdataisthecommodityoftrade.

In2020,weconsumeeverythingthroughabrowser;somuchso
thatGooglerealizedthatifabrowserisallweneed,theymightaswell
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createanoperatingsystem1aroundtheirflagshipbrowser,Chrome,
andproducelightweightandcheaplaptops,Chromebooks,withthe
originalsinglepurposeofjustnavigatingtheWeb.Chromebooksare
nowverypopularinschools(Gebhart2018),andyoungusersgrow
upwithinthegatesofadigitalamusementparkrunbythecorporate
giantfromMountainView.Googlewantsyoutospendasmuchtime
initaspossible:useAndroidphonesoraChromebookcomputer,use
Chromeasyourbrowser,useyourGoogleAccounttoaccessGoogle
Search,GoogleMail,GoogleDrive,GoogleMapsandYouTube.They
eventriedwithGoogle+andGoogleOrkutbeforerealizingtheyare
justnotgoodatsocialnetworks.ThemoreGoogleattractionsavail-
able,themoreyou’llstickaroundtheamusementpark,themoredata
youwillgenerateforharvest.

AlthoughGooglemanagedtoturnitsbrandintoasynonymverb
for “searchon the internet,”Facebookhas,evenmoreambitiously,
aimedtobecomesynonymwith“internet” itself.Throughan initia-
tive aptly named “internet.org,” Facebook provides free-of-charge
access to its social network and a few other selectedwebsites in
underservedregionsoftheworldbypartneringwithtelecommunica-
tionsprovidersandresearchingtechnologies“includinghigh-altitude
long-enduranceplanes,satellitesandlasers”(Internet.org2020).And
whilemanycriticshavecalleditoutasdigitalcolonialism(Shearlaw
2016)andanaffront tonetneutrality, for tensofmillionsofpeople
Facebookistheinternet.

SiliconValleyisaminingquarryindisguise.Ourdataistheraw
materialofanewextractivisttrillion-dollarindustry,which,insteadof
sellingcoal,sellsourdigitalselves.Therefore,ourstrugglefortech-
nologicalsovereigntyhasturnedmoredigitalandrequiresustonot
onlyreclaimagencyoverourelectronicdevicesbuttoreclaimown-
ershipofourelectronicinformation.

InthiseraofSurveillanceCapitalism,asShoshanaZuboff(2020)
describes it, the idealismandenthusiasmofmy teenage freesoft-
wareyearsare longgone.Becausestandalonesoftwareno longer
produceshugeprofits,BigTechcompaniesbeganespousingopen
source(Schrape2016).Asamatteroffact,beforetheabusivenature
ofitsadvertising-basedbusinessmodelbecameapparentinrecent
years (Amnesty International 2020), Google successfully built its

1  Google Chrome OS, https://www.google.com/chromebook/chrome-os/.
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imageofaprogressivecompanyandattractedtalentandusersalso
bybecomingapromoterofopensource,instarkcontrasttotheold
technologicalbehemoths likeMicrosoft.However,byappropriating
itascorporateculture,2Googlehashelpedindustrializeopensource
whilealienatingitspoliticalelementsstep-by-step,anddistillingout
theessenceoffree(asin“freedom”)software.EventuallyevenMicro-
softcaughtuptothechangeandhasbecomeanimportantpromoter
ofthiswatered-downopensource.Someevenseeinopensourcean
alternativetotheUnitedStates’technologicaltradewarwithChina
(Xu2020).

Thesedays,BigTechcompaniesreleasemoreopensourcecode
thanever(Bridgwater2019),butmakenomistake:Thisisacalculat-
edchoice.Asweestablished,data fuels today’s tech industry, not
software,despiteitsindustriousproduction.CompanieslikeGoogle
andFacebookeventuallyrealizedthatbyprovidingopensourcetools
andlibrariesandfreeservicestotheevergrowingglobalpopulation
ofdevelopers,theycanensurethedevelopers’dependencyontheir
platforms while also extending their data gathering to third-party
productsandservices.

Googlefundsthousandsofopensourcedevelopersthroughits
yearlySummerofCode,3open-sourcedAndroid,releasescountless
toolsandlibraries,andhasevenprovideddevelopersfreeservicesto
facilitatetheirwork.Similarly,FacebookprovidesopensourceSoft-
wareDevelopmentKits(SDKs)4forAndroid,iOSandevenAppleTV
andPCgames, for developers to conveniently allow their users to
authenticateoverFacebook.

Ifyouareadevelopertoday,you’reprovidedwithfreeaccessto
atechnologystackthat inthepastonlybigsoftwarehousescould
afford. In return, of course, Big Tech companies expect to harvest
dataonyourusers,too.Youbecomepartofthescheme,andifyou
wish,youcanget inonitandembedtheiradvertisingplatformsin
your apps andwebsites so you too canmonetize. In otherwords,
opensourcebecameameanstofurtherBigTech’sreachintousers’
data.Ka-ching!

2  Cf. Google Open Source, https://opensource.google.

3  Google Summer of Code, https://summerofcode.withgoogle.com.

4  Google AdMob, https://admob.google.com/home/.
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Whilefreesoftwareremainsanimportantframeworkofvalues,
particularlyfornewtech-savvygenerations,seekinginitanswersto
thequestionoftechnologicalsovereigntytodayisoutdated,almost
vintage.Reclaimingagencyoverourdigitalselvesrequiresresisting
dataextractivism,butitsubiquityandsocietaldependencymakejust
thatveryhard.Notonlydoalternativestypicallyhaveacost,butgiv-
inguponcertainplatformsmightalsomeangivinguponpersonal
andprofessionalopportunities.Twitterbecametheshopwindowof
yourpersonalbrand,Facebookthemarketplaceofyourservices,and
intheartsandperformancesectorsInstagramevenbecameametric
ofvalue:thenumberoffollowersmightdictatethepricetagsofyour
artworksoryourplacementinafestival’sschedule.

Because data extractivist platforms became so inescapable,
technologicalsovereigntyrequiressacrifice:Youneedtostrikeabal-
ancebetweenpersonalfreedomsandopportunities.Castingyourself
out of these digital amusement parks can turn you into a techno-
logicalhermit,unseenandworthlessintoday’sattentioneconomy;
nearlycomparabletothe20thcenturyprimitivistswhorejectedthe
adventofcomputers.However,youcandeterminewhichplatforms
arebeneficialtoyourobjectivesandavoidvolunteeringanopulence
ofdatatothoseplatformsyoudon’tneed:Reduceyourdatafootprint
justlikeyoureduceyourcarbonfootprint.

However,ourstrivetoregaincontrolofourdatastartswiththe
understandingofwhereitgeneratesandhowittravels.But,theever-
increasingcomplexityofmoderntechnologycomplicatesthis.

Thesmartphonerevolutionputpocketcomputersinthehands
of billions of people, and every new generation packs ever more
functionality in thesepalm-sizedcircuitries.Youcancall,message,
navigate, work, play, recordmedia and do anything the countless
numberofavailableappsallowyoutodo.Smartphoneskeeppushing
theenvelopeof technologicalcomplexity.Their internalsarehardly
comprehensible to regular consumers, and nevertheless we em-
bracedthemaselectronicextensionsofourbiologicalselves.

Much ofmywork focuses on exposing the invisible nature of
moderntechnology,andsmartphoneseventuallypiquedmyinterest:
Howarewetoreclaimdigitalsovereigntywhilehardlyunderstand-
ingthefunctioningofthemostpersonaldeviceswecarry?Inawork
called RADIO ATLAS (Guarnieri 2020b), I attempted to visualize,
provideacartographyof thesurrounding radioentities, seeking to
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discoverwhatourmobiledevicesaretransmittingunbeknownstto
us.Throughmultiplecomputers,RADIOATLAScontinuouslyprobes
radiofrequenciesoccupiedbyWi-Fi,Bluetoothandmobilenetworks.
Turns out, radio frequencies are an extremely crowded space.Our
smartphones continuously emit our phones’ identifiers over GSM,
theyadvertisetheirpresenceoverBluetooth,andlookforfamiliarWi-
Finamesbybroadcastingthemintotheether. Insilence,theycon-
stantlytransmitdata,andallowustobetracked.Ratherunexpectedly,
thisexplorationofsmartphones’transmissionsandtrackingcapabili-
tiesbecameevermoretimelywiththeCOVID-19pandemic.

Theeruptionofthepandemicpropelledtheideaofdigitizedcontact
tracing(Guarnieri2020c)tothetopofallgovernments’politicalagen-
das.Whileearlyon,someproposedtrackingeveryone’sGPScoordi-
natesthroughtheirsmartphones,nationalhealthauthorities,particu-
larlyinEurope,eventuallygravitatedtowardsBluetooth-basedcontact
tracingandbynowmanyhaverolledoutapps.ThroughBluetoothlow
energy(BLE)transmissions,smartphonescontinuouslybroadcasta
computedidentifierwhilekeepingrecordsofthosereceivedbyother
devicesinthesurroundings.Becauseweallcarryoursmartphones
everywhereandbecauseBluetoothtransmitswithinarangeofafew

Fig. 1
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meters,sufficientforapproximatingaclosedistancebetweendevic-
es,itallmadesense.Byattemptingtodigitizehumancontact,these
appsaimtofacilitatetheprocessofidentifyingpotentialspreadofthe
virusbyreconstructingthesocialinteractionsofdiagnosedpatients.

In anunprecedented collaboration,Apple andGoogle teamed
up to launcha self-titled “ExposureNotification”5 frameworkupon
whichnationalhealthauthoritiescouldbuildtheirCOVID-19contact
tracingapps.BycombiningstrongcryptographyandtheuseofBLE
beacons,AppleandGoogleanticipatedlikely inevitableregulations
andmadeavailableanarchitecturemorerespectfulofpeople’spri-
vacy,at leastcomparedtothe intrusivealternativesputforwardby
somegovernments.

AnticipatingtheavailabilityofappsbuiltontheExposureNoti-
ficationframework,expandingtheconceptofRADIOATLAS,Ibuilt
BLEATLASasanattempttoexploreBLEbyvisualizinginreal-time
beaconsreceivedbyasensorIwasrunning.Thisprojectwasboth
anexperimentaswellasadigitalartwork.Itwasanattemptatana-
lyzingBluetoothsurroundings,exposingtheunexpectedamountof
transmissionsandscrutinizinginconsistenciesinthelightofthein-
evitablesurgeofuse.Atthesametime,BLEATLAS(Guarnieri2020)
attemptedtosubvert thesupposed localityof these transmissions,
and betray their expected ephemerality by willfully live-streaming
themonline.

SimilarlytoRADIOATLAS,BLEATLASquicklyhighlightedthe
flood of data transmissions by nearbymobile devices,which even
overwhelmedmysensorandforcedmetoaddfiltersinordertovisu-
alizethemintelligibly.

The race to deploy contact tracing apps created tensions be-
tweengovernmentsandAppleandGoogle.Becauseoflimitationsin
AndroidandiOS,theformerfoundthemselvescorneredbyhavingto
embracethearchitecturedesignedbythelatter,whichenforcedstrict
privacyandsecuritypolicies,attimescontradictingtheambitionsof
somenationalhealthauthorities(Hern2020).Although,admittedly,
the ExposureNotification framework safeguards users’ datamuch
better than howmany governments had planned to, it challenged
digitalsovereigntyasseveralEuropeanofficialspushedback(Clarke

5  Google COVID-19 Exposure Notifications, https://www.google.com/covid19/
exposurenotifications/.
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2020) on Silicon Valley’s supremacy in determining how countries
shouldrespondtoCOVID-19.Thefast-pacedrolloutofExposureNo-
tificationapps fueleda ferventdebateon thesecompanies’ incen-
tivesandinterests.AndalthoughAppleandGoogledonotsecretly
siphonprivatehealthdatathroughtheirframework,contrarytowide-
spreadmisconceptionsspreadbypoorreporting,theirspearheading
ofthisunprecedentedsocialandtechnologicalexperimentraisedthe
suspicionofmanycitizenswonderingiftheirowngovernmentshave
abdicatedtoBigTech.Thepandemicheightenedtheclashbetween
globaltechmonopoliesandnationalgovernance.

Fig. 2  https://ble-atlas.nex.sx.
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Thesecontradictionscanonlyintensify.Overthelastfewyears,
prompted by the disinformation and Cambridge Analytica (Wong
2019)scandalsofthe2016electionandbyantitrustdebates,Face-
bookandGoogleexecutivesweregrilledduringUSSenateandCon-
gressional hearings. The footage of billionaireBig Tech executives
mumblingandfumblinginfrontofinquiringcommitteeshasbecome
iconicofthesecondhalfof2010s.Atthesametime,wearecoming
downfromthedigitalhighoftheearly2010s,andtheveilofwonder
aroundSiliconValleyiscomingoff–torevealadystopiannature.Big
Techcontinuestogovernmodernsocialcontracts,butwearestart-
ingtograsptheeffectsofitsexploitativebusiness.The2020scould
bethedecadeofreckoning.

WhileEuropeanUnionofficialstrytoreclaimdigitalsovereignty
throughregulationsandinvestments,therestofusareleftnavigating
theconflictbetweenprivacyandconvenience.Thesurfacingnature
oftoday’scorporateinternetandtheimpenetrablecomplexityofthe
technologypervadingourdailylivesarerequiringustore-thinkour
approach to digitization and rediscover the need for a deep tech
literacy. At the crossroads between agency for all and privacy for
none, the fight for digital sovereignty rages on.How this fightwill
playoutliesinthehandsofthehighlydigitizednewgenerationswho
got online through Facebook and Instagram, and who are deeply
rooted inthishypersharingworld.Thoseofuswhogotonlinewith
theeerietonesofdial-upmodemsinsteadshallbeagingobservers.
Sometornbyamaybecynicalworry forayouthseeminglyaddict-
edtotheseplatforms,someinsteadhopeful inayouthmuchmore
technologically advanced and showing great strength in other
importantbattlessuchasguncontrol,thebasicrighttoeducation
andclimatechange.
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The State
A Key Actor in Shaping Data  
Infrastructure Space

FiekeJansen

The datafication of society has become a significant feature of con-
temporary social life; emerging from the global uptake of personal 
computing, internet and mobile communications and cloud services 
society is now moving into the next phase which is characterized by 
data-driven decision-making, artificial intelligence (AI), sensors and 
edge computing. While society is still grappling to understand the 
social, cultural and political implications connected to these systems, 
the political imaginaries and economic drivers that are privileging data 
and technology often go unquestioned. Building on a growing body of 
research that is dedicated to understanding how technology intersects 
with governance, this chapter moves away from the notion of the state 
as being subjected to the dynamics of the data economy and position 
it as a key actor that actively tries to shape the contemporary relation-
ship between technology and society. As such, this chapter draws on 
a close reading of the European Commission white paper on artificial 
intelligence (AI) to argue that for the state data and data infrastruc-
tures are seen as essential to sustainable economic growth and soci-
etal well-being which drives them to actively mobilizes its regulatory, 
resource and bureaucratic apparatus to stimulate the development of 
domestic data infrastructure spaces and a market for European trust-
worthy AI products.
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Sinceitsearlydays,thenation-statehasenabledandbeensub-
jectedtolargerchangessuchastheindustrialrevolution,warsand
civilunrest,theemergenceofcapitalismandinitswakethecentrality
of themarket,privatizationofstate functions,securitizationofpoli-
tics,andglobalization,througheachparadigmtheroleandpowerof
thestatehasshifted(Scott1998;Harvey2017;Denciketal.2019).A
growingbodyofresearchhaspointedtothemultiplewaysinwhich
the “datafication” of society (Mayer-Schoenberger et al. 2013) has
causedanothersignificantshiftingovernance,whereitisarguedthat
theinterplaybetweendata,governanceandthemarketischanging
powerrelationsinsociety.Atthecoreofthistransformationisthebe-
liefofstates,companiesandcitizensindatatohavethecapacityto
objectivelyrepresentsociallifeandpredicthumanbehaviorinways
thatwereinconceivablepre-datafication(vanDijck2014;Andrejevic
etal.2020).Givingrisetothenotionthatcomplimentingorreplacing
humandecisionmakingwithdataanalysiswillleadtomoreefficien-
cy and effectiveness decision-making. Therefore, van Dijck (2014)
arguesthatturntodataischaracterizedbyadeeptrustinboththe
dataandinthoseentitiesthatcanprocesslargeamountsneededto
“predict”humanbehavior.Someevenargue that fromthispremise
emergeda rationale thatplacesdatacentral to theunderstanding
ofsociety, insuchawaythat itpreventsthecreationofanalterna-
tivepoliticalandeconomicimaginary(Andrejevic2020;Dencik2018;
McQuillan2019),suggestingthatitisthedeeplyrootedbeliefindata
thatinfluencesthestatetoprivilegedataasakeyfeatureofmodern
statecraft.

AsHenman(2010)pointsout, the turn todata forstatecraft is
both ameans throughwhich statepolicies are implementedas in
itselfshapingthepolitical imaginary.HebuildsonPeterMillerand
NikolasRose (1990) characterizationof governmentality,which “in-
volves both the political rationalities and technologies of govern-
ment” (Henman 2010, 26), the first encompass the justification for
governanceandthelatterthemeansthroughwhichastategoverns.
Henman(2010)arguesthattechnologiesofgovernance,inthischap-
terdata thatmakespeopleandevents legible to thestate,arenot
merelyameans for translatingpolitical ideologiesof thestate into
action,but that thesetools, in turn,shapethepolitical rationalities.
Thus,when data-driven decision-making becomes a tool for state-
craft,andsocietyandpeopleonlybecomelegiblethroughdata,an
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argumentcomestogethertoshapeanumberofpoliticalrealities:it
will justify increased government data collection and surveillance
(Egbert2019).Itwillprioritizegovernancethatisaimedatmanaging
aproblemratherthantryingtoaddressingthestructuralcausesof
theproblemasdataanalysisprivilegescorrelationovercausations
(Andrejevic2014).Anditwillallowthestatetoincreasinglydisclose
andconnectdatawithinandbetweengovernmental institutionsto
imposenewconditionalitiesonthosetryingtoaccesstospecificgov-
ernmentservices(Henman2011).Henman’s(2010)argumentimplies
thatwhiledataisprimarilyreferredtoasatoolofgovernanceit, in
turn,shapesthepoliticalrationalitiesandfurtherentrenchesthecen-
tralityofdatawithinstatecraft.

It is important tonote that theconceptualizationofcontempo-
rarygovernanceneedstobeunderstoodinrelationtocapitalismand
thepolitical imaginaryofhoweconomicgrowthisincreasinglytied
tothevalueofdata.Anemergingbodyofresearchisexploringthe
relationshipbetweendataandcapitalism,andwhile there ismuch
debate about its exact nature, critical political economy scholars
generallyagreethatthepoliticalandeconomicorganizationofdata
istransformingandenshriningthedistributionofpowerrelationsin
society.Atthecoreofthisneweconomicalparadigmistheideathat
dataholdsvalueandcreatesanewformofaccumulationthat“aims
topredictandmodifyhumanbehaviorasameans toproduce rev-
enueandmarketcontrol” (Zuboff2015, 75).Thenatureofdata, its
replicabilityandtransferabilityatalmostnocosts,makesitsubjected
toadifferent economy “whereabundance is thenorm rather than
scarcity”(Brynjolfssonetal.2014,9),assuchextractingvaluefrom
databecomesaquestionofbothhavingaccesstoitandhavingthe
knowledge,skillandresourcestoanalyzeit(Andrejevic2014;Wark
2019).Thus,asSrnicek(2017)argues,thecompetitiveadvantagein
thedataeconomystemsfromthescaleofdataandcomputational
poweronehasaccesstoandtheabilitytodominatethenicheone
operatesin,whichhasresultedintheriseoflargemonopolistictech-
nologycompanieswhoareprimarilybasedintheUnitedStatesand
China.Thesedevelopmentshaveboth “entrenchingadependency
onaneconomicmodel thatperpetuates thecirculationofdataac-
cumulation”(Dencik2020,1)andcentralizedcontroloverdatathat
isneededtodevelopthenext-generationtechnologies.Assuch,the
emergenceofthedataeconomyhasconfrontedstateswiththerise
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oflargemonopolistictechnologycompaniesthatoperatebothinside
andoutside their domestic jurisdictionsandcontrol themeanson
whichthisneweconomicparadigmisbased.

Thespacesofconflictbetweendomesticandtransnationaljuris-
dictioninwhichcompaniesoperatetomaintainandgainacompet-
itiveadvantageisconceptualizedbyEasterling(2016)asExtrastate-
craft.Inherhistoricanalysisoffreetradezones,broadbandnetworks,
oilexplorationandspatialproductsshedrawsourattention to the
establishmentof infrastructurespaces inwhichthereare“multiple,
overlapping, or nested forms of sovereignty, where domestic and
transnational jurisdictions collide, ... a portmanteau describing the
oftenundisclosedactivitiesof,inadditionto,andsometimesevenin
partnership with statecraft” (Easterling 2016, 15). These infrastruc-
turespacesarecharacterizedby thedriveof industries togainac-
cesstonewmarketsandnewterritoriestoincreasecapitalthrough
extractionandaccumulation,andtheregulatoryexemptionsandtax
incentiveswithinsovereignterritories toattractorsupportspecific
industrieswithoutpublicdialogue.Whichhaveoftenresultedinthe
creationofnewphysicalorimmaterialinfrastructurespaces,where
“labour and environmental abuse proceed unchecked by political
process”(Easterling2016,15).DrawingonEasterling,thischapterar-
guesthattheturntothedataficationofsociety,theinterwovenrela-
tionshipbetweentechnologyandgovernanceandtheemergencyof
aglobaldataeconomythatoperatesinsideandoutsidedomesticju-
risdictionhascreateddatainfrastructurespacesthatgounchecked
bytraditionalpoliticalprocessesandassuchcanbeconsiderednew
sitesofExtrastatecraft.

IntheconceptualizationofExtrastatecraft,thestateisnotcon-
sideredweakorinsignificant;itisoftentheinitiators,supportersand
attimesthemasteroftheseinfrastructurespaces.AsIwillarguein
this chapter, the state has the ability towield its legislative power,
bureaucraticapparatusandinstitutionalizedlegalordertodefendthe
interestofthedominantclassandforwardcertainpoliticalideologies
(Jessop2016;Smithetal.1999).Whiletheriseofthe“bigtech”com-
paniesisoftenattributedtotheSiliconValley’sfree-marketideology,
the importance of favorable domestic regulatory environment and
taxexemptions in the shapingof thedataeconomyshouldnotbe
dismissed(Meideros2019).Chander(2014)exposeshowlegalinno-
vationsinthe1990sintheUnitesStates“reducedliabilityconcerns
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for internet intermediaries, coupled with low privacy protections,
created a legal ecosystem that proved fertile ground for the new
enterprises”(Chander2014,642).Thesefavorabledomesticpolicies
were coupledwith theglobal ideaof technological exceptionalism,
which assumes that there is something so fundamentally different
aboutdatathatdomesticlegislationandgovernmentcontrolisinap-
plicableandundesirable(Flyverbom2016;Kahinetal. 1997).Since
then,territoriesliketheEuropeanUnionhaveslowlybeentryingto
masterthedatainfrastructurespacesanditsimpactonfundamental
rightsanddomesticmarketeconomythrougherectinglegalregimes
liketheGeneralDataProtectionRegulationandsubmitting“bigtech”
toantitrustinvestigations.Thesenewhistoricalanalysesoftherise
ofthetechnologyindustryforegroundaglobaltensionofstatecraft
wherethestateasaregulatorybodyisbothacontributorandasub-
jecttotheriseofglobaltechnologycompanies.

However,asGates (2011)andMazzucato (2011)note, thestate
ismorethanaregulatorybodyandhasbeeninstrumental inshap-
ingthedataeconomybeyondregulation.Mazzucato’s(2011)notion
of theentrepreneurial statedescribeshowmajor technological ad-
vancesincontemporaryhistorywereallowedtomaterializethrough
thestructuralfinancialsupportoftheUnitedStategovernment.The
DepartmentofDefence(DoD),DefenseAdvancedResearchProjects
Agency(DARPA),butalsotheDepartmentofEnergyandtheNational
ScienceFoundationmadesignificant investments in internetproto-
cols,searchalgorithms,GPStechnology,microprocessors,LCDdis-
playsandtouchscreensthroughappliedresearchgrants,early-stage
financeandstrategicprocurement,withoutwhichthesetechnologies
mightneverhaveemerged.Gates(2011)offersahistoricaccountof
theriseoffacialrecognition,throughwhichshenoteshowtheDoD
startedinvestinginresearchlabsworkingonfaceidentificationtech-
nologiesinthe1960sandoncetheseidentificationsystemsmatured
intoacommercialproductby the 1990s,companies insearchofa
marketfoundcustomersinarangeofstateinstitutionsandagencies
(Gates2011,27).Assuch,thestateisbothanearly-stageinvestorin
surveillancetechnologiesandaprimaryconsumerofthesetechnolo-
giesoncetheybecomeacommercialproduct.Theseinsightsallow
ustomoveawayfromthenotionofthestateasamereconsumeror
regulatoroftechnologyandtowardsthestateasacomplexassem-
blageofinstitutions,organizationsandinteractionsthatareworking
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forandpositionthestateasanactorwiththepowertoshapetech-
nologicaladvancesthroughitsfinancialinvestment,policiesandreg-
ulatoryenvironmentacrossspatio-temporalhorizonsinpursuitofits
objectives.

Below,thischapterbuildsonthesenotionsofthestateasakey
actor inshapingofdata infrastructurespaces, togoonandargue
thatintheireyesthedataeconomyhasresultedinspacesthatenact
infrastructuralpowersthatsitbeyondoroutsidetraditionalpolitical
processes,assuchitisintheirinteresttomasterthenexttechnolog-
icalparadigmto(re)gainitscentralizedauthorityinsociety.Therefore,
I’mparticularly interested inexploringhowstatesengagewith the
emergenceofnewtechnologieslikeAIandwieldtheirpowertogain
controloverdatainfrastructuresthatoperatebetweendomesticand
transnational jurisdiction. The following section explores Europe’s
approachtoAIthroughaclosereadingoftheEuropeanCommission
“WhitePaperonAI–AEuropeanapproach”(EuropeanCommission
2020)andforegroundshowthestatedirectsitspoliticalrationaleand,
inturn,willallocateavarietyofstateresourcestoconstructaEuro-
peanAImarket.UsingthesedevelopmentsinEurope,Iadvancethe
argumentthatthosestateswiththeabilitytowieldsignificantlegisla-
tivepower,mobilizeresourcesanddirectthebureaucraticapparatus
willdosotostimulateadomesticAImarketinordertodecreasetheir
dependencyontheglobalcommercialentitiescurrentlydominating
datainfrastructurespaces.

The white paper: an approach to construct  
a European AI market 
TheEuropeanstrategyonAIarticulatesapoliticalimaginaryinwhich
economicprogressandsocialwell-beinghaveincreasinglybecome
dependentonadataeconomythat isdominatedbynon-European
actors toargue thatstate interventionsneed toensureEuropewill
reapthebenefitsofthisnextphaseindigitaltransformation.Artificial
IntelligenceemergedasadistinctpolicyareafortheEuropeanUnion
duringtheJeanClaudeJunckerpresidencyfrom2014–2019(Nikolas
etal.2020)andwashandedovertotheEuropeanCommissionnew
presidentUrsulavonderLeyenin2019.Hercommitmenttoregulat-
ingAI in the first 100daysofheroffice resulted in intense internal
andexternal lobbyefforts toslowdownany legislativeprocess(de
laBaumeetal.2019).CommissionerThierryBreton,responsiblefor
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InternalMarketandServicesandco-responsiblefortheconception
ofthewhitepaper,expressedareluctancetorushAIregulationand
statedinhisconfirmationhearingintheEuropeanParliament“Iam
notsayingwewillhaveregulationonAIinthefirst100days.Iwon’t
bethevoiceofregulationonAI”(delaBaumeetal.2019).Theselob-
byeffortssucceededatdwindlingdownthelegislativecommitment
tothedevelopmentofaEuropeanAIstrategy,whichispresentedin
the“WhitePaperonArtificialIntelligence–AEuropeanapproachto
excellenceand trust” (EuropeanCommission2020). In it, theCom-
missionsetsoutEurope’spolicyobjectivestopromotetheuptakeof
AIandaddresstheriskassociatedwith itthrougharegulatoryand
investment-orientedapproach.

President von der Leyen presented the EuropeData Strategy
andthewhitepaperonAIonthe15thofFebruary2020inanopposite
theeditorialpage(op-ed)on“ShapingEurope’sDigitalFuture”(von
derLeyen2020). It is important tonote that sheopensherop-ed
withthesentence“Iamatechoptimist,”afterwhichshecontinues
tooutlineherbeliefindigitaltransformationtopowertheEuropean
economyandhopesthatitbecomes“thenormrightacrossourso-
ciety: from farming to finance, from culture to construction, from
fightingclimatechangetocombattingterrorism.”Inthisfirstsection,
sheframestechnologicaldevelopmentanduptakeascrucialforboth
economicprogressandsocialwell-beinginEurope.Afteraminimal
acknowledgement of the need to safeguard rights, preserve priva-
cyandincreasetrustinthetechnologiesandthosewhoownthem,
theop-edquicklymoveson tooutlinehowEuropeneedsadigital
transformationthatis“Europeanbydesignandnature.”Shecloses
herop-edwiththestatement,“Wesuccessfullyshapedotherindus-
tries–fromcarstofood–andwewillnowapplythesamelogicand
standards in the newdata-agile economy.” As Iwill outline below,
PresidentvonderLeyenop-edechosthepoliticalrationaleputfor-
wardinthewhitepaperonAI, inwhichtechnological innovationis
framedasbeingacrucialdriverforsustainableeconomicgrowthand
stateinvestmentsareneededtoensurethatEuropewillnotmissout
onthenextwaveofdigitaltransformation,assuchpublicinstitutions
andservicesshouldbebothinvestorsinandearlyadoptersofthese
Europeanmadetechnologies.

AkeyfeatureofthewhitepaperistheneedtocreateaEuropean
dataspace thatactsasacounter-weight toanotherwiseUS-and
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China-dominatedAImarket.Inareflectiononthecurrentdataecon-
omy, theCommissionnotes that 80%of data analysis happens in
centralized cloud infrastructures, a market that is dominated by
non-Europeancompanies,which limitsaccess todataandcompu-
tationpowerforEuropeanactorsanddecreasesthestatesabilityto
governandcontrolit.TheemergenceofnewtechnologylikeAIand
edgecomputingofferopportunitiesto leveltheplayingfieldas“to-
daymostdatarelatestoconsumersandtomorrowfarmoreabundant
datawill come from industry, business and thepublic sector” (Eu-
ropeanCommission2020).Directingstateresearchandinnovation
investments towards European industries that both hold a strong
global position and are crucial to the next phase of digital trans-
formationisseenasawayto(re)gainaccesstodatainfrastructure
spaces.Here,theyreferstoindustriessuchaslow-powerelectronics
neededforedgecomputingorsectorsthatholdawealthofEuropean
datalikehealth,transport,finances,energy,forestryandspace.The
Commissionwarns that the current level of European investments
areonlyafractionofthatofNorthAmericaandAsiaandisurgently
callinguponthepublicandprivatesectortoincreasetheircombined
AIinvestment€20billionayear.Stateinvestmentinnext-generation
technologiesassuchareseenasapowerfultooltoleveltheglobal
playing field, decreasing thedependency onnon-EUactors in the
futuredataeconomyandturntheEUintoa“globalhubfordata.”

In addition, thewhite paper places a strong emphasis on the
roleofpublic institutionsinthedevelopmentofanAImarket.They
arguethatarapiduptakeofAIacrosspublicandcommercialsectors
isneededtoenablebetteraccesstopublicandconsumerservices
foritscitizens,accesstonewgenerationbusinessproducts,andin-
creasingtheefficiencyandeffectivenessofpublicserviceslikehealth
care,transportandlawenforcement.Aclosereadingsuggeststhat
thiscalltoaction,specificallyforthepublicsector,isaimedatgaining
accesstonewdatasourcesneededtotrainAImodelsandcreating
ademand-side forEuropeanmadeAI.Shifting the focus fromcon-
sumerdatatowardsindustriesdatafromsectorssuchastransport,
energy, and health allows research institutions and companies to
gainaccesstothewealthofdataheldbythepublicsector,whoare
consideredtobeakeyproduceroftomorrowsdataeconomy.Inad-
dition,thewhitepaperarguesthat“itisessentialthatpublicadminis-
trations,hospitals,utilityandtransportservices,financialsupervisors,
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andotherareasofpublic interest rapidlybegin todeployproducts
andservicesthatrelyonAIintheiractivities”(EuropeanCommission
2020,8).Healthcareandtransportareidentifiedasindustriesthatare
readyforAIexperimentationasthetechnologiesfortheseareasare
“matureenoughforlargescaledeployment”(EuropeanCommission
2020,7).ThislanguagesuggeststhattheuptakeofAIbythepublic
sectorisnotenvisagedtomeettheactualneedsinthesectorbutas
avehicle to increasedemand for thoseEuropeanAIproducts that
arematureenoughtobedeployedbutdonothaveaclearmarketyet.

TheCommissionacknowledgespotentialrisksassociatedtothe
useofAI,“suchasopaquedecision-making,gender-basedorother
kindsofdiscrimination, intrusion inourprivate livesorbeingused
forcriminalpurposes”(EuropeanCommission2020,1),butpositions
thestatemoreasacatalystratherthanaregulatoroftheAImarket.
Itforegroundsthenotionthatanynewtechnologiesbringwiththem
bothopportunitiesandrisksandhintsattheideathatcertainriskwill
betheresultofimplementingdominantAImodelsthataredeveloped
andownedbynon-Europeanactors.WhiletheCommissionargues
thattheseriskscanbemitigatedbyinvestinginAImodelsbuildon
Europeanvaluesliketherighttohumandignityandprivacyprotec-
tion,whattheCommissionframesas“trustworthy”AI,itisprimarily
seenasawaytocreateauniqueEuropeansellingpointthatwillallow
companies to carve out a niche in theglobalAImarket. For other
harmsthatcouldleadtobias,discriminationandinequality,thewhite
paperproposesalight-touchregulatoryregimethataimstogovern
only those sectors thatare labelledas “high risk,” likehealthcare.
Meanwhile, itwould allow  sectors determined to be “low risk” to
innovatewithoutanynewregulatoryframeworks,insteadproposing
aformofself-regulationthroughvoluntarylabellingofAImodels.As
such, Iargue thatevenwhen theCommission tries toaddress the
risksassociatedwithAI,themarketlogicprevails.

Conclusion
Thecentralaimofthispaperistofurtherexploretherelationshipbe-
tweensocietyandtechnology,whereitmovesawayfromthetechnol-
ogyastheobjectofstudytowardsthepoliticalstructuresthatdriveit.
Here,I’mparticularlyinterestedinthestateasakeyactorthatenables
andissubjectedtolargerparadigmshiftsandbuildonJessop’s(2010)
notion that the statehas the agency to intentionally shape society
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throughitsfinancialinvestment,policiesandregulatoryenvironment.
While its roleasadriverofcontemporary technologies isoftenun-
derexplored,agrowingbodyofresearcharguesthatitsinvestments
andfavorableregulatoryenvironmentshavebeeninstrumentaltothe
emergenceofthedataeconomy.Thisphenomenongaverisetodata
infrastructuresthataredominatedbyafewlargemonopolisticcom-
paniesthatareprimarilybasedintheUnitedStatesandChina,andin
turnenablesandrestrictsstatecraft.Nowthatincreasedprominence
forsustainableeconomicgrowthandsocietalwell-beingisattributed
todata,Iarguethatthedataeconomyhasbecomeanimportantsite
forstatecraft,thestateinitiatesandsupportsdomestictechnological
developmentswiththegoaltomasteremergingdata infrastructure
spaces.

Inordertomakesenseofthestateasakeyactorthatenables
andissubjectedtothetechnologicalparadigm,thispaperengagesin
aclosereadingoftheEuropeanCommission“WhitePaperonAI–A
Europeanapproach”toexplorehowtheirpoliticalrationaleandtech-
nologyagendaisdirectedatshapingthestate-marketnexus.Here,
I argue that the Commission proposes towield Europe’s financial
investment, bureaucratic apparatus and regulatory environment to
ensurethecreationofaEuropeanAImarket,whichisjustifiedbythe
beliefthatmissingoutonthenextphaseintheglobaldataeconomy
willbemoreharmfultoEuropethananypossiblenegativeimpacts
of AI on society. The Commission hopes to further the European
positionon theglobalAImarketbyprioritizingstate investment in
“domestic”researchinstitutionsandcompanies,unlockingdataheld
bypublicauthoritiesasrawmaterialstotrainAImodels,creatingde-
mandforthedomesticAIproductsbyencouragingtherapidadop-
tionofthesetechnologiesinthepublicsector,promotingEuropean
valuesasaunique-selling-pointoftrustworthyAIanddevelopinga
light-touchregulationsystem.Assuch,itcanbearguedthatstates
seemajor shifts in technological development as opportunities to
(re)gaincontroloverdatainfrastructurespacesbydirectingitscen-
tralizedauthority,legislativepower,abilitytomobilizeresourcesand
directthebureaucraticapparatustocreateadomesticmarket.
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For N.: I found a reason to keep living/ 
Oh, and the reason, dear, is you

Let’s start with the end of the world, why don’t we?  
Get it over with and move on to more interesting things. 

—N.K.Jemisin,The Fifth Season,2015.

I’ve seen the future and left it behind. 
—BlackSabbath,“Supernaut,”1972.
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At the End of the World, 
Plant a Tree 

Considerations for the End  
of Human Time

AdamGreenfield

 
§ depressive sibyls and the horizon of catastrophe 
Manyyearsago,whilewalkingacrosstheCongressAvenuebridge
inAustin,Texas– famously, theonewhoseconcretearchesshelter
acolonyofamillionormorebats–thescience-fictionwriterBruce
Sterlingwarnedmeaboutanoccupationalhazardthoseofusprofes-
sionally interestedinthefuturetendtostumbleintoattheonsetof
middleage. It’salwaystempting,heargued, for thewould-beprog-
nosticatortomistakethenarrowingoftheirownpersonalhorizonfor
thatoftheworld’s:“Projection!Rookieblunder.”

I was not, at the time,middle-aged, but Bruce’s point lodged
prettyfirmlyinmyconsciousnessnonetheless.BecausewhatIwas
then,andstillremain,ismildlydepressive.Notenoughtoderailmylife
inanyparticularlyobviousway,thankfully,butsufficientlysotoleave
mewithavivid,visceralsenseofwhatamoreseriouscasewould
feellike.Andfromthisvantagepoint,itseemsplainthatalloftheat-
tritionaldynamicsthataccompany,ormaybeconstitute,depression
–thepremonitoryawarenessofloomingcatastrophe,theprogressive
foreclosureofpossibility,thecertaintythatanyattemptsatrecovery
orrepairaremereabjectfutility–arethingsoneisjustasliableto
projectoutwardontotheworldasanyoftheangstthatattendsthe
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processofaging.It’ssomethingI’vehadtimetothinkaboutagood
deallately,inthecourseofthisoddpandemicsummer-in-abeyance:
howmuchofthegatheringgloomIperceiveisactuallyouttherein
anyobjectivesense,howmuchisjustthedistortiveeffectofmyown
depressivefilterontheworld?

Here,youmakethecall.Thisiswhat’sinthetwotabsmostrecently
openedinmybrowser,neitherofwhichhaveanyovertconnectionto
thepandemic.InoneisSominiSengupta’sgruelingNew York Times
account(Sengupta2020)ofhowclimateextremesdisproportionately
impact themostvulnerablepeopleonEarth, limnedwithplentyof
vividandheartbreakinglocaldetail;intheother,theTwitterstreamof
anartificialintelligenceresearchernamedGwern,1dedicatedrecent-
lytomusingsabouttheGPT3learningalgorithm,andtheswiftness
withwhichitislikelytoexceedhumancapabilityinafewspecified
domainsofknowledgeproduction.

Theycouldn’tbemoredifferenttonally,texturally,intheirrelative
concernforhumanityorlackthereof,butwhatthesetwoaccounts
haveincommonisthesensethatprofoundandrelativelynear-term
social reorderings are already baked into ourway of doing things.
AndwhenIsay“socialreorderings,”reallywhatImeanissomething
more like apunctuationonour era.Both the journalist and theAI
researcher leave the reader imagining a wavefront sweeping over
thefaceofeverydayrealityandremakingitutterly,rightdowntothe
molecularlevel,andbothleadthatreadertotheinescapableconclu-
sionthatwhateverunderwaterearthquaketriggeredthistsunamito
beginwith,itwassomethingthathappenedawhileback.

Whatdowecall this curious regimeof theunbearablydrawn-
out ellipsiswe find ourselves inhabiting?Whether it resulted from
thecenturyormoreinwhichwedumpedgreenhousegasesintoan
atmospheremoresensitivethanweunderstood,orthegestationof
somethingcapableofoutdoingus inthepracticeofourmostcher-
ishedcraftsintherackedprocessorsofablandlycorporateresearch
lab,itseemsclearthatsomefatalchangeofstatehasalreadytaken
place.Andallthatislefttousnowistoendureamoreorlessextend-
edprocessof theconsequencespropagatingthroughthe intercon-
nectedsystemsoftheworld,untilthepointthatthey’remademan-
ifest in theeveryday. Ineithercase,whicheverSwordofDamocles

1  twitter.com/gwern.
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hangs above us, the thread suspending it has already frayed and
snapped;nowwe’rejustwaiting,WileE.Coyote-like,forgravitytodo
whatgravitydoes.

Arebothof thesescenariosequally likely, though? It’shard to
read usually jaundiced or constitutionally wary researchers dis-
cussing their impressions of GPT3 without getting a sense that
somethinguncannymaywellhavestirredintheindistinctmurkthat
separates mere “machine learning” from genuine “artificial intelli-
gence.”Trainedonanunprecedentedlylargecorpusofhumancom-
munication, thequality thatGPT3brings tobearonaproblemdo-
mainmightwithsomelegitimacybecalled“insight,”inasmuchasit’s
nodifferent,formallyifnotmechanically,fromwhatweourselvesdo
whenwewritemusic,preparealegalbrief,diagnoseadiseasefrom
lab-testresults,orsketchoutthespinalargumentofanessay.Ifnot
thisparticularalgorithm, then,surely its immediatesuccessorswill
demonstrate to themostskepticalobservergenerativeabstraction
ofarichnesscomparabletoatalentedhumanbeing,andtherefore
satisfyoneofthebasiccriteriaof“intelligence,”nomatterhowwe
mayotherwisetinkerwiththedefinitionalgoalposts.

Andgivensuchacapacitylooseintheworld,itbecomesdifficult
toseehowitdoesnotradicallytransfigureallthosefieldsofendeavor
reliantonanunderlyingdynamicofpattern recognitionand impro-
visationallyvariablebutsituationallyappropriateresponse–whichis
tosay,again,law,medicine,architecture,designandartisticcreation,
tonameonlyavery few.But forall that, evennow there remaina
greatmany assumptions anddependencies standingbetween the
waysinwhichwepresentlydothingsandaworldremadebyartifi-
cialintelligence.ThethingbeingdiscussedinGwern’sTwitterstream
mayfallshortofexpectations,mayneverbecomeconsequentinthe
orderingofourdailylives,maysimplynevercometopassinanyform
itsmostferventproponents(orcritics)wouldrecognize.

Butheating?That’sanotherstoryentirely.Far frombeingcon-
tingent, extremeheating is overdetermined; indeed, asSengupta’s
articlemakesinescapablyplain, forsomanyofus it’salreadyhere.
Even ifall theendlessly ramifiedoperationsof theglobaleconomy
could somehow immediately, instantly and painlessly be rendered
carbon-neutral, some degree of planetary heating would still be
boundtohappen.Thereremainssomevalidquestionastojusthow
much heating,where, andwith justwhat impact on the delicately
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equilibratedsystems that sustainallEarthly life.Butwhereverone
setstheconfidenceboundsaroundthisremnantuncertainty,enough
oilhasalreadybeenpumpedtothesurface,enoughcoalhasalready
beenburned,enoughoftheircarbonhasalreadybeenliberatedtotip
theatmosphereintoanewstateofbeing.Again,anotinsignificant
numberofpeopleonEarth,mostof themverypoor,alreadyknow
exactlywhatthisfeelslike–theTimespiecechecksinwithanAfghan
refugeeinAthens,aworking-classfamilyofHouston,avillageinthe
petrochemicalsacrificezoneoftheNigerDelta,andaCh’ortiMayan
farmerinthe“DryCorridor”ofGuatemala,amongothers–whilethe
restofusarejustsittingaround,waitingnervouslyforthebilltocome
due.

And this at 415 ppm carbon dioxide in the atmosphere and a
single degree Celsius of warming, when both numbers are rising
fast.On justa fewmoments’ reflection, it’senough,easilyenough,
toconvincemethatwhateverdistortionImaybeprojectingontoit
byvirtueofmyparticularneurochemistry,thefundamentalshapeof
Earthlyrealityisindeedeverybitasfuckedasitappearstobe.The
wagerhereisn’tthatbigheatiscoming,oreventhatbillionsofpeo-
plewillexperienceitsdeleteriouseffectsdirectlyandforthemselves;
thosearecertainties.Thespecificassertion I’mmaking is that the
combineddirect and indirect consequences of that heatingwill in
fairlyshortorderexceedthecapacityofoursocial,technical,political
andeconomicsystems–inotherwords,ourplanetarycivilization–to
containthem.Andifby“shortorder,” Imean“atsomepoint inthe
nexttentofifteenyears,”that’sprobablyoptimistic.Thisisourworld
now.Thesearetheskiesunderwhichwewillliveouttherestofour
days.

§ this place is not a place of honor, no highly esteemed 
deed is commemorated here 
Havingonceacceptedthis,thequestion,ofcourse,iswhatanyofus
candoaboutit.Whathappenswhenwenotmerelytaketheall-but-
completeunwindingofeverythingwe’veeverknownasagiven,but
faceuptoitsimplications?

Oneschoolofthoughtisstraightforward:grabholdofeverything
youcan,whileyoucan,andfucktherest.Ipromiseyouthatthisis
onlybarelyaglossonthe“caseagainsthelpingthepoor”elaborat-
edbytheecologistGarrettHardinina1974article(Hardin1974)on
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“lifeboat ethics,” in which acts of murderous selfishness are justi-
fiedon thebasisofanamateurishlyworked-oututilitarianism. It is
Hardin’spositionthatonanimperiledplanet,weowenodebtofcare
whatsoever to thosecarefullydepersonalizedotherswhoseclaims
toanequitableshareofdwindlingresourcesostensiblythreatenour
ownprecariousability tosurvive.Though, tobesure,nativismnev-
errequiresintellectualrationalization,thereisneverthelessadirect
linefromHardin’sI-got-mineethicstotheOrbansandSalvinis,the
Pegidas andGoldenDawns, to all thosewho’d rather see climate
refugeesdrownedintheMediterraneanthanofferedanewleaseon
lifeinEurope.

To a first approximation, anyway, there are no degrees of dif-
ference whatsoever between Hardin’s depiction of things and
that offered in Jean Raspail’s notorious novel of the year before,
The Camp of the Saints (Raspail 1994),2 in which the “numberless
disinheritedpeopleoftheSouth,”intakingflightfromecologicalca-
tastrophe,swampandoverwhelmthe lastredoubtsofastruggling
European civilization. Astonishingly, though, if the distance sepa-
ratingRaspail’sracismfromHardin’sremainsunmeasurablebyany
instrumentknowntoscience,theformerisproperlyunderstoodasa
frankwhitesupremacistandimmediateforerunnerofthecontempo-
raryextremeright,whileonecaninCurrentYearstillusethelatter’s
name in respectable company.His “tragedy of the commons” has
passedintoeverydaylanguage,despitebeinglittlemorethanathin-
ly-veiled,ideologicallymotivatedandprofoundlyunempiricalattack
onthenotionthatpeoplearecapableofmutualityandself-regulation
in their use of resources.3 But if there reallywere such a thing as
cancellation,Hardinwouldmakeaparticularlystrongcandidatefor
it:notmerely ishisconceptionof thingsprima facie odious,hisde-
pictionofnegotiationovertheuseofresourcesasnecessarilyazero-
sumwarofallagainstallfliesinthefaceofeverythingcontemporary
anthropology teachesusabouthumancooperation.Manifestly the

2  Again, be cautioned that this is an explicitly white-supremacist work from an 
explicitly white-supremacist publisher, just as you’d expect of a text singled out for 
praise by the likes of Steve Bannon and Stephen Miller.

3  As we humans have been doing, observably and consistently, throughout our 
history, and methodically enough that an analysis of the conventions involved could 
win Elinor Ostrom a Nobel Prize (see Ostrom 1991).
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productionofamutilatedsoul,thisperspectiverequiresandwillre-
ceivenofurtherconsiderationhere.

Anotherschoolofthoughtcounsels–andagain,thisisonlythe
merest paraphrase – that theonlywayout of the crisesbesetting
usisthrough.Nurturedonthestronglinearityofhistoricalmaterial-
ism,thecurrentknownasleftaccelerationismarguesthatproperly
enlightenedhumanity ought to understand thehot densemass of
latecapitalismasagravitationalslingshotcapableofhurtling it to-
wardaliberatoryhorizon,evenastheclockdrawsclosertoplanetary
midnight.Wecan leave thezero-sumscarcitygamesbehind ifwe
“unleash[the] latentproductive forces”generatedwithincapitalism
itself, treating this stage of Amazons and Tencents slouching to-
wardmonopolyasadialecticalenginealmosthelplesslygenerating
theverytoolsrequiredtobringaboutitsdisassemblyandeventual
replacement.

In practical terms, this evidentlymeans a commitment to the
fastest and most aggressive possible elaboration of the informa-
tion-technicalcapabilities that firstbecomepossible in latecapital-
ism: ubiquitous networking, distributed sensing for near-real-time
demandassessment,automateddigital fabrication,autonomous in-
termodallogisticsforfulfillment,andartificialintelligenceforforward
economicplanning,withself-ownershipofthemeansofproduction
intheformofhybrid,transhumanentitiesencodedonablockchain,
andsomedegreeofnanotechnologicalgeoengineeringthrowninto
themixtomitigateorreverse(!) theworstclimatologicaleffectsof
theAnthropoceneovershoot.SofarasIunderstandit,theideaisto
upendthesurplusvaluetheorybyintroducingfactorsofinfinityinto
itsequations,bringingthecapitalisteratoaformalconclusionand
(notincidentally)liberatinghumanityfromlaboranddrudgeryforev-
er.Thiswouldrepresentnotsomuchthecontinuationofpoliticsby
technicalmeansasitsthoroughungrounding:anevacuationoreven
annihilationofthetermsonwhichmostofwhatwemeanbypolitical
economyhasrestedforthepastfewhundredyears.

HereI’msimplyinclinedtoagreewithAudreLorde(2017)regard-
ingtheoddsthatonemighteverdismantlethemaster’shousewith
hisowntools,letalonebuildwiththemsomethingmorefelicitous,but
accelerationistsreallybelievethisstuff.What’sstillmoreintriguingto
me is that theyarrivedonthescenealreadyequippedwithaclear
senseofwhatwaspreventingtheemancipatorybreakthroughfrom
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ignitingmorebroadly:anarchists,WobbliesandBookchinianmuni-
cipalists.“Themostimportantdivisionintoday’sLeft,”AlexWilliams
andNickSrnicekmaintain,intheirseminal“#Accelerate:Manifesto
foranAccelerationistPolitics”of2013,“isbetweenthosewhoholdto
afolkpoliticsoflocalism,directaction,andrelentlesshorizontalism,
andthosethatoutlinewhatmustbecomecalledanaccelerationist
politicsateasewithamodernityofabstraction,complexity,globality,
andtechnology”(WilliamsandSrnicek2013).

SrnicekandWilliams(2015)developthisargumentatsignificantly
greaterlengthintheirsubsequentbook Inventing the Future,whichat
leasthasthevirtueofdispensingwithanycringeyhashtagsintheti-
tle(andcontainsasolidinstitutionalanalysisofneoliberalismintothe
bargain).Butreallymostofthenecessarystiletto-workhasalready
beendonebythecoinagefolkpolitics,whichisbothrhetoricallyef-
fectiveand,asthoseofuswithlongtimeexperienceofleftorganizing
knowfullwell,notwithoutacertainsnidejustice.It’sthehardened
LeninistoperativeofDorisLessing’sThe Good Terrorist (1985),coolly
regarding thehopelesslydisorganized rabbleof squatter “activists”
nextdoor,ortheamphetamine-taut,black-cladVelvetUnderground
newlyarrivedonthepsychedelicWestCoast,sneeringattheGrateful
Deadandtheirfuggy-vague,buckskin-fringeacolytes.Ifit’snotquite
asrepudiativeasthetermarch-orur-accelerationistNickLanduses
todenotethefollyandfutilityofconventional,all-too-humanpolitics
(“monkeybusiness”),neitherdoesitleaveyouwithanydoubtoftheir
feelingsregardingthesophisticationofthiswayofdoingthings.

It’struethatthe limitsofparticipatoryanddeliberativepolitics
arepainfullyobvious toanyonewho’severattendedacitycouncil
meeting,thatradical“directaction”canalltoooftenamounttolittle
morethanflypostedstickersandspraypaintedslogansonthewalls
ofadecidedlyindifferentcity,thatacommitmenttoinclusionoften
meansinteractingwithpeoplepoorlyequippedtomakeproductive
contributions,andthatmakingtoogreatafetishofhorizontalorgani-
zation isgenerallya fairlyeffectivewayofproducing inertia.More-
over, it’snotasiforganizersareunawareoftheperilslurkinginan
unconsideredembraceof the local for itsownsake,orthatsympa-
theticurbansociologistshavenotinfactdevelopedaminorbodyof
thoughtaroundwaystocircumventthis“localtrap”(seee.g.,Purcell
2006).Thesedynamicsarewellunderstood,evenorperhapsespe-
cially among that cohort the accelerationists regard as hopelessly
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retrogradedevoteesofacornyanddiscreditedmodeofpolitics.But
theyscarcelyseemlikesufficientreasontodispensewithasuiteof
powerful,widely-applicable, low-cost, low-barrier-to-entry tools for
making change. And of course it’s nothing short of absurd to de-
pictthehorizontalistleftasanentityinanywaycapableofstanding
athwart,orevenmarkedlyslowing,theonrushingpaceoftechnical
development.

Whatmakesmybeefwith accelerationismof this stripemore
than justan(other) internecineslap-fighton the lefthas todowith
thedegree towhich itpropsupanalreadyquitedominant tenden-
cyintheculture.Whenaccelerationistsimplicitlyproposestepping
back from the difficult, exhausting and emotionally taxingwork of
organizingforjusticeattheinterpersonalandintercommunallevels,
andcounselinsteadthedeploymentoftechnologytoautomatethe
revolution,whattheyareineffectdoingisthrowinginwithamindset
Ithinkofascalculativeinstrumentalism:aparadigminwhichpeople
arereducedtooperandsandgeneratorsofusefullyactionabledata,
whilethedigitalenumeration,quantificationandcharacterizationof
populationsegmentsaremore important thanany subjectivity the
individuals involvedmay happen to possess. Itwill likely not have
escapedyou,ofcourse,thatthisistheselfsamemodelonwhichthe
reigningsociotechnicalorderisfounded,thesinglesetofvaluesand
framingsunderlyingboth the “surveillance capitalism”of theWest
and the draconian social credit systems of the Chinese state. So,
howevermuchitmaybepleasedtopresentitselfascritical,acceler-
ationismoftheleftdisplaysacomplacencywiththepresentwayof
doingthingsthatstartstolookawholelotlikeacquiescence,oreven
complicity.Andinanyevent,it’shardtoavoidnoticingthatthefully
interlinked,frictionlesslyglobalizedmilieuonwhichaccelerationists
likeSrnicekandWilliamspredicate theircoreargumentwasbeing
eroded from beneath even as they wrote. (Even at its peak, late-
capitalistmodernitywasneversimplyanopenplatformonemight
simplywriteanAPIforandrunniftysocialistapplicationsontopof.)

Thaterosion,which isonly likely toworsen in themonthsand
yearsahead,presents this lineof thoughtwithamajorproblem. If,
post-Haraway,it’sbecomesomethingofaclichétoobservethatallof
usarealwaysalreadycyborgsofonesortoranother,thisnonetheless
remainsprofoundlyandintimatelytrue:toliveinmodernityistolive
inextension,spreadoutacrossasprawlingprofusionofhybridand
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heterogeneouslife-supportsystems.Forsomanyofus,ourabilityto
actintheworld–innotafewcases,ourverysenseofself–isunder-
girdedbyanelaborateandwidelydistributedinfrastructureofphar-
macomedical technics. The lineaments of our selfhood now come
to us from the far endof a perilously extended supply chain, their
journeytoourdoorstepsubjecttoa litanyofvagariesbothentirely
predictable (heavyweather, spiking fuel costs)andall-but-random
(territorialdisputesandregulatoryfrictions,piracy,difficultiessecur-
ing insurance, ransomwareattackson theplanningsoftware,even
volcanicashinthestratosphere).Worseyet,constraintsimposedby
theuniversal late-capitalistdoctrinesof just-in-timemanufacturing
andleaninventoryrendereachlinkagealongthewaysotightlycou-
pledtothenextthattheentiremeshworkofconnectionhasbecome
brittleandacutelysensitivetodisruption.Andwhatpoliticalacceler-
ationismofanysortrarelyseemstoreckonwithishowverycontin-
gentallofthisis,howeasilyitcanallcomecrashingdown.

TorecallthefirstmonthorsoofCOVIDlockdown,orstillmore
sotolookaheadtotheendemicrigorsofahardBrexit,istocontem-
plateanexistencewithoutprosthesisorenablingtechnology,without
reliableaccesstocontactlenses,insulinpumps,moodstabilizersor
hormones.Notethatitdoesn’ttakeanythingnearlysoconsequential
asafour-degreeCelsiusriseinglobaltemperaturetoachievethis,or
thewholesaletransfigurationofthetermsofexistenceatthehands
ofarampantAI.Itjusttakesagovernmentofnot-particularly-capa-
bleplacemen,facedwithasituationwhosemountingcomplexityhas
exceeded theirability tocomprehend it,againstabackdropwhere
whateverlocal,stateandtransnationalinstitutionsmighthaveserved
asacheckhaveallquitedeliberatelybeenhollowedout.Ifitseems
likeitmightbedifficulttoslingshotforwardtofullyautomatedluxury
communismundersuchcircumstances,well,maybethat’sbecause
itplainlywouldbe–unless,Isuppose,you’vegotafargreaterfaithin
therawpowerofdialecticsthanIdo.Infact,everythingleftaccelera-
tionistslikeSrnicekandWilliamscallforassumesthepersistenceof
asociotechnicsettlementthatisradicallycontingentandcanevapo-
rate,locallyorglobally,withtheproverbialwaveofahand.

Giving them the benefit of the doubt, let’s assume left accel-
erationistsof theSrnicek-Williamstendencyhavebeensoberedby
theunfoldingofeventssincethepublicationoftheir#manifesto,and
have latterlyhadsecond thoughtsabout thedegree towhich they
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wishtoplacetheirbetsontheongoingavailabilityoflatecapitalism
asaplatformonwhichtoorganizeitsowntranscendence.Whether
they’veyetbeentemperedinthiswayornot,though,it’spasttimewe
starttothinkcoherentlyandproductivelyaboutawayoflife–anda
rewarding,justandfruitfuloneatthat–basedontoolsandcapacities
towhichwehavepermanentrecourse,nomatterwhatelsehappens.

§ the system was blinking red 
It’snotasiftheunderstandingthatweliveontheupperfloorsofa
teeteringhouseofcardsisespeciallyunusual.Iftheunnervingfragili-
tyofthecomplexsystemsthatunderwriteeverydaylifeinthewealthy
Northanditspeak-developmentexclaveselsewhereisnowthestuff
ofordinaryconsciousness–underscoredeverytimerollingblackouts
areimposedoraDayZerodroughtcrisislooms–asentineltwitching
warningus that something inourwayoforganizing theworldwas
dangerouslyoffhasresidedinourcollectiveawarenessforhalfacen-
turyorlonger.

Thoughmanifestationsofthisawarenesshadshownupearlier,
mostnotablyinthegroundswellofecologicalactivismthatfollowed
thepublicationofRachelCarson’s1962Silent Springandreachedan
initialculminationintheinauguralEarthDayof1970,itfirstappeared
tomostofusintheformofapopulardiscoursearound“sustainabili-
ty.”Thiswasaframingwhichfirststartedtogaintractionduringthe
decadesleadinguptotheturnofthemillennium,aperiodinwhich
the impactofhumanactivityon theecospherehad finallybecome
toodifficulttodeny,dismissorignore.Familiartousasthestuffof
governmental white papers, brightly-branded corporate social re-
sponsibility initiatives, “green” product design,municipal recycling
drives, best-practice certifications and any number of philanthrop-
icoracademic fundingopportunities,sustainabilitywasadoctrine
thataimedtopreserve themightyconsumerengineof latecapital-
ism(anditspoliticallysedativeeffects)bytinkeringatthemarginsof
itsworld-heatingrepercussions,shavingafewpointsofftherateof
changeoftherateofchange.

Asanodyneandpointlessasitmighthavebeen,though,itsoon
becameclear thateventhisgoalwouldremainbeyondreach.And
thiswasbecausesustainabilityharboredatitsverycoreanoutright
lie: predicated as itwasupon the relatively rapiddrawdownof an
irreplaceablestoreoffossilenergy,therewasnotasinglethingabout



AttheEndoftheWorld,PlantaTree

157

theachievementofmodernitythatevercouldhavebeensustained
indefinitely.Itwasaone-timeshot,anall-or-nothinggambleonrid-
ingthehighenergydensityofresourceslaiddownmillionsofyears
inthepasttoapointatwhichplanetarycivilizationwouldbecapable
oforganizing itselfaroundsolarandwindpower(Malm2016).And
whileplainlyacknowledgingthisstateofaffairswasoutoftheques-
tion–itwouldhavecutfartooclosetoabandoningtheelucidating
logiconwhichthelate-capitalistbountydepended–bythetimeof
HurricaneKatrinaitwascleartomostobserversthatthesustainabil-
itydiscoursewas,astheBritishliketosay,nolongerfitforpurpose.

By this time, however, an entire sector had grown up around
sustainability,bothageneratorofpotentalibisforbusiness-as-usual
andanemploymentschemenotwithoutacertaineconomicsalience
in itsownright.Rather thanretiringthissemanticniche, then,and
standingdownall thechurnofdiscursiveandeconomicactivity it
supported, what happened was a precession of the buzzwords.
Whilesustainabilitystilloccasionallycropsupasatopicofdiscussion
amongthoseindividualsandinstitutionsthataremorethanusually
behindthecurve,throughoutthe2010sitwasprogressivelyeffaced
asanobjectofthoughtbyanewterm.

These days, the conventional institutional response to desta-
bilizing climatological events is generally articulated in terms of a
discourseof“resilience,”definedasasystem’scapacitytoretainits
structureandfunctionafterhavingbeenexposedtosomeexogenous
shock.Andsolongaswelimitourselvesstrictlytoaconsideration
oftheecologicalandphysicalsystemswhosebehaviorthetermwas
originallymeant todescribe, this isaperfectlyusefulconcept.But
as far backas 2013, thegeographersDannyMacKinnonandKate
Driscoll Derickson were already arguing that as a prescription for
human systems, this rhetoric – then just emerging fromacademia,
andnowofcourseinescapableacrossthepublicandprivatesectors
–wasjustasintellectuallybankruptasthediscourseofsustainability
itwasintendedtoreplace(MacKinnonandDerickson2013).

Onaclosereading,therhetoricofresiliencecanbeunderstood
as a tacit admission that sustainability failed, and therefore, by ex-
tension, that the project of high-complexity human civilization on
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Earthhasalreadycrested.4“Resilience”istosaythatwhilewecan
nolongerforestallthetrainofclimateimpactsbearingdownonus,
perhapswe can at least engineer our systems, social asmuch as
technical, so that they recover fromeachsuccessivesetback inas
timelyandcompleteamannerascanpossiblybeachieved.Iimagine
thattheadventofthisnewrhetoriccameassomerelieftotheentire
stratum of sustainability-orientedmanagement consultancies, con-
ferenceorganizers,“thoughtleaders”andgrantwriterswhowerein
dangeroffindingthemselvesinanuntenableposition;havingstyled
themselvesexpertsintheonething,theymostofthemnowpivoted
smoothlytooffertheirinsightintotheother.

But again, an impasse. If somewhat obvious, the question
MacKinnonandDericksonposedofthenewrhetoricwasnonethe-
lessonenobodyelseseemstohavethoughttoask:ifbeingresilient
istobounceback,justwhatisitwe’resupposedtobebouncingback
to?Iftheorderofthingsiscurrentlyunjust,thatis,wouldn’tattempts
torestorethestatus quo antefollowingsomedisruptivepulseevent
stabilizethatinjustice,ifnotsetitinstone?Andisn’titaddinginsultto
injurytoaskthatalready-desperatecommunitiesshoulderthecosts
andburdensofthisstabilizingwork,allinthenameofconservingor
retainingasystemthatneveronceworkedforthem?

MacKinnonandDericksonwinduparguingthatresilienceitself
oughttobetossedonthescrapheap,preferablytobesupplanteden-
tirelybyaratherlesstotalizingapproachtheycall“resourcefulness,”
more attuned to the needs and capacities of communities under
pressure.Andheretheearperksup,becauseofalltheresponsesto
societalcollapsewe’veconsidered,resourcefulnessseemstoallude
mostdirectlytoacapacitythatonemightnurtureanddevelop,both
personally and communally. Beyond a fewbullet-pointeddesidera-
ta, though, and possibly out of an entirely justified concern that it
notbereifiedandmarketedinthesamewaythatsustainabilityand
resiliencewerebeforeit,MacKinnonandDericksondon’tsaymuch
aboutwhatresourcefulnessmightlooklike.Havingestablishedthat
theirfundamentalparadigmis“oneinwhichcommunitieshavethe

4  In context, the metaphoric expression I might otherwise turn to in order to describe 
such a point of maximum development is precisely inapposite. Whenever it is that a 
“high-water mark” eventually comes upon us, it will be one that leaves the towers of 
our coastal cities waistdeep in the unrelenting waves.
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capacity to engage in genuinely deliberative democratic dialogue
to develop contestable alternative agendas andwork inways that
meaningfully challenge existing power relations” (MacKinnon and
Derickson2013,263),theynevergoontofleshouttheideaindetail.

Butperhapsit’snottheirresponsibilitytodoso.Sometimesdi-
agnosis iscontributionenough.Maybeit’suptoustodevelopthis
notionofresourcefulnessfurther.

§ if I look hard enough into the setting sun 
Ofcourse,therearemanydifferentkindsofresourcefulness.Media
theoristAlisonPowellpointsoutthat“peopleareendlesslyresource-
fulalready,intheimpossibleconditionsweallvariouslylivein,”and
that “intersecting challenges invite different resourcing” (Powell
2020).Thisisundoubtedlythecase,aswillbeaffirmedbyanyonewho
haswitnessedthehustleandingenuityittakestoekeoutadignified
existenceasasinglemother,oraclientofsocialservices,orforthat
matterboth.Ifmanyofusknowpeoplewhomodelthissortofbehav-
iorintheirownlives,though,orperhapsevenarefortunateenough
tobeoneourselves,itstillhelpstohaveacommonpointofreference,
somethingtopointatandsay:that,thatrightthereispartofwhatI
meanwhenIusethisword.

For me, one useful point of reference is a wordless series of
videosI’verecentlytakentowatchingonYouTube,inwhichaskinny,
shirtlesswhitemansquatsinaclearingsomewhereinthejunglesof
Australia’sFarNorthQueenslandand–equippedwithnomorethan
the livingbiomearoundhimandaworkingknowledgeofphysics–
painstakinglybootstrapshimselffromjustaboutliterallynothingto
areasonablestandardofcomfort.

This is Primitive Technology, the life/work of someone named
JohnPlant.5Giventhelocalehe’schosenforhisexperiments,Icon-
fesstohavingsignificantconcernsabouttheerasureoftheultimate
sources of Plant’s knowledge. But there’s refreshingly little in the
wayofmachismotohisvideos,andabsolutelynoneoftheparanoia,
coded racism and red-in-tooth-and-claw chestbeating otherwise
endemictothesurvivalistgenre.Infact,Planteschewsthetacticool
trappingsentirely:theaestheticiswabi-sabi,even“Zen-like.”Think
sandalsofwovenreed,notoperatorchic.

5  Perhaps inevitably, the video series has been turned into a book (Plant 2019).
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For all that Plant offers a perfect vignette of rugged settler-
colonialist individualism in itspreferredself-image, therearemany
qualitiestoappreciateaboutthePrimitive Technologyvideos,andtwo
inparticularthatIcherish.Thefirstisthefrom-first-principlesnessof
them.Allbutnakedinhisclearing,Plantstartsbyhand-craftingthe
most basic tools: axe, awl, cordage. From this inventory of simple
machines,eachnewthinghecontrivesallowshimtoessaysomestill
moreelaborateproject,inanupwardcascadeofenablingtechnology
that culminates (after an elapsewhich is elided in the videos, but
whichcannotbelessthanmanyweeks) inthecomfortofathatch-
roofed,brick-walledshelter,completewithhearthandchimneyand
awater-hammerrunninginanearbycreektoautomatethepounding
ofgrain fordinner. If it’salmostalwaysaseriousblunder to tryde-
velopingaphilosophicalsystemfromfirstpremises, it’s fascinating
towatchsomeonedevelopingthematerialsubstrateofanentirecul-
turefromasimilarlycoldstart.It’slikeseeingthetechtreeofaCiv
gamerecapitulatedinreallife:thisandthisgetyouthat;putallthose
togetherandyoucanmakeoneof these.Hemightnothavemade
itquiteasfarasReplaceableParts(yet?),butPlant’srigoroffersus
existenceproofthatevenifthematerialbasisofourbeingfallsback
tovirtuallynothing,somerealmeasureofitscomfortscanberebuilt
withinsight,patienceandhumility.

The second thing I love about Primitive Technology is a little
more subtle, and it’s something I’ve inferred from glimpses rather
thananythingPlant’severmadeaconsciousdecision tohighlight:
attheirbest,manyofthethingshemakesbyhandbeartheimprint
ofasophisticatedaestheticI’dbehard-pressedtocallanythingbut
“modernist.”Thesepotentiallycrude implements,withall theircom-
ponentsharvestedfromtheforest,areinsteadmarkedwithasimplic-
ity,refinementandregularitythatfeel–butperhapsthisismyigno-
rancespeaking6–likethesignatureofanadvancedindustrial-design
culture. (Plant’s vent-gridded furnace, in particular, might be the
handicraftofsomeFlintstonianJonyIve.)ThelessonIlearnfromthis
isthatevenwhenstartingfrombedrockzero,thoseofusraisedina

6  Again, thinking of this as in any way particularly contemporary might very much 
be an artifact of my prejudice; the Romans, notably, developed standardized rolling 
stock to support military logistics, and more broadly imposed what we’d now think 
of as interoperability standards on their imperial mobility infrastructure (see also 
Amale et al. 2000).
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technically sophisticated,high-complexitycivilizationbringwithus
everythingwe’veinternalizedaboutthedesignoftechnicallysophis-
ticated, high-complexity systems, and are thereafter able to apply
theseinsightstoeverythingwemake.Itmaynotbepreciselywhat
theaccelerationistsmeantabout latecapitalismbeingadialectical
enginecapableofgeneratingthetoolsnecessaryforitsreplacement,
butitisnonethelessanadvantageanditcanbeputtouse.

IwonderifI’maloneinperceivinginPlant’sworkaconcernfor
careandnurture,orperhapsmoresimply for shelter fromanenvi-
ronment whose implacable indifference might easily be mistaken
forhostility.Itseemsimplicittome,though,thatthisisthepurpose
behindallhisingenuity,exertionandcraft:hemakestoolstomake
bricks,brickstomakewalls,wallstomakeanenclosure,andultimate-
lyanenclosuresohehasasafespaceinwhichtorestandponderthe
furtherdevelopmentofhistechnique.TheHeideggerianprogression
ofbuilding,dwelling,thinkingisintactinPrimitive Technology,andit
seemsdirectedtowardthisparticularend.

Sohere’saworkingdefinitionofresourcefulness,basedonmy
understandingofjustwhatitisthatPlantisdoing.Itsdevelopment
firstrequiresthatwelearntoseetheworlddifferently,teachingour-
selves to scan the local environment through eyes attuned to the
usefulproperties,capacitiesandaffordancesofthethingsaroundus.
Second,we remindourselves that utility isn’t always simply ready-
to-hand,andthatsomematerialortopologicaltransformationmight
benecessarytoreleaseitfromagivenobject(thereedsneedtobe
carefullywovenandbraidedbeforetheycanserveascordage,the
clayneedstobebakedbeforeitcanbeargravitationalloadasabrick,
andsoon).Third,weapplytothesetaskseverythingwecarrywith
usfromtheyearsspentinacultureluckyandrichenoughtoachieve
refinement.Theremaybesomethingtobesaid,aswell,fortheculti-
vationofacriticalmetaskillonwhichallelsewouldseemtodepend,
ageneralorientationtowardopenness,plasticityandskillacquisition.
Finally,weunderstandthatthepointofallthisisneverresourceful-
ness-in-itself but resourcefulness-toward-something, and that the
“something”inquestionistheprovisionofshelter.

Exceptintheveryworstscenariosofsocietalcollapse(bywhich
pointI,atleast,wouldhonestlybewellpastcaring),Idon’tsuppose
that even profound disruptions would deprive us of the material
bounty all around for long enough for the fabrication techniques
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demonstrated inPrimitive Technology to becomepractically useful
inday-to-day life.Sothemost interestingquestionsPlant’soeuvre
posesformeareanalogical.Howmuchofwhatheachievesinthe
register ofmateriality has parallels for the register of conviviality?
Wherewouldyoustartiftheshelteryouwantedtocraft,underthe
leastpropitiouscircumstances,waspsychicratherthanphysical,and
scaled to thecollective rather thana single individual?Andof the
toolsyou’dneedtobuildsuchathing,whichdoweretainaccessto,
nomatterwhatelsehappens?

Onewayofanswering(andgoaheadandassumeitwillbemy
way)canbe found inprecisely thesetofqualitiesaccelerationism
looksdownitsnoseat.Almostbydefinition,wewillnotexperience
theundoingasasingleglobalevent,butratherasoneinanendless
propagation of intermeshed local crises stretching far beyond our
perceptual horizon in space and time alike.Andwhichever aspect
of this hypersurface reveals itself to us at any givenmoment, it is
somethingwewillhavetoconfrontwiththepeoplearoundus,those
whoconstituteour immediatephysicalcommunity. Itseemstome
thatundersuchcircumstances,anyeffortatbuildingupshelterfrom
degreezerothereforeinvolvesasmall-scalepoliticsoflocaldeliber-
ation,basedonthecapacitytoassess,propose,discuss,debateand
decide.Ifanything,theseskillsbecomemoreandnotlessvitalwhen
a community finds itself under heavy manners, because the con-
sequencesofbaddecisionsandthecostsofallowingevenasmall
minorityofmemberstobecomingalienatedfromthegrouparethat
muchstarker. In thiscontext, resourcefulnessmightmeannothing
somuchasrefiningourcapacitiestolisten,toempathizeandtohold
space.

Put somewhat differently, the “localism, direct action and re-
lentlesshorizontalism” thatAlexWilliamsandNickSrnicek findso
unutterably corny strike me as having the signal virtue of Plant’s
tools.Asorganizingprinciples,they’rerobustandhardy,capableof
beingdeployedatjustaboutanytimeinjustaboutanyplacebyjust
about anyone, elaboratedusingonly the things theyhave at hand
and the resources even amodestly generous environment affords
them.They requiresomeskill, certainly,butnosensorsother than
the bodily oneswe show upwith, no calculation beyond the rudi-
mentarytabulationinvolvedinassessingtheprevailingsentimentin
aroom,nostoragebeyondthatacommunitywishestodedicateto
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thepreservationofitsinstitutionalmemory.Theyarealwaystherefor
ustouse.Soit’simperativetoresistdepictionsofthiswayoforganiz-
ingthingsassomehowbeingretrograde,ornottakingfulladvantage
ofthesociotechnicalpossibilitiesaffordedbyourparticularmoment.
Ifanything, I’dargue that these techniquesaremoresophisticated
than those imagined by the accelerationists, by virtue of develop-
inggreaterandmorebroadlyusefulcompetenciesinus,andbeing
farbetter suited toa timeofuncertaintyand involuntarilymobility.
(Wewillfindthatemotionallypresentconversation,inparticular,isa
portabletechnologyinawaysomeelaboratearmatureofnominally
postcapitalistautomatedresponsestotheproblemsoffood,warmth
andshelter simply isnot andcannotbe.) If organizedwithevena
modicumofskill, too,communitiesknit togetherhorizontallyought
todisplaysomeofthatdesirablequalitytheotherwiseawfulNassim
NicholasTalebusefullydefinesas“antifragility,”inthatthebondsbe-
tweenpeoplegetstrongerasstressisappliedtothem.

Andconsider,byanalogywiththatsecondfactorofPlant’s,that
whatI’mproposingisn’tsimplythatwecangatherinsomelatter-day
folkmoottodiscussmattersofconcern,butthatmanyofuswillby
nowknowhow todo sowith some refinement.We’renot starting
fromnothing,asithappens,ornotexactly:justasPlant’stoolsand
enginesbearthetracesoftheirmaker’sorigininarefinedindustrial
designculture,whateverconvocationswedeviseoughttoreflectour
originsinasocietywhereinstitutionsateveryscalerunonreasonably
consistentandwell-assimilatedrulesoforder.It’slikelythatenough
oftheirrudimentshavefiltereddowntous(whetherthroughdirect
experience, or some reflection in thepopular culture) that at least
one or two people in every neighborhood-scale group have some
sense of how to run a productivemeeting.And for all the relative
obscurityofnewerinnovationsindemocraticpraxislikesociocracy,7
aconsensus-based formofgovernance inwhichgroupsofpeople
agreetocommit themselves tocoursesofactiononthebasis that
theyare “goodenough fornowandsafeenough to try,” theseare
neverthelessintheair,theretobeexperimentedwithandadoptedif
founduseful.

7  A basic introduction to sociocracy can be found at https://www.sociocracyforall.
org/start-here/.
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Perhapsmore to thepoint,wecarrywithus theaccumulated
psychoemotional wisdom of the entire post-Freudian epoch, dis-
tributed throughout the culture as inspirational Pinterest quotes,
lifecoach bromides and Peloton-instructor platitudes. We know
whattheStoicsdemand,whattheTwelveStepsinvolve,thatthere’s
alwaysanopportunity toFailBetterandthatTheBodyKeepsThe
Score.What ifallourconcern forsuch technicsofself-carewasa
premonition,anantlikelaying-inofstockstosustainusagainstour
hourofneed?Plantoffersusoneroadmaptobecomingthekindof
peoplewe’llneedtobeinhardtimes,whenallwe’veeverknownare
goodones,andhereisanother.

Whileyoucouldcertainlyandwithsomefairnesschoosetore-
gardsuchdecontextualizedencapsulizationsasshallow,superficial
andunsatisfactory, Iprefer tothinkof themasdistilled.Partof the
project of becoming-resourceful, then, might involve committing
such distillations tomemory in away such that recourse to them
in difficultmoments is all but automatic. It’s in this light that I un-
derstandthemantraof“improvise,adapt,overcome”oneofmydrill
sergeantshammeredintousallthroughoutbasictraining,andthat
Ionlymuchlaterrealizedhe’dcoppedfromalesserClintEastwood
movie:Icontinuetolivebyitaquarter-centurylater,evenknowing
itstrueprovenance,andhaverepeatedittomyselfoftenenoughfor
it tohavebecomeanactionpattern, apre-consciouspriming that
still informsmyresponsewheneverI’mconfrontedwithanewand
challengingsituation.

AsPowellsuggests,though,perhapsresourcefulnessismerelya
matterofrecognizingandrewardingthecurrentlyundervaluedcom-
petenciespeoplealreadyhave–or,attheriskofaskingstillmoreof
thosewhoalreadyshoulderadisproportionateshareoftheburden
involvedinkeepingtheworldrunning,simplygettingoutoftheirway
andlettingthemexercisethoseskillsonalargerscale.Thisalsoim-
pliesacollectivitysufficientlyprimedandself-awaretohaveamapof
itsmembers’variousskills,suchthatwhenfacedwithanemergent
situationitknowsjustwhoknowshowtocookforlargegroups,who
youturntowhenyouneedtopickalock,whoisabletotrainothers
inthebasicsofcompetentgriefcounseling,andsoon.Wecouldthen
definearesourcefulcommunityasoneabletopluckthestrandsthat
bindittogetherandfindjusttherightnodesresonatinginresponse.
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And better still: a community where, to the greatest degree
achievable, folks cross-train, so useful skills are distributed across
the entire network, and no one person has to bear the weight of
beingtheonlytrainedmedicormechanicorbeekeeper.Oneofthe
signatureinsultsoftheneoliberalhegemony,ofcourse,wastheway
it individualizedeverything,and inatomizingusdeprivedusof the
supportofafunctioningsociality.Butthereisadirectrelationship,or
still bettera feedback loop,between resourceful communitiesand
theindividualsthatcomprisethem.Onecouldimaginethesecapaci-
tiesbeingdevelopedconsciouslyandinsynchronywithoneanother,
the achievement of such lifesystems forging a unexpected link be-
tween“organizing” in theSaulAlinsky8senseandthatcommon in
themilitary(wherethetermreferstoscrounging,pilferageandother
techniquesofopportunisticandatbestsemi-licitacquisition).

§ at the bottom of the spiral lies the silence 
Allofthisismoot,ofcourse,ifonehappenstosuccumbtoanyofthe
numberlesswaysinwhichdeathfindspeopleinthemidstofsocietal
unwinding. It’s all too easy to imaginedyingpointlessly of heat ex-
haustionwhenthepowerfailsinthemunicipalcoolingcenteryou’ve
soughtrefuge in,andtheairconditioningalongwith it;ofacancer
thatmighthavebeenreadilytreatableinthedayswhenchemother-
apy drugs and replacement parts for the linear accelerator in the
radiotherapy suite arrived by the palletload; being shot as a looter
byajumpy,hurriedlydeputizedteenagerinhand-me-downbodyar-
mor,whenhungeranddesperationhavedrivenyouontothestreets
pastcurfew;smotheringintheblacknessbecausethecoyoteshave
forgottenorsimplydidnotcare that refugeesbeingsmuggled ina
shippingcontainerneedmoreventilationthanthePlaystationslisted
onthemanifest.Dyinginthethird“500-yearflood”intenyears,ina
freeway-leapingwildfire,at thehandsofaboredsniper.But inany
eventdying.Thoughitwouldbefoolishtoarguethatthesearenot,in
somereasonablystrictactuarialsense,amongthemost likelyfates
awaitingusintheperiodofmaximumundoing,let’sassumeweman-
agetogetpastthemandsurviveintosomemarginallymorestable
timeafter.Whatthen?

8  For the most concentrated expression of the ethos guiding the professional work of 
community organizing in the United States during the New Left era, see Alinsky 1971.
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Themost harrowing depiction of the end of theworld I know
is not any of the more obvious candidates – Threads, say, or
The Road orevenThe Last of Us–butthatcontainedinBélaTarr’s
2011filmThe Turin Horse.Tarr’sisavisionofcivilizationexpiringwith-
outmuchinthewayofviolence,indeedalmostwithoutcommentor
notice,extinguishedinthedark.Andofallthecausesofapocalyptic
breakdownexploredinfilm,fictionandgame,theoneondisplayhere
strikesmeasbeingthehardesttoprevent,andyetthemostcriticalto
prepareforanddefendagainst.

The unique horror of The Turin Horse is that the sundering of
connectionattheundoingofthisworldappearsdirectlyrelatedtoa
willedfailureofcommunication.Tarr’sprotagonists,apeasantfather
anddaughtermarooned ina farmhouseat the fareasternedgeof
Empire,sufferfromadisinclinationtocommunicatewithoneanother
soprofoundthatultimatelyitisindistinguishablefromaninabilityto
doso.Dividedfirstfromtheworldandthenfromoneanother,they
aremoleculesbrokendowntoatomswhichintheirturnarebroken
downtonothing.Theysuccumbtoresentful,nullifiedsilenceasthe
systemsoftheworldshutdownandthelightfadesallaroundthem.

Mighttheyhavesurvivediftheyhadbeenabletoforgeamean-
ingful linktooneanother,orevenworkedoutsomekindofmodus
vivendi with the strangers who have come to plunder their well?
Doubtful.Theworldisending.Buttheygodowntoitsendalone,and
thereissomethinginthatwhichseemstomultiplytheawfuldesola-
tionofit.

Here depressive projection may actually be rearing its head,
becauseat themoment it feels likewearewellonourwaytothat
disassembly of the social, and everything it entrains.With COVID
hascomeaclearpremonitorysensethatthemostbasicsystemswe
relyuponforourhealth,connectednessandwellbeing, themainte-
nanceofourbodilyselvesandofourcommunities,havestartedto
sunder,tearapartandbreakdown.Perhapsitjustfeelsthiswayto
mebecausethegovernmentsof thetwopolities inwhichIamthe
most emotionally invested, theUnitedStates and theUnitedKing-
dom, remain in thegripofalmostuniquely incompetentmanagers,
andansweredthecrisiswithineptitudesomightyittrulycannotbe
distinguishedfromactivemalice.Itmaywellbethecasethatthings
wouldn’tfeelquitethisapocalypticifIlivedinWellington,orSeoul,or
Taipei...buthereweare.



AttheEndoftheWorld,PlantaTree

167

Andfar fromsummoningustoanysenseofcommonpurpose,
theofficial response to thepandemiconbothsidesof theAtlantic
has exacerbated the fault lines that developed and were allowed
tofesterall throughthelongyearsofneoliberalcomplacency,with
lethal consequences.After an initial and, Iwant to say, instinctual
flushofhighseriousnessandmutual care, thepopular reaction to
the circumstances we find ourselves in has been broadlymarked
byanamplificationofall theuglyqualitiesandcharacteristics that
so often color the everyday late-capitalist lifeworld: solipsism and
self-absorption,mutualwarinessandhostility,preemptive irritation
withthedemandsofothers,andanevidentconvictionamongmany
thattodisplaythoughtfulness,considerationorvulnerabilityforeven
somuchasamomentistoinvitebeingtakenadvantageof.Thishas
left an epidemiologically significantminority proudly, performative-
lyunwillingtotakeeventhemostbasicstepstoprotectvulnerable
others–leavingafewfeetbetweenbodiesonthesidewalk,say,or
suffering the indignityofa fewhundredmicrometersof fabricover
thenoseandmouth–evidentlybecausedoingsowouldsomehow
abradetheirsenseoftheirownspecialness.Andsofiercelyreactive
isthisminority,soludicrouslyandferociouslyprotectiveoftheirper-
ceivedprerogatives,thatit’snearlyimpossibletoseehowonemight
openconversationsabout this,evenonescarefullycouched in the
languageof accommodationandunderstanding. Indeed, it hasoc-
casionallybeenquiteliterallyfataltoattemptdoingso.Ifthisseems
faintly familiar, it ought to: it’s nothing other thanGarrettHardin’s
armedselfishness.

It’sinstructivetoregardCOVIDassimultaneouslyapreviewof
howoursocietieswillrespondtofuturecatastrophesofsimilarscale
– i.e., incoherently,with lethalconsequences–andthe first inase-
riesofsucheventsthatisalreadyunderway,thatwillprogressively
unweavetheworld,andthatinsodoingwillmakeeachsuccessive
shockhardertorecoverfrom.Ifthecalamitieswenowfacearephys-
icalinnature,though,challengeswhosecontoursaremeasurablein
basicreproductionnumbersorpartspermillion,thearchitectureof
ourresponsetothembelongsfirmlytotherealmofthesocial.And
whatwe can already see is that our failure to develop an ethic of
sustainedcareforoneanothercapableofbridgingthereal(and, it
shouldbesaid,often legitimately founded)divisions inoursociety
spellsdoomforanyprojectofsurvival.
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ThatwayliesThe Turin Horse.Eachrefusalofconnectiontakes
usonestepclosertothatmiserablehovelatthetailendofhuman
time,whereweareallbecomestrangerstooneanotherandthere
is nothing left for us todobutwatch the last gutteringembersof
everythingthatheldustogetherturntoashanddarkandsilence.If
wewishtoavoidthatfatebeingpiledontop(orconcludingthese-
quence)ofalltheothersorrowswaitingforus,we’llhavetoworkforit.

§ where black is the color, where none is the number 
Thepositionknownasanarchoprimitivismhasalwaysseemedlikethe
silliestsortofconceit tome,proneas it is tomachoposturingand
eminentlyripeforcapturebyecofascismbesides.9Buttheblackjoke
isthattimewillmakeanarchoprimitivistsofusall.Itseemslikelyto
methatthoseofuswhodomakeitthroughanacutephaseofrupture
willlivetoseethelarge-scalestatefail,injustabouteverywaybutin
itscapacitytoorganizeharm.Materially,theeffortlessrefinementand
diversityof theproductswe’vecome toexpect fromouradvanced
industrialbasewilldisappearfromtheworld.Theepochaltideofar-
rangementswe’repleasedtoregardas“civilization”willrecedefrom
human lives, for the first timesince thedevelopmentofagriculture
twelve thousand years ago, and the material-energetic settlement
onwhichour lifeworldsare foundedalongwith it.Ournewcircum-
stanceswill leaveuswith littlechoicebut togetbetteracquainted
withourownpaleocapableselves,andwhateverabilityweretainto
organizeforcollectivesurvivalatthemostimmediatelocalscale.And
whateverthismightimplyintermsofourphysicaltalents,itwillmost
definitely require the capacity to remain emotionally present and
available to the others around us, under conditions of shared, sus-
tainedandalmostunbearablesorrow.

Therewillnodoubtbe thoseof youconvinced that inarguing
thisIhave,afterall,projectedmyownmorbidityontotheworld,and
thatwe’llsurelyretainthecollectivewherewithaltomaintainintothe
indefinitehotfuturesomesemblanceofourpresent-daywaysofdo-
ing,makingandbeing.Aboutall I cando to tryandconvinceyou
otherwise,atthislatestageintheproceedings,iscitethewell-known
findingthatdepressivesactuallyperceivetheworldmoreaccurately,

9  While, to be sure, its scholarship is open to question, the founding statement of 
contemporary anarchoprimitivism is unquestionably Zerzan (1988).
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andthatwhatoursocietyispleasedtoregardaspsychologicalnor-
malcyisitselfaformofinducedorwilledself-deception,afunctional
adaptationtotheoverwhelmingoddsagainststabilityandorder in
auniverseunremittinglyhostiletothem.Youdon’tneedtohoistus
upontopedestals,ormakesomekindofapocalypticsibylofus.But
whenthestakesarethishigh,inthiscuriousseasonofphonywaror
calmbefore thestorm,perhaps it’sworth listeningcarefully to the
folksaroundyouwhohappentobeafflictedwithclarityofpercep-
tion:thisishappening.

Thisishappening,aseventheconsumermarketnowrecognizes.
(ConsiderVollebak,whosella “50,000BCJacket”designed toad-
dresstheneedsofnomadstraversingadarkeningworld,orsimilarly
the tagline recently adopted by the Canadian technical-outerwear
brandArc’teryx, “Built forwhat’s to come,”which seems toallude
totheonsetofcivilizationalturbulencewithsly,having-it-both-ways
badfaith.)Ifeventhemarketgetsit,thensocananyofus.Ifullyun-
derstandthatdenialisaprotectivemechanism,andI’msympathetic
tothosewho,forwhateverreason,wouldprefertoprotecttheirraw
pith from the terror, loss, sorrow and grief sure to afflict everyone
whomakesitthroughthesenextfewyears,toaccompanythemall
theremainingdaysoftheirlives.ButI’mnolongerinclinedtomake
concessionstothosewhopersistintheirrefusaltoacknowledgethe
thingwhichisrightinfrontofus.Inanothercontext,we’dcalltheir
insistenceonbeingfurnishedwithever-higher levelsofevidentiary
support“sealioning,”anditiswastingtimeandenergywesimplydo
nothave.Thethingwesogreatlyfearediscomeuponus.

My friendAlison,who I citedabove, came throughTerminal5
atHeathrowafewdaysago.Shetextedmeapictureshe’dsnapped
of thedeparturesboard,normallya full threecolumnsacrosswith
flights,andonthisdaydisplayingamereten,headinganywhereatall.
“Globalizationasweknewitisover,”shecaptionedthepicture,and
theinescapabletruthofitlandedonmeinawaythatremindedme
ofthegulfbetweenwhatit istoknowsomethingintellectuallyand
acceptingitemotionally.WhatIwasnowforcedtoacceptwasthis:
We’dcollectivelycrossedathreshold,somewhereintheearlydays
of theCOVID lockdown.We’dhadother thingsonourmind,more
pressingclaimsonourattention, andwe’dbarelynoticed that the
systemofconnectionsthatboundtheworldtogetherthroughoutmy
entireadultlife–thathadquiteliterallyallowedmetolivethatlifein
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thewayIdid–hadcomeundone,fromtheedgestothecenter.And
weprobablywouldn’tbefindingourwaybacktoanythingresembling
wholeness.Bythetimethescaleofthedamagebecameclear,itwas
fartoolatetodoanythingaboutit.

Whateveryourfeelingsaboutglobalization,andmineareasam-
bivalentasthoseofanyoneelseattentiveto itscosts, itstrikesme
thatwhatever furtherunravellingsof theworldwemayexperience
willbelikethat.Infact,Alison’sreflectionsonwhatitfeltliketopass
throughthisnewandunfamiliarHeathrowremindedmeofnothingso
muchasmyfirstexperienceofgeneralanesthesia.Itwaslikeflicking
aswitch:eventhoughI’dbeentoldindetailwhattoexpect,uncon-
sciousnesscameonsoswiftly,sosuddenlyandtotallythatIhadn’t
evenrealizeditwashappeninguntileverythingwasallover;bythe
time awareness returned, Iwas on the other side. But then,many
ofthemoresignificantrupturesbearingdownonuswillsharethat
quality:wewon’tseethemcominginanyofthewaysthatmatter,no
matterhowcomprehensivelywe’dpreparedforthemorhowmuch
knowledgeoftheireffectswe’dmanagedtoassembleintherunup
tothem.Bythetimeweevennoticetheseprocessesareunderway,
theywillhaveruntocompletion.We’lljustwakeuponemorningto
realizethatwenolongerliveinaworldinwhichwehavemunicipal
garbagecollection,orAmazon,orindeedaninternetconnectionat
all,becausethecircumstancesthatmadethempossiblehaveceased
toobtain.And if there’sanythingatallweknowabout thekindof
complexandtightly-coupledsystemsonwhichthecontinuityofour
civilization ispredicated, that insomemeaningfulsenseconstitute
thatcivilization,it’sthatitisfar,fareasiertomaintainthemthanitis
torestorethemonceundone.Theairportmayreopen,inotherwords,
but towhatend if theairlineshavecollapsed financially, thepilots
havebeen fired, theaircraftmothballedandthepushback tractors
surrenderedtotheencroachingrust?Callalltheking’shorsesand
alltheking’smen,seeifyoucanstitchtheworldbacktogetheragain.

I do not mean to suggest that Hardinian selfishness and left-
accelerationist ambition furnish us between them with a compre-
hensive catalogue of responses to the recognition of this truth, or
anythingremotelyclosetoone.Butformetheyareexemplaryoftwo
deepertendencies:ontheonehandtheperennialinstincttodisguise
ourall-too-humanpanicandgreed,prettyingthemupwithclaimsto
philosophy,andontheotherthedreamcherishedbysystembuilders
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thattheymighttametheouterdarknesswithsprawlingarchitectures
of control.And it’s clear thatneitheroneof these is capableofof-
feringusausefulguideto life intheyearsofmaximumturbulence.
Philosophywillnotacquititswielderofsmallnessandugliness–not
eventherealdeal,letaloneGarrettHardin’ssadpastichethereof.As
for left accelerationism’s “Prometheanpolitics ofmaximalmastery
oversocietyanditsenvironment”(WilliamsandSrnicek2014,360),
well, itseemstomethat if there’sanythingwe’veclearlyhadquite
entirelyenoughofoverthepasthundredandfiftyyears,it’swould-be
Prometheansandtheirclaimstomastery.Alittlehumilityissurelyin
order.Whatisleftforustoworkwith,howeverhumbleanddowdy
andinsufficienttheymaybe,arethetoolsandtacticstowhichwe
have permanent recourse, and the imperative to make with them
suchshelteraswecan,forasmanyaswecan,foraslongaswecan.

Thereisanalternative,ofcourse.Somewillnodoubtretreatinto
thecomfortsof a stance I thinkof asblackenedquietism: fully ac-
ceptingthetruescaleofthehorrorthathasbefallenus,whileaban-
doninganypretensethatone’sownactionsmightmitigateitinany
way,evenwhenmeasuredindegreesofharmreductionorpalliative
care.Blackenedquietismisthepursuitofequanimity,contemplative
stillness,andultimatelyacceptancewhenfacedwiththeendofall
hopes.Itwouldbeeasytocharacterizethisasadefensivecrouchin
the faceofoverwhelmingsuffering,asurrender todefeatism,even
anindulgenceinaluxuryothersdonothaveandaninsulttothose
whohaveborneupunderstillworseconditions.Idon’tthinkitisany
ofthosethings.Ihappentothinkit’saperfectlyvalidresponsetoa
worldhellbentonconcretizing theBuddhist truth thatexistence is
suffering.

Butitwouldn’tbesatisfyingformepersonally,andI’mwillingto
betI’mnotaloneinthis.

§ on f/utility, or: sleep has his house 
TherearerelativelyfewthingsIhaveevertakentoheartfromtheJew-
ishethicaltraditionwhichismybirthright.Amongthem,though,are
afewlinesattributedtoarabbinamedTarfonwholivedaroundthe
endofthefirstcenturyofthecurrentera,laterboundintothecom-
pilationoforalwisdomknownasthePirkeiAvot.“Itisnotincumbent
uponyoutocompletethework[ofrepairingtheworld],”Tarfoninsists,
“butneitherareyouatlibertytodesistfromit”.Ihavealwaysfound
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Tarfon’schargeelectrifying,possiblybecauseit isbothbracingand
comforting,10andIcontinuetoturnto it forstrength indifficultmo-
mentsjustasIdomyolddrillsergeant’smantra.Incontext,Iinterpret
ittomeanthatwekeeporganizing,evenwhenwhatwe’redoing,far
fromkeepingentropyatbay,amountstolittlemorethanshiftingdrifts
andpilesofwashed-upflotsamaroundtheterminalbeach.

Thatword “entropy,” though. It canbevery tempting tounder-
standpoliticsinthermodynamicterms.Weknowthatthedirection-
alityoftheuniverseasawholeistowarddisorder,andthatwhileitis
alwayspossibletocreatelocalbubblesoforder,thereisadissipative
costtothisworkthatshedsastillgreaterincrementofdisorder,per-
manentlyandirrevocably,onthatremainingoutsidethebubble.11

Thisisthelawoftheuniverse,andthereforethefinalhorizonfor
anypoliticsoftheleft.Rightformationsarealwayshappytocreate
localorderforafewbystealingitfromanoutsideliterallydefinedas
an“externality”notworthaccounting for.But this isnotastrategy
available to any traditionwishing to live up to its nominal commit-
mentstoliberationandequity.

Inour time thechaoswehave tocontendwithandsomehow
manage has become general, a tide of entropy loosed upon the
world.Butchaosfallsearlierandmoreheavilyonsome.Andcentral
toTarfon’scharge,forthoseofuswhoenjoyrelativeprivilege,isthat
weuse it tobalance the load.For that is themeaningofprivilege:
a shelter, however partial and temporary, from some of the forms
of exigency to which bare life is otherwise exposed. The point of
becoming-resourcefulisn’t,orisn’tjust,tosecureourownsurvival.It
istosurvivesoweareabletoshadeandnurtureothersandtendto
themwithcare,amidtheheatanddustandfilthytricklethatreaches
usfromtheformermunicipalwatersupply,inthefaceofagoverning

10  Try to think of another single-sentence ethical maxim that does that, from any 
wisdom tradition. It’s a neat trick. (You may be familiar with the Benedictine monk 
David Steindl-Rast’s gloss of Tarfon, which circulates widely, if generally without 
attribution, as one of those Instagrammable inspo-quotes. Entirely apropos to our 
considerations here, it begins by commanding that we “not be daunted by the 
enormity of the world’s grief.”)

11  For some reason I always think, in this regard, of the splendid headquarters of the 
VOC, the famed Dutch East India Company, in the docklands of Amsterdam, every 
last tick of its grandeur having been purchased at the cost of misery in the charred 
fields of West Java.
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universalindifferencetothenarrowboundswithinwhichlifecanbe
sustained.

Andsoweturntotheplantingoftrees.Consider,foramoment,
whatisinvolvedindoingsoinanentirelyliteralsense.Itmayappear
tobethesimplestoftasks,yettoplanttreesinanynumbermeans
drawinguponalltheskillsthatbindustogetherasahumancommu-
nity:determininganeed,devisingaplantofulfillitandcooperating
ontheexecutionofthatplan.Todosowithanyprospectofsuccess,
further,requiresthatweinvokemillenniaofaccumulatedknowledge
regardingwhichspeciesarelikelytoprosperonagiventerrain,what
theyrequirebywayofcommensalsandcompanionplantings,andso
forth.Theresultofthatcollectiveworkandthatrecruitmentofknowl-
edgeisnothinglessthananexpansionoflife’sdomain,anextension
ofthebroadernetworkofbeingthathasmadeshelteronthisplan-
etsinceprokaryoticmicrobesfirstappearedon it fourbillionyears
ago. (Indeed, strictly speaking, the intervention even transcends
theboundaries thatdistinguishorganic life fromitsenvironment: if
you’reintentondecarbonizingtheatmosphere,therearefewbetter
ormorepractical thingsyoucoulddo thanplantingasmany trees
aspossible.)Onecouldcertainlyunderstandthisplantingasanact
of agriculture, and therefore as a step toward reinforcing the long
dominionofagricultureanditsdownstreamimplicationsoverhuman
consciousness.Thatissurelyitsreadiestandmostobviousinterpre-
tation.ButitisalsopossibletoseerootingasaplingintheEarthasan
actofliberation,helpingtheseedliveoutitsdestinyasafull-grown
organism in itsown right,anenvironment in itself, aparticipant in
astillbroaderecosystemandamultiplicationofpossibilitieswhere
beforetherehadbeennone.Andnotforanyinstrumentalreasonsof
yourown,butratherfromasenseofservicetoothersyou’llneverlive
tomeet,oreventhehumilityinvolvedinacceptingyourselfassimply
aseed’swayofmakinganotherseed.Asmy friendDavidMadden
observes(Madden2020),thiswouldbeakintoanactoffaith:ages-
turetowardatimeyettocome,evenwhenyouknowfullwellthereis
nofutureyouoryoursurvivorswillinhabitorgivenameto.12

12  An engaging popular account of the sociality and communicative richness of trees 
can be found in a book Madden and I often joke should have been named Arboreal 
Communism, Peter Wohlleben’s The Hidden Life of Trees (Wohlleben 2017).
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Isthisfutile?Quitepossiblyso.Butthen,futilityisacuriousthing,
inthatitispreciselynotintheeyeofthebeholder;onlytheonewho
undertakesanactandexperiencesitsconsequencesforthemselves
isinapositiontojudgewhetherornotitwaspointless.

And for the depressive, anyway, the real question isn’t primar-
ilyoneofpointlessness,butofnotknowingquitehowtonamethe
feelingoneexperienceswhenadarkeningrealityfinallycorresponds
withone’sperceptionsofit,likeoneofthosetestswheretheoutlined
circlesprojectedontoyourfieldofvisioncomeintoalignment.This
feelingisnothingsountowardassatisfactionatthedelaminationof
all things, but it definitely involves a certain relief, or even release.
Thus,perhaps,thestrangelyaffirmativecharacterofthissavoir vivre
oflifeattheendofallhumanthings,alifepursuedinthenegation
of hope and the acceptance of doom. Indeed, this darkened land-
scapeislitbyaflickeringsuspicionthat,forthoseofusdamagedby
ourlongandharriedpassagethroughaworldinwhichweneverfelt
quitesafeenoughtodropourdefenses,itisonlysuchanacceptance
thatopensupthespaceinwhichqualitieslikeequanimity,compas-
sionandgenerositymightfinallyappear.Anditishereintheruinand
wreckage,wheresuchqualitiesmightseemtotelltheleast,that is
preciselywheretheymattermost.

TRANSMISSIONENDS
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Building Collective  
Sovereignty

CommonKnowledge



Howmightwedefinedigitalsovereignty?Onedefinitioncomesfrom
apaperbyLucianoFloridi(2020,370),ProfessorofPhilosophyand
EthicsofInformationandDirectoroftheDigitalEthicsLabattheUni-
versityofOxford.Aftersurveyingfourexamplesofissuesconcerning
digitalsovereignty,Floridiwrites:

[T]hecommonthreadthatunitesthemisgettingclear:theseare
allepisodesinthefightfordigital sovereignty,thatis,forthecon-
trolofdata,software(e.g.AI),standardsandprotocols(e.g.5G,
domainnames),processes(e.g.cloudcomputing),hardware(e.g.
mobilephones), services (e.g. socialmedia, e-commerce), and
infrastructures (e.g.cables,satellites,smartcities), inshort, for
thecontrolofthedigital.Letmeclarifythatby“control”Imean
heretheabilitytoinfluencesomething(e.g.itsoccurrence,crea-
tion,ordestruction)anditsdynamics(e.g.itsbehaviour,develop-
ment, operations, interactions), including the ability to check
andcorrectforanydeviationfromsuchinfluence.Inthissense,
controlcomesindegreesandaboveallcanbebothpooledand
transferred.
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Traditionally,theconceptofsovereigntyhasbeenassociatedwitha
stateoramonarch.Digitalsovereigntyisoftenframedinrelationto
the individual user controlling their own data, rather than corpora-
tions.Relatively littleattentionhasbeengiventothesovereigntyof
collectivesundertheirowndemocraticgovernance.

OurworkatCommonKnowledgeisprimarilyconcernedwithbuilding
digitalsovereigntyonacollectivelevel,bycreatingdigitaltechnology
thatsupports,amplifiesandextendstheworkofgrassrootsactivists,
communitygroupsandunions.Weworkindirectcollaborationwith
theseorganizationstounderstandtheirneedsandhelpthemachieve
theirpoliticalgoals.Thiswork falls intothreecoreactivities:wede-
signandbuilddigitalsoftware,providetrainingandstrategicadvice,
and facilitate thesharingof knowledgeand resourcesamongstdif-
ferentgroups.

Fig. 1
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Thereareanumberofexistingdigital toolsspecificallygeared
towardspoliticalorganizing.However,thesetoolsareusuallyintend-
edforelectoralcampaigningorlobbying,andoftenenabletop-down
communication rather than distributed and horizontal structures.
We foundedCommonKnowledgebecausewesawanopportunity
to leverage thepowerandubiquityofdigital technology toenable
bottom-uporganizing.Wewanttousedigitaltechnologytoreduce
thebarrierstodirectpoliticalparticipation,enablingpeopletobuild
relationships,organizethemselvesanddirectlyaddressproblemsin
theirownlivesandcommunities.

We’veworkedwithorganizations that representa rangeofdif-
ferentscales,methodologiesandpoliticalconcerns.These include
precarious workers (United Voices of theWorld), renters (London
Renters Union, Generation Rent) and healthcare workers (Nurses
United).We’vealsoworkedwithorganizationswhoarefocusedon
unitingprogressivegroupsbehindshareddemandsandstrategies
(ClaimtheFuture,ProgressiveInternational)andfacilitatingradical
politicaleducationatscale(TheWorldTransformed).

Throughthiswork,wehavecomeacrossanumberoftensions
andcomplexitiesinthewayinwhichweapproachdigitalsovereignty.
Inthispiece,webeginbyoutliningourownorganizationalstructure
asaworkercooperative,howthatinfluencestheworkwedoandhow
itrelatestocollectivesovereignty.Wethenexaminetwocasestudies
–LondonRentersUnionandUnitedVoicesoftheWorld–asameans
ofreflecting,fromapracticalstandpoint,ondigitalsovereignty.We
endbyreflectingonwhat theseconsiderationsmight tellusabout
buildingcollectivesovereigntyintimesofcrisis.

How we work
Common Knowledge is a not-for-profit worker cooperative. This
meansthateachofour fivemembershasequalcontrolandowner-
shipofthecollective.Wemakedecisionsandgovernthecooperative
inademocratic,non-hierarchicalandcollaborativeway.Wesupport
eachotherandcontributeourownparticularskillsandexperiencefor
ourmutualbenefitandforthecooperativeasawhole.Anysurpluswe
generatethroughconsultancyworkisinvestedintoeitherdeveloping
thecooperativeordoingsolidarityworkforunfundedgroups.
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Beingpartofaworkercooperativeisaboutexercisingsovereign-
tyoverone’s laborandtime.WeformedCommonKnowledgeasa
workercooperativebecausewethinkthathowwework,supportour-
selvesandcollaboratewitheachotherhugelyimpactswhatwemake.
If ourgoal is to enable radical change,weneed tobeginbyques-
tioningtheentirestructureofourwork.Weseeworkercooperatives
as oneway of prefiguring an alternative future, inwhich solidarity,
interdependenceandself-determinationisatthecenter.

We use two practical frameworks to help us collaborate in a
non-hierarchical way. The first of these is sociocracy. The goal of
sociocracyistooptimizeorganizationefficiency,whileensuringthat
everyone’svoiceisheard.Onecrucialaspectofthisisthatdecisions
are made by consent, not consensus. Any member can propose
somethingtotherestofthegroup.Othermemberscanaskforclar-
ificationsoramendmentstotheproposal.Fromthere, theycande-
cidetoeithergivetheirconsentorblocktheproposal.Thecriteriafor
consentingtoaproposalisthatit’s“goodenoughfornowandsafe
enough to try.” Thismethod recognizes thatmostdecisionsaren’t
permanent,andoptimizesforefficiencyanditerationoverconsensus.

This formofdecision-making is about trusting thepeople you
workwithtomakedecisionsthatimpactthecollectiveasawhole.It
removes theexpectation thateveryonemustbedeeply involved in,
andsupportiveof,everydecisionthatneedstobemade.Althoughan
individualmembermaygiveupalittleoftheirpersonalagency,over-
allitincreasesthecollective’sabilitytoact,learnandgrowrapidly.

Thesecond framework iscalledScrum,which isubiquitous in
theworldofsoftwaredevelopment.Scrumprioritizeshorizontalcol-
laborationanditerationoverformalprocessesandstructures.How-
ever,inmosttechcompanies,thisdistributedandadaptivemethodof
workingtakesplacewithinamorerigidandhierarchicalorganization.

Following this frameworkmeansworking insprints: two-week
cyclesoffocusedactivity,withanumberofritualsthroughout.These
includeaplanningsessionatthestart,weeklybacklogrefinements,
andashowcaseandretrospectiveattheend.Theseeventsensure
thateveryoneontheteamunderstandstoworktobedone,andcan
easily sharework between each other. They also enable the team
toworkinaniterativeway,adjustingtheirbehaviorastheygo.The
retrospectiveattheendallowstheteamtoreflectonthesuccesses
andchallengesofthesprint,sothattheycanimproveinthenextone.
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Ritualsliketheseareanimportantpartofbothsociocracyand
Scrum.Theyprovidea regularcadence for the teamto follow,and
allow for continuous reflection, iteration and renewal. They both
provide a solid basis for building highly collaborative and non-
hierarchicalenvironments.

Another key part of our work is looking for ways where we
cancontribute to thewiderecosystem, frompoliticalorganizing to
open-source software engineering to the cooperative movement.
For example,we releaseanycustomsoftwarewecreateunderan
open-sourcelicense,sothatitcanbereusedinfutureprojectsand
byothersaswell.Whereverpossible,wealwayspreferbuildingupon
andcustomizingopen-sourcetoolsiftheyalreadyexist,ratherthan
startingfromscratchwitheveryproject.Contributingtoanexisting
projectmeanswecanachievemoreimpact,morequickly,andthat
ourworkwillbenefitothersbeyondourdirectcollaborators.

Welookforpatternsandneedsthataresharedbythedifferent
groupsweworkwith.Ourgoalistogeneralizethesoftwarewemake
and identify opportunitieswhere it couldbe reusedandextended.
Wehopethat,indoingso,wewillbeabletoincreasethecollective
capacityofthemovementasawhole,usingdigitaltechnologytoen-
courageandamplifyeffectiveorganizingtactics.

Weseecooperatives,communitygroupsandunionsasdifferent
butinterconnectedstrandsofworkercooperation.Allareconcerned
with building working class power and sovereignty. They are self-
directed,democraticorganizationsthatcandecidetheirowndirec-
tionandarenotanswerabletoanyoutsideauthority.Theyfocuson
buildingagencybyaddressingproblemsonacollectivelevel,rather
thananindividualone.

Case studies 

London Renters Union
Thefirstprojectwe’regoingtolookatisacollaborationwithLondon
RentersUnion (LRU), amembers-led organization that campaigns
toensureallLondonershaveadecent,secureandaffordableplace
to call home. This project illustrates an essential tension when it
comestoapproachingdigitalsovereigntyinthecontextofdistributed
groups:Isitbettertouseexistingproprietarysoftwarethatmembers
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andorganizersalreadyuse,ortobuildsomethingcustomthatcanbe
entirelyownedandcontrolledbytheorganization?

InMay2020LRUlaunchedtheirCan’tPayWon’tPaycampaign,
which focused on bringing renters together to support each other
andbuildpowerduringthepandemic.Weworkedwiththemtobuild
twoiterationsofacustomwebsitetosupportthiscampaign.

Thewebsitehadthreefunctions:

1. Collect informationonpeople’s rentalsituation, inorder to
provide them with the most relevant support and advice.
ThisinformationwasalsousedbyLRUtounderstandwhere
they were most needed, look for patterns, and lobby the
government.

2. Encouragerenterstoshowtheirsupportforthecampaignby
pledgingtowithholdtheirrentandresistillegalevictions.

3. Directpeopletowardsjoiningtheunionandattendingrenter
solidaritymeetings.

We began the project by running a workshop with a number of
member-organizers. In thisworkshop,wediscussed their theoryof
changeandidentifiedwhereourworkfittedwithinthis.Thegoalof
thecampaignwastoenableorganizing,ratherthanmobilizing.LRU’s
strategyforbuildingpoweristodecentralizeleadershipandfacilitate
memberstobecomeorganizers,ratherthanjustencouragingpeople
tosignapetitionorsharethecampaignonsocialmedia.

Surveying London Renters Union’s current technical stack,
we made a number of technical choices to maximize their digital
sovereignty. Inthiscase,sovereigntywasexpressedastheirability
tomodifytheirwebsiteandadapt it tothechangingneedsof their
campaign. User customization always adds an additional layer of
complexitywhencodinganddesigning.However,weknewthatthe
paceofthecampaignwouldrequirerapidandlast-minutechanges,
soweoptimizedforthisinourtechnicalchoices.

Likemanypoliticalgroups,LondonRentersUnionusetheopen-
source content management systemWordPress to run their web-
site.TheywerealsousingaWordPressplugincalledGravityForms,
which allows forms to be created with a drag and drop interface.
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Workingwithinthisexistingtechnicalstack,wesetupthecampaign
websiteon theirownservers, inaway thatwasusableacross the
organization.Wealsoconfigured it toallowforahigh levelofuser
customization.Giventhesensitivityoftheproject,andthepossible
opposition to it by landlords and others, we also created a threat
model and reinforced the securityand robustnessof their existing
WordPresssetup.

Workinginsprints,wefirstlaunchedalightweightversionofthe
campaign site and observed howpeople used it before designing
andbuilding a second iterationwithmore features. The first page
of this site featuredaheatmapoverlaidwithpersonal stories from
rentersaroundLondon.

Fromthere,renterscouldfilloutastep-by-stepformtospecify
whether theywereaturgent riskofbeingevicted,neededsupport
with rent debt orwanted to act in solidaritywith other renters by
helpingresistevictions.Thosewhoindicatedtheyneededassistance
wereaskedfordetailsabouttheirrentalsituation:whattypeoftenan-
cytheyhad,howmuchrenttheypaid,andwhathousingissuesthey
werefacing.

Fig. 2
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Fig. 3

Fig. 4
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Basedontheseanswers,thefinalpagedisplayedasummaryof
themost important informationtheyneededtoknow,anda linkto
amore extensive “KnowyourRights” guide, translated into 19 lan-
guages.Italsodirectedpeopletowardsjoiningtheunionandattend-
ingupcomingorganizingmeetings.

So,howdidthisprojectincreaseLondonRentersUnion’sdigital
sovereignty?

The technicalchoiceswemadegaveLondonRentersUniona
lotofpowerandflexibilityduringtheircampaign.Weusedtoolsthey
werealreadyfamiliarwith,thereforeloweringthebarrierofentry.Or-
ganizerscouldusetheinformationtheycollectedtoadjustthecam-
paignveryrapidly.Theycouldadaptanyelementoftheform,update
copyandevenchange the flowof the form,movingelementsof it
from one page to another. Crucially, by usingGravity Forms, they
didn’tneedtowaitforasoftwareengineerinordertomakeadjust-
ments–theycouldsimplymakethechangesthemselves.

Once informationhadbeenentered intoGravityForms, itwas
writtentotwootherdigitalproductsthatLRUwerealreadyusingto
organize andmobilize theirmembers: Airtable andMailchimp. Air-
tablewasusedasadatabase,whichtheunioncouldconfigure,ana-
lyzeandsharewithitsvariouslocalbranches.Mailchimpwasused
to directly email thosewhohad joined the campaign. These three
systemswereconnectedbyZapier,automationsoftwarethatallows
toconnectdifferentappsandautomateworkflows.

Theirimproveddigitalsecurityalsomeanttheyhadtorelyless
uponthirdpartysystems.Theycouldtrusttheintegrityoftheirdata
andtheabilityoftheirwebsitetopushforwardthecampaignatscale.
However, this setup remained dependent on Airtable, Zapier and
Mailchimp.Alloftheseareproprietarytoolsthatbecomemorecostly
themoretheyareused.Arguably,theunion’sdependenceonthese
tools impedestheir truedigitalsovereignty.However, their reasons
forusingAirtableinthefirstplacegiveusinsightintowhyacompro-
miselikethisissometimesnecessary.

Atitsmostbasiclevel,Airtableisadatabase.Itstoresdataina
columnandrowformatandallowsthisdatatobequeried.Intheory,
thiscouldbereplacedbyanyofthecommonlyusedopen-sourceda-
tabases,likeMySQLorPostgres.However,writingtoadatabaselike
MySQLrequires timeanda levelof technicalexpertise thatmakes
it inaccessible tomostofLondonRentersUnion’sorganizers.Asa
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member-ledorganization,anyonecanbecomeactivelyinvolvedinor-
ganizingtheunion.Therefore,theyneedtoolsthatareaccessiblefor
anyleveloftechnicalexpertise.Airtableallowstheuniontodistribute
datatolocalorganizersinaconvenientandflexibleway,withoutthe
needforextensivetrainingorspecialistexpertise.

On one level, usingAirtable as part of this technical stack re-
ducestheunion’ssovereigntyandsubordinatesthemtothewhimsof
aSiliconValleycompany.Onanother,usingatoollikethishasgiven
them more agency and increased their operating capacity. Orga-
nizerscanviewandsharethedataindifferentways,modifyitmore
easilyandfacilitatetheiractivitymoreclearly.

Thistensionrevealsaproblemwiththediscoursearounddigital
sovereignty.Iftheabilitytoactisacoreelementofsovereignty,then
thebarriertoentryformanyopen-sourcealternativestocommercial
toolsmayactuallyreducesovereigntyintheshortterm.

United Voices of the World
Let’sconsiderdigitalsovereignty fromanotherangle,byexamining
theworkwe’vedoneincollaborationwiththegrassrootstradeunion
United Voices of theWorld (UVW). This case study demonstrates
moreofthecomplexitiesofdigitalsovereignty.Betterdigitalsystems,
particularlyonesthatcanbecustomizedandconfiguredtowardsvery
specific use-cases, bring a lot of value by helping an organization
savetime,improveworkingprocessesandincreasecollaborationbe-
tweenteams.However,customtechnologyalsorequiresasubstantial
investmentoftime:notonlytodesignandbuildbutalsotolearnand
maintain.

UVW helps migrant and precarious workers to organize. The
bulkoftheirmembershiparecleaningandsecuritystaff,withnewer
branchesthathavebeensetupinthelastyeartosupportabroad-
er range of sectors, including legal workers, designers and cultur-
alworkers,architects,strippersandsexworkers. Incomparison to
mainstreamtradeunions,UVWishighlyactiveandeffective.Where-
asmainstreamunionsmight protect theirmembers, theydon’t do
sowith thesamespeed,aggressionandpowerasUVW isknown
for.Asaresult,UVWhavewonvictoriesfortheirmembershipwitha
surprisingfrequency–theypunchabovetheirweight.

Aswithmostactivistorganizations,muchofUVW’sworkisre-
liantuponproprietarydigitaltechnology.Forexample,communication
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between union staff, organizers andmembers was viaWhatsApp,
themessaging platform owned by Facebook. Internal communica-
tionamongstUVWstaffalsodefaultedtothisplatform.Theuseof
WhatsAppinthismannerisextremelycommoninUK-basedactivist
groups.Mostorganizersdon’t likehaving touseWhatsApp in this
way:Theconstantstreamofmessagesmeansthat importantmes-
sagesgetlostamongstthenoise,anditstopsthemfrommaintaining
theirwork-lifebalance.

UsingWhatsApp as theirmain communications infrastructure
also means the union is beholden to Facebook. No one pays for
WhatsApp,noonecan influence itsdirectionof travel,andnoone
canmakeclaimsagainst it. If Facebookdecided tomorrow thator-
ganizingtradeunionactivitythroughWhatsAppwasnolongerper-
missible,theunionwouldbeconsiderablyimpededonanoperational
level.However,WhatsAppisoftenseenasanecessarycommunica-
tiontoolduetoitsubiquity–it’sverydifficulttoconvincenewmem-
berstodownload,learnanduseanewtooljusttobeabletointeract
withanorganization.

Intermsoftheirsystemsformanagingtheirmembership,prior
tothisyeartheyweredisjointedandadhoc.Membersjoinedviaa
formontheirwebsite,whichwasoutputintomultipleGooglespread-
sheets.Staffandvolunteerswouldmanuallycleanupthismember-
shipdataandimportintotheirMailchimpdatabase.Themostreliable
sourceoftruthfortheunion’sactivememberlistwastheirpayment
system,GoCardless.Onestaffmemberwasresponsibleforchecking
GoCardlessforlapsedpaymentsonaweeklybasis,andthendirectly
reachingouttothosepeopletoconfirmtheirmembership.

Although theunionownedandcontrolled thedataon itsown
membershiplist,itwasmostlydependentuponthirdpartyplatforms.
Thisdependencewasnotabsolute:Itwasstillpossibletoexporttheir
datafromanyoftheseplatformsintoastandardformatandmigrate
it elsewhere.However, this systemwasnot actually usablebyany
oftheunionmembersthemselves.Onlyoneortwoorganizerswere
abletoaccessthisdata.Thedatawasalsoincomplete,outofdate
andincoherent.Peopledidn’tknowwhatchangestheywanted,other
thanasolutiontotheirproblems,butalackoftimetothinkandinex-
perienceindatamanagementpreventedthemfrommakingsubstan-
tialchanges themselves.So,while in theoryUVWhadsovereignty
overtheirdata,inpracticetheirsovereigntywasverylimited.
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Knowingifamemberisactiveisaparticularlycrucialdetailfor
thecasework team,whosupportmembers todealwith theirprob-
lemsatwork.Theuniononlyofferslegalsupporttoactivemembers
whohavejoinedmorethanamonthpriortoneedingsupport.This
requirement is partially due to the resources and time required to
bringacasetotheemploymenttribunal,whichshouldbeseenasa
lastresorttoresolveaworkplaceissue.Itisalsobecausecasework
isoftenaboutsolvinganindividualconcern.Whilesupportingmem-
bers in thisway is important, the realpowerofaunion is through
collectiveaction.

UVWidentifiedthatthiscaseworksystemwasinmostdireneed
of improvement,sothis iswherewefocusedmostofourattention
and time.However, before improving their casework system,UVW
needed tohave adefinitivemembership list that they could easily
manage. For this, we introduced them to an organizing platform
calledZetkin.

ZetkinwasoriginallybuiltbytheMalmöbranchoftheSwedish
LeftParty (Vänsterpartiet) tomeet theirownorganizingneeds,but
hassincebeenexpandedandgeneralizedsoitcanbeusedbyany
progressivepoliticalorganization. Itprovidesasuiteof tools foror-
ganizing largemembershipgroupsdigitally, fromcarvingupmem-
bership lists into local groups, to phone-banking members and
conducting surveys. In collaborationwith thedevelopersatZetkin,
wehelpedonboardUVWtothisnewsystem.Muchofthistimewas
spentcleaningupandmigratingtheirdatatothenewplatform.

Once thismigrationworkwasunderway,wemovedouratten-
tion to thecaseworksystem.Westarted thisprocessby interview-
ingarangeofcaseworkers,organizersandstaff.Weusedwhatwe
learned during these interviews tomap out the casework process
and identifiedwhichpartsof itweren’t functioning.Oneof thekey
findingsduringthisresearchprocesswasthatthemostsuccessful
casesweretheoneswhereorganizersandcaseworkersworked in
collaboration,reinforcingtheircampaignsandstrikeswithstrategic
legalcases. Inoneparticularcase,UVWwereable tonot justwin
wageparityfortheirmembersthroughsuccessfulstrikeaction,but
theyalsoachievedstructuralchangeonaUK-widelevelbychalleng-
ingthelegaldefinitionofanoutsourcedworker.

However,manycaseworkerswespoketoreportedthattheywere
overwhelmedbytheirworkload.Wediscoveredthateachcaseworker
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hadtheirownsystemformanagingtheircases.Sometimes,keyev-
idenceforacasewassavedonacaseworker’slocalmachine.This
meantthatnoonehadoversighttowhatothersintheirteamwere
workingonandthatworkwasoftenunevenlydistributed.Theseex-
istingsystemswereneedlesslytime-consuminganddifficulttouse
asateam.Wesawanopportunitytousetheaffordancesofdigital
technologytonotonly improvetheday-to-dayexperienceofunion
staffbutalsotobuildthepoweroftheunionasawhole,byhelping
themreclaim the timeandheadspace to look forbroaderpatterns
andopportunitiesforcollectiveaction.

WedecidedthatthemostefficientwaytomeetUVW’scasework
needswas by repurposing an existing ticketmanagement system.
AftersomeresearchwefoundZammad,whichseemedtofulfilmany
UVW’s requirements. Crucially, Zammad is also open source. This
meant thatany requirements that itdidnotalreadymeetcouldbe
addedtobyus,aswehadaccesstothesourcecodeandtherelevant
expertise.

Fig. 5
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Zammadallows for low-frictionrecordingofcommunicationhistory
between UVW staff and members, including communication con-
ductedbyemail,messageorWhatsApp.Everycase,includingcom-
munication history, evidence documents and deadlines, are visible
toeveryoneonthecaseworkteam,makingiteasierforthemtodis-
tributeworkload,lookforpatternsbetweencasesandseeupcoming
deadlines.
Wesetupaself-hostedinstanceofZammadandconfiguredittobet-
tersuitthecontextcasework.Webuiltcustomsoftwaretointegrate
ZammadwiththerestofUVW’sdigitalinfrastructure,similartohow
LRUusesZapiertoconnecttheirvariousdatabases.Thismeantthat
caseworkerscouldsearchdirectlyinZammadtofindmembers,their
payment history and other relevant details. It alsomeant that new
casessubmittedviathewebsiteortocaseworkeremailswouldshow
upinZammad.

Weonboardedthecaseworkerstothenewsystem,trainedthem
howtouseitandcustomizeditbasedontheirfeedback.Thesecus-
tomizations includedchanging the languageand fields tobemore
appropriateforunioncasework,andsimplifyingtheinterfacetomake
iteasierforthemtouse.

Fig. 6
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Through this process, UVW have moved from an almost un-
usabledigitalset-uptoasystemwheretheirdatahasbetterquality
andismoreaccessibleandmoreusefultothem.Theyarenowina
positionwheretheyhavesignificantpowerovertheirdigitalsystems:
Theycanhavealmostanycustomfeatureadded,thankstotheclose
collaborativerelationshipbetweenUVW,Zetkinandourselves.

However, this collaboration is onlypossibledue to substantial
investmentsfrombothorganizationsandfromexternalfundingbod-
ies.ZetkinisaccessibletoUVWinawaythatAirtableorGoogleare
not,duetotheirsmallsizeandpoliticalalignmentwithprogressive
organizations. Like us, they choose to invest any surplus time to-
wardsbenefitingthewidermovement,ratherthangeneratingprofits.
Ourownabilitytodothisworkcamefromalengthyfundingbidwith
substantialreportingrequirements.Achievingdigitalsovereigntyisa
costlyaffair.

Wealsoencounteredsomedifficultiesinonboardingcasework
stafftothenewsystem.Whilemostcouldseethebenefitsofusinga
toollikeZammad,itwasdifficultforthemtoinvestthetimerequired
tolearnthisnewtoolandadjusttheirmentalmodelandprocesses.
Thisdemonstrates thatdigitalsovereignty takeswork. It takessub-
stantialtimeandefforttoonboardandtrainpeople;it’snotsimplya
matterofcreatingsoftwareandexpectingittobeused.

While Zammad is an open-source tool thatUVWwill be able
toadapt their casework system to their changingneedsover time,
thiswillstillrequireexternalexpertise,whichmeanstheydon’thave
completecontroloftheirdigitalinfrastructure.Whilecustomdigital
toolsdoincreasesovereigntyinonesense,theyalsorequireexpert
maintenance,attentionand repair.Thismeans thatbuildingdigital
capacity within organizations, or building strong relationships be-
tweentechnicalexpertsandgrassrootsorganizations,isanintegral
componentofdigitalsovereignty.

Ultimately,muchofthequestionofsovereigntycomesdownto
time:thetimerequiredformaintainingadhoc,manualsystemscom-
paredtothetimeneededforUVWstafftolearnanewtool;thelimi-
tationsofourowntimeineachprojectweworkon,andthetechnical
decisionswemaketooptimizethistime.
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Inaddition,despiteallthiswork,UVWarestilllargelydependent
ontwoglobalcorporationsformuchoftheirday-to-dayoperations:
Microsoft and Facebook.We could still plausibly build newdigital
infrastructure that is not reliant on either. But is this aworthwhile
useofourtime,comparedtoothermatters?Atsomepoint,UVWwill
remain entangledwith systems that restrict their degree of digital
sovereignty.

Conclusions (or, more questions)
What do these case studies tell us about the practice of digital
sovereignty?Itiscertainlyacomplicatedpicture.

For London Renters Union, while our interventions increased
theirautonomyononelevel,theyarestillenmeshedwithSiliconVal-
leycorporations.ForUnitedVoicesoftheWorld,theynowhavecus-
tomdigitalinfrastructure,butareslowtoadoptthisandstillrelianton
expertstoadaptitinfuture.

Neitherorganizationhadcompletedigitalsovereigntyasitsgoal,
although they certainly wouldn’t be opposed to the idea in princi-
ple.Inbothcases,wecouldhaveinsistedonenablingtheircomplete
controlovertheirdigital infrastructure.Wecouldhaveadvisedthat
LRUmigrate fromAirtable to anopen-sourcedatabase.We could
haverecommendedthatUVWuseaself-hostedmailserverinstead
ofMicrosoft,andmovealloftheircommunicationsfromWhatsApp
toadecentralizedchatplatform.

However, would this have enabled the effectiveness of either
group in achieving their political aims? Andwhere dowe stop in-
sisting on sovereignty?Shouldweown the physical infrastructure
onwhichtheserversreside?Shouldthesourcecodeitselfbedevel-
opedwithnodependenciesthatwouldbeoutsidethecontrolofthe
organization?

Ontheotherhand,wecouldhavechosento ignorethedigital
sovereignty of each organization entirely. Assuming money were
noobject,wecouldhaveboughteachorganizationthebestpropri-
etarysoftwareavailable.However,eventhemostusefulcommercial
tools are not intended to facilitate the political aims of grassroots
unions.Moreover,thesetoolsarenotdesignedtobeadapted.They
aredesignedtoprovideaservicetotheiruserbaseandindoingso
generateprofitsforthecorporationthathasbuiltthem.Theydonot
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optimizeforthesovereigntyoftheirusers,becausevendorlock-inis
theirbusinessmodel.

Tous,itseemsthat“justenough”digitalsovereigntyiswhatthe
goal shouldbe.Digital sovereignty consumes timeandenergybe-
cause,inorderforittobeeffective,sovereigntymustbematerialized
insoftware.Thissoftwaredoesnotyetexist,primarilybecauseitis
not in the interestsof those that create software tobuild it.While
wecannevercompetewithSiliconValleycompanies intermsof fi-
nancialresources,themostlikelypathtobuildingsoftwarethatthe
leftownsandcontrolsitselfisthroughcooperationwithotheractors
acrossavarietyoffields.

Witheachproject,weneed tobepragmaticandconsider the
different ways that we might be able to build greater collective
sovereignty. Should we spend our time building custom software
thatiscompletelysecureanddecentralized?Orshouldwespendour
time trainingorganizershowto repurposeandget themostoutof
theirexisting,off-the-shelftools?

Wedon’tthinkthatthereisasimpleanswertoanyoftheseques-
tions.Theyaredependentonpoliticalpriorities,strategyandcontext.
However,wethinkthattheonlywaytoachievesovereignty,digitalor
otherwise,istobuilditonacollectivelevel.Aboveallelse,thismeans
collaboratingwithothers, throughsocial formations likegrassroots
unions,communityorganizationsandcooperatives.

Digitaltechnologyhasthepotentialtobeusedtoincreasethe
collective sovereignty of these groups, but only if we understand
it as one piece of the puzzle. TheCOVID-19 pandemic hasmeant
thatmanyactivistgroupshavebecomeevenmorereliantondigital
technologyto fulfil theirpoliticalgoals,a trendwhich isonlygoing
tocontinue.Goodorganizing techniquesare traditionallybasedon
face-to-facecontact:goingtowherethepeopleare,formingrelation-
shipsandbuildingtrust,andthroughthisprocess,buildingpower.As
organizingmovesmoreonline, it’s crucial thatweunderstandand
treatorganizingdigitalspacesinthesamewayasinphysicalones.

Digital technologymust be seen as an enabler andmultiplier
of collective action and organizing techniques, not a replacement.
Itmustbecreatedbyworkingdirectlywithorganizers,considering
thebroadersocial,politicalandculturalcontextofeachproject,and
allowingampletimeforsupport,trainingandmaintenancealongthe
way.
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Sovereign Imaginaries
How Corporate Digital Imaginaries 
are endangering our Political 
Practices

PaolaPierri

Corporate digital sovereignty as a “coup des gens”
Debatesondigitalsovereigntygostraighttothequestionofwhatde-
mocracymeansinthedigitalage,astheyaretraditionallyconcerned
with the fundamental relationship between the state itself and the
differentsubjectsthatliveinthatstate.

Thischapteraimstoexplorethequestionofdigitalsovereignty
by reflecting on its ambivalent character, as current technological
andpoliticalwaysofintendingandpracticingsovereigntycanbeun-
derstoodinfacteitheraslimitingorasexpandingdemocracyandthe
democraticrights.

While the question of digital sovereignty is usually analyzed
throughthestruggleovercontrolofthedigitalspacebetweenstates
andcorporations(andalsoamongstatesoramongcorporations1),I
proposeinthischaptertobringforwardthequestionofsovereignty
focusingontherelationshipbetweencorporationsandindividuals(or
better,thecollectivesubject).Thereasonsfordoingsoareseveral.

1  We have seen examples of these struggles over the exercize of sovereignty many 
times. To mention only the most recent ones from this summer 2020, we could 
remember the failure of the British Government to develop a centralized Corona App 
without using the API from Google and Apple; or the still open legal battle over the 
use of TikTok in the US.
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First, inmodernwesterndemocraciesall formsof sovereignty
areunderstoodastakingtheir legitimacy frompopularsovereignty
(whichcanbedescribedastheindividualsovereigntythatbecomes
socializedinapoliticalandcollectivesubject).Second,Ibelievethe
questionofdigitalsovereigntyisaquestionthatshouldbeaddressed
byeachandeveryoneofus,becauseasLucianoFloridiputsit,the
consequencesof the fightoverdigital sovereigntywillaffectusall,
“eventhosewhodonothaveamobilephoneorhaveneverusedan
onlineservice”(Floridi2020,369).Third,asIwilltrytomakeevident
inthischapter,Iconsiderthestruggleovertheconceptofsovereign-
tyontheindividualleveltohaveanincredibleandsymbolicimpact.
This is because it is at the individual level (through the dissemina-
tionof themythof the “all-powerful” individual) that the fightover
sovereigntybetweencorporationsandstatesisdeveloped.Byforg-
ingthisimageoftheall-powerfuldigitalcitizen,corporationsarein
factunderminingthestatesovereigntyfromthebottom-up,through
theimageoftechnologyasatoolforliberationthatgivescontrolto
itsusers.Ifpopularsovereigntyishistoricallywherethelegitimation
forthedemocraticstatelies,theninordertounderstandhowdigital
sovereigntyisbeingreshapedweneedtostartfrom“thepeople.”I
shareonthisShoshanaZuboff’sanalysisthatthecorporatetakeover
ofoureconomiesandlivesinthedigitalsphereisnotacoup d’état but
a coup des gens.Inherownwords:“Itisaformoftyrannythatfeed
onpeoplebutisnotofthepeople.Inasurrealparadox,thiscoupis
celebratedas‘personalization,’althoughitdefies,ignores,overrides,
anddisplaceseverythingaboutyouandmethatispersonal”(Zuboff
2019,513).InthischapterIwouldarguethatitisbybuildingtheimage
oftheall-powerfuldigitaluser(andcitizen)thatmanydigitalcorpora-
tionsclaimtotaketheirlegitimacyandtheirsovereignpower.

Onthefollowingpages,Iwillexplorefirstwhatitmeanstoposethe
conceptofsovereigntyasasocialandpoliticalimaginaryandhowthis
conceptisusedtoexercisepowerinpractice,whatitsrootsareand
whattheimplications.Iwillthenreflectonhow(andwhether)digital
sovereigntycouldbeimagineddifferentlywithinthedigitalsociety,by
drawingonthefieldofsocialmovementstudiesanddigitalactivism.
Whathasbeenhappeninginthesefieldsinfactexemplifiesthepower
ofimaginariesinthedigitalage,andhowtheyhavebeenshapingthe
conceptofactivismand resistanceaswell. Thechapterconcludes
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withareflectiononwhysocietyneedstodealwiththeseimaginaries
first,inordertodevelopacritiqueandpracticeofresistancethatare
effectiveinthelongerterminregainingoursovereigndigitalrights.

Sovereign imaginaries: building the legitimacy  
for digital sovereignty
YaronEzrahi inhisbook Imagined Democracy talksaboutthe imag-
inary character of democracies by claiming that the main idea of
self-government by the people is actually based on what he calls
“fictive-performativefoundations”(Ezrahi2012,3).Political imaginar-
ies,hesays,arefictions,metaphorsandideasthat,onceestablished,
havethepowertoregulateourpoliticalbehavior.Ezrahiisnotalone
inpointingtowardsthepowerfulroleofimaginationinshapingpolit-
icalstructuresandinstitutions.BenedictAnderson(1983)inhisbook
Imagined Communitiessharesthesameprinciple,wherehefamously
states that thenation isnothing less thanan imaginedcommunity,
aswewillnevergettoknowinpersonourfellowcitizens,butweare
neverthelesslinkedtothemthroughanactofimagination.2

AccordingtoCorneliusCastoriadis(2005[1987])imaginationis
always andalreadyinpower,inthesensethatitisimaginationwhich
shapesourwaysofunderstandingandseeingthesocialsphere,and
that it is imagination thatcanmakeusshape thesocialotherwise.
Thepowerofthesocialimagination,Castoriadiscontinuesisthemost
powerfulbutalsothemostdangerousofallformsofpower,asitop-
eratesinvisibly.Untilitiscontested,thepowerofthesocialimaginary
wouldappeartousascompletelyself-evident. Inotherwords, this
“powerisconspicuousbyitsabsence”(Wolf2013,197).Theproject
ofadigitalformofactivismshouldaimatmakingthispowerpresent
andvisibleinstead.

The study of social imaginaries is a growing academic field
(Adams et al. 2015) that enquires into how different symbols and
meaningscanhistoricallyshape thepolitical institutingofdifferent
modesof society.As societiesperform the taskof trying tounder-
standandpicturethemselvestothemselves,theyproducewhathave

2  According to the authors I will be referring to – and this is also the stance that I take 
on the topic –, imagination is not to be understood as the producing of visual images 
of something that might be unreal, as in “imaginary.” The imagination to which these 
authors refer is rather a social activity that is politically creative and that shapes and 
motivates political action.
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beendefined as social imaginaries,which are self-representations
that become socialized and reified (Gilleard 2018; Lennon 2015;
Gaonkar2002).Theseimaginariesinfluencehowindividualsinaspe-
cificsocietybehave,whattheybelievetobepossibleandwhatthey
dreamof,astheyhaveanormativeandperformativepower.Theright
tobesovereign,for instance,wasthoughttobederivedfromgods,
oracles,bloodorvoteatdifferentpointsinhistory.Eachoftheseim-
aginarieswereatsomepointperceivedas“true,”andthroughthem
thesovereigncouldexercisehis/herpower.Oncetheylostthepower,
theyweresubsequentlyreplacedbyrenovatedones.

WhenitcomestoanalyzingwhatEmilianoTreréhasdefinedas
socio-technical imaginaries, we need therefore to understand that
thesearenotsimplyvagueimagesthatinfluenceourperceptionand
whatwethink.Theyareinfactveryconcretesocialprocessesthat
operateas formsof “power-knowledge,” through theuseofmedia
toolsanddigitaltechnologies:“Imaginariesdevelopedaroundtech-
nologiesconstituteoneofthemostimportantresourcesthatdifferent
actorsinvolvedinthetechnicalprocessmobiliseatdifferentstages
andfordifferentpurposes”(Treré2019,110).

Following Treré, I therefore suggest in this chapter to frame
socio-technical imaginariesascompetingimaginariesthatarebuilt
andthatformourvisionsofwhattechnologyis,whatthedigitalspace
isandwhatourconceptofsovereigntyisinthatspace.Wehavein
fact to appreciate the following: i) that social imaginaries are not
onlythemakingofthoseinpowerbutarebuiltthroughmuchmore
complexandmulti-actorsprocesses;ii)thatsocialimaginariestend
–onceestablished– tocreateandmaintain theorderandperpetu-
ate thestatusquo; iii) thatsocial imaginaries–oncetheir inherent
mechanismsarebetterunderstoodandappropriatedbythosenotin
power–couldbenotjusttheproblembutalsothecure.Iproposein
facttoconsidersocial imaginariesasdevicesthatcandisempower
people,aswellasbeingtheterrainwheresocialstrugglesfordemoc-
racycanhappen.Tothedominantimaginariesdrivenbycorporations
ormainstreammedia,forinstance,citizenscouldrespondbydevel-
opingalternativeimaginariespushedforwardthroughengagedparts
ofthecivilsocietyandsocialmovements.Insummary,asKathleen
Lennonremindsus,“[t]hetaskof revolutionarychangeandthatof
creatinganalternativesocialorderisnot ... thatofdispensingwith
imaginaries,butofprovidingalternativeones”(Lennon2015,83).
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Tryingtoaddressandunderstanddigitalsovereigntythroughthe
conceptofsocialandpoliticalimaginaries–asthischapterisdoing
–hastheadvantageofaddingasymbolicleveltothemanyanalyses
thathavesofarincreasinglyfocusedonthematerialityofdigitalplat-
forms(theresourcesandfundingneeded,thelegalframeworksand
the infrastructures).Withoutwanting toundermine the importance
ofthematerialconditionsofdigitalsovereignty,afocusontheimagi-
nariesremindsusthatdiscoursesandsymbolsarepowerfultoo,and
thatperhapstheycouldprovideanotherway(hopefullyafruitfulone)
tounderstandhowdigitalcorporationshaveacquiredsomuchdigital
andsovereignpower.SimilarlytoChristopherKelty,Ibelievethatus-
ingtheconceptualtoolofsocialimaginaryis“particularlyappropriate
inthiscasebecausethepracticeofwritingsoftwareisprecariously
situated between verbal argument andmaterial practice ...” (Kelty
2005,186).Atthesametime,weshouldalsorethinkthenotionofthe
social imaginary in itself, as coding (togetherwith speech,writing,
images,etc.)becomesanother languagethataddstothesymbolic
level,anddoesthisinaverypeculiarway.

AsWendyHuiKyongChunremindsus,theword“codes,”whichhis-
toricallyarethelawsthatgovernthesociallifeanddefine,amongother
things,whatitmeanstobesovereign,todayismorelikelytoevokethe
notionofcomputationalcodesofwhichthesoftwareismaderather
than the code of law: “What is surprising is the fact that software
iscode,thatcode is–hasbeenmadetobe–executable,andthat
thisexecutabilitymakescodenotlawbutratherwhateverylawyer’s
dreamofwhat lawshouldbe:automaticallyenablinganddisabling
certainactionsandfunctioningatthelevelofeverydaypractice.Code
aslawiscodeaspolice”(Chun2011,101).Intheageofdigitalsocieties,
thecomputationalcodetakestheroleofthesovereignstate,onethat
hasabsolutepower–thesovereignthatencompassesinonefigure
thelegislative,executiveandjurisdictionalpower.

Tostartunpackingwhatimaginariesareshapingtheconceptof
digitalsovereigntyisthereforethetaskintendedforthischapter.As
manyauthorshaveargued(Floridi2020;CoutureandToupin2019;
ÁvilaPinto 2018;Chun 2011), the concept of sovereignty has been
deeply re-shaped by the pervasive process of the digitalization of
society,wherenewsubjects,newimmaterial(aswellasmaterial)re-
sources,newcodeshavede factoemerged.Nevertheless,thebasic
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principlesofdigitalsovereigntydonotprofoundlydifferfromthehis-
toricalones: theprincipleofcontrol, freedom(both “freedom from”
and “freedomto”)and legitimacyare in factstill valid. It isaround
theseconceptsthatthenewvariantofcorporatedigitalsovereignty
hasbeenaffirmed.Interestingly,whileinpracticecorporationstake
avantagepositiononalloftheseprinciples,intheorytheyclaimto
dothisforthepeople.Claimsoftechnologygivingbackcontroltothe
user (citizen)are in factwidespread.Techcorporationshavemade
theirrole ingivingfreedomtopeople intoabannerpropositionto
accomplish what they want through a seamless user-experience
(throughtheirplatforms,onlineservices,user-centereddesign)and
simultaneously to defend their freedom from regulations and con-
trolfromthestate,whichisdepictedastheonlyandultimatethreat
toourdemocracies(asitexertstotalcontrol,limitsourlibertiesand
sometimesviolateshumanrights).Myargumentisthatcorporations
dosoinordertomeetthethirdfoundingsovereigntyprinciple–the
onetheywillotherwisenotmeetandwhichispossiblythemostim-
portantofall–thatoflegitimacy.Bypromoting,intheory,anarrative
ofthepeopleassovereignandliberatedfromstatecontrol,they,in
practice,emptytheconceptofsovereigntyofallthatismeaningful
andsimplysubstituteoneformofcontrolwithanothermoresubtle
andpowerfulone,leavingtothepeopleverylittleintermsofrights
and autonomy.3 In thisway, state sovereignty is undermined from
below(fromliberatedpeopleoftheinternet),whilealsosuperseded
fromabove(fromtechcorporations).

Thewayinwhichthecodeworksinthecomputationalrealmaimsat
makingthesubjecttoappearastherealsovereigninstead,fostering
the idea that the “all-powerful”user,producer,decider thatshapes
thetechnology(throughitscodes)aroundherandforherownben-
efitiseachandeveryoneofus(Chun2011).Techcorporationsbuild
for themselves this role of the promoter of individual sovereignty,
whilebuildingtheirownlegitimacy.Inthenextsectioninmoredetail,

3  On the topic of human rights, Rikke Frank Jørgensen (2019) provided an interesting 
analysis, based on Google and Facebook official documents and staff interviews, 
which identified the three main narratives these corporations use to avoid taking 
responsibility: 1) Google and Facebook protect their users against Governments 
overreach: 2) The companies are depicted as collaborating and assisting law 
enforcement by removing illegal content; 3) Privacy equals user control.
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Iarguethatthissovereignsubjectistheoppositeofthedemocratic
subject(the subject of)assheonlykeepstheillusionofthesovereign
power,butisinpracticeincreasinglypowerless(subject to).

“The Emperor has no clothes”: what is the digital doing  
to our democracies 
Oncewestartframingdigitalsovereigntythroughthelensofsocio-
technical imaginaries,we can start appreciating the importance of
unveilingtheirpowerandhowtheyarebuilt.AsYaronEzrahireminds
us,infact,whenthiscreativepoliticalpoweris“hiddenfromthepub-
liceye,itsefficacyinpresentingtheimaginedasrealmaysignificantly
increase”(Ezrahi2012,51).

Aswehaveseen,itiscrucialforthecorporatedigitalsovereign-
ty tobeseenasdirectly legitimatedby thepopularsovereignty, to
justifythefactthatthestateisleftoutsideoftheequation,asthere
isnoneed for thestate to interfere.Aswehavealsoseen,next to
theenormouseconomicpowerbuiltthroughade factomonopolist
economy – next to the ownership of all strategic digital infrastruc-
turesand thepowerofbigdata–next to the intellectualproperty
ofcodes,softwareandalgorithmsthatarepurposively leftopaque
–acrucialpartofthecorporatedigitalsovereigntypowerisactually
builtonthesymboliclevel,throughtheincredibleeffortthatgoesinto
theformationofanewtechnocraticsocialimaginary.Thisimaginary
(alsodefinedasCalifornianIdeology4)isactuallymadeofacomplex
mixofcyberneticculture,freemarketeconomicsandcounter-culture
libertarianismthataimsatspreadingtheideathatmorefreetechand
lessstatecontrolareultimatelyneeded.

Iamgoingtorefertowhatishappeninginthefieldofdigitalactivismas
acasestudyinordertoexemplifyandanalyzetheimpactofsovereign
socio-technicalimaginariesonpoliticalpracticeofdemocraticpartic-
ipation.First,becauseitverywellillustratesthedemocraticperilsthat
acorporateversionofthedigitalsovereigntycanhave,asourmost
basicdemocraticrights(therighttoparticipate,dissentandprotest)

4  This term was originally used by Richard Barbrook and Andy Cameron (1996, 45) 
and defined as a “loose alliance of writers, hackers, capitalists and artists from the 
West Coast of the USA have succeeded in defining a heterogeneous orthodoxy for 
the coming information age: the Californian Ideology.”
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areaffectedbythedigitalaffordancesthatthesecorporationshave
built into theirplatforms.Second,becausemomentsofprotestare
whatChunwoulddefineasmomentsofcrises,whicharemomentsof
intensepresentwhereimmediateresponsesareneededandwhere
the digital control systems can be seen as operating in a state of
exception(Chun2011).Finally,Iadvancethisfieldofstudyasacrucial
fieldtocriticallyassessthecompetingvisionsaboutemergingtech-
nologiesandtheirroleonsociety.FollowingTreré,Iproposeinfactto
considerthat“therealmofdigitalactivismisbothaprivilegedspace
and a contested terrainwhere to detect the development and the
refinementofutopiananddystopianmedia imaginaries,andwhere
toappreciatetheexistenceofcompeting imaginariesandpractices
betweenthepowerfulandtheweak”(Treré2019,115).

Someofuswill remember the time,at theonsetof thediffusionof
the internet, when many activists and scholars from social move-
ments’studieswelcomedthewebasaspaceforliberation,asitwas
free, transcendednationalbordersandallowed for anewmodeof
“many-to-many”communication.Atthattime,peopletalkedabouta
sortof ideological congruenceof the internetasabottom-upmedi-
um,perceived to facilitate thedisseminationandgrowthof certain
groups and ideas, which were more liberal and progressive. This
euphoriaandoptimismreacheditspeakwiththesocalled“Twitter
revolutions,”5consideredbymany tobe theultimate incarnationof
thatpowerand freedom that the internet coulddeploy.Since then,
andas theuseof socialmediaplatforms increased, itbecamevisi-
ble that “‘making theWebsocial’ in realitymeans ‘makingsociality
technical’.Socialitycodedbytechnologyrenderspeople’sactivities
formal,manageable,andmanipulable,enablingplatformstoengineer
thesocialityinpeople’severydayroutines”(VanDyjck2013,12).Pippa
Norris’ (2000)mobilizationthesis6statesthatthe internet(orbetter

5  As Chun interestingly noted, “a name that erase the specificity of local political 
issues in favour of an internet application [...]” (Chun 2011, 93).

6  This thesis distinguishes between: ‘cyber optimist, who highlight how due to the 
new information and communication technologies,’ previously disengaged groups 
are being drawn into politics and enabled to take part; ‘cyber pessimist,’ who 
assumes that, in the best-case scenario, the internet has not changed existing 
patterns of political participation, and in the worst-case scenario it may actually 
have widen participatory gaps between advantaged and disadvantaged populations.
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digital) participationwas a distinct type of participation that came
withincrediblepotential,butalsoraisednewmodesofexclusionas
well.TheappearanceofaDigitalActivismGap(Schradie2019)per-
fectlyillustratestheformationofademocraticdividebetweenthose
whoareabletousetheinternetforpoliticalaimsandthosewhoare
not.Peoplewith lower incomeandeducation levelsare in fact less
likely toproducenewpoliticalcontent (suchassocialmediaposts,
memes, comments, etc.), but more often will be limited to share
pre-producedandpre-formattedcontent,whichtendstobecharac-
terizedbymoreradicalopinionsorcontroversialfacts.

Rethinking activism in the era of corporate digital sovereignty
meansthereforetoadoptacriticalapproachtothemythoftheinter-
net’s ideologicalcongruence (exploringwhether the internetmight
ratherbeideologicallynon-congruentwithprogressivemovements).
It also means to critically investigate other established myths (or
better imaginaries)thatseemtobeprevalent inthepublicdomain:
first,thede-materialzsationoforganizationalstructuresfromdigital
activism,thatendupignoring(digital)laborand(digital)bureaucracy
thatgo intoactivismon-line(Shradie2019);second, theobsession
with measurement that drives certain practices of computational
politics–whatKarpf (2017)hasdefined “analyticpolitics” –which
determineforinstancethefactthatpoliticaleventsendupbeingal-
gorithmicallycurated(Gillespie2014).Whenthishappens,theimpli-
cationsarenumerousandbeyondtheactivists’control,aswhenin
2014theFacebookalgorithmdecidedthatthe“icebucketchallenge”
deservedmorevisibility thanwhathad justhappened inFerguson,
Missouri,wherean(yetanother)unarmedAfricanAmericanhadjust
beenkilledbyapoliceofficer.

Manyscholars,andactivistsaswell,havefinallystartedtocriti-
callyexaminethemismatchbetweenwhatthesecorporatesovereign
imaginariespreachaswellastheirpractical implicationsandappli-
cations, trying to come to termswith “the apparent inconsistency
between the disenchantment of individuals with politics and the
popularityofglobalmovements,internationalmobilisations,activism”
(Floridi2015,59).Thesereflectionsshouldbeseenincontextofwider
researchontheimpactofthedigitalonthepublicsphereandsoci-
ety,wherescholarsincreasinglyacknowledgehowthe“democratic”
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featuresoftheinternetandsomedigitalplatformsare,perhaps,en-
dangering democracy itself, generating new forms of inequalities,
surveillance, disinformation andpolarization (Anderson andRainie
2020;Zuboff2019;Bucher2018;Byung-Chul2017).

Re-imagining new sovereign practice of protest
Asmentionedinthebeginningofthischapter,CorneliusCastoriadis
tellsusthatimaginationisalwaysandalreadyinpower,inthesense
thatitisimaginationthatshapesourwaysofunderstandingandsee-
ingthesocial.Thispowerofimaginationisthepowerthroughwhich
individualsaresocialized.Thispower,againfollowingfromCastoriadis,
ismorepowerfulasitoperatesinvisibly.Itonlybecomesapparent–
Castoriadis calls this theexplicit power–when the imaginarieson
whichthepowerisbuiltarecalledintoquestionandchallengedby
theautonomouscollectivesthatexercisetheirimaginativeandalter-
nativepoweragainstthestatus-quo.Untilitiscontested,thepower
oftechcorporationswouldappeartousascompletelyself-evident.

Asthisimaginarypowerofthecorporatedigitalsovereigntyaimsto
stay absent (and invisible) in order to function effortlessly, the pro-
jectofthealternativeimaginariesofdigitalsovereigntyshouldaimat
makingthispowerpresentandvisibleinstead.Inordertobuildthe
populardigitalsovereignty,oneshouldstart,amongotherthings,to
criticallyre-appropriatethesymbolsofthispower.AsZuboffbeautiful-
lysaid,thiswouldmeanremindingtheyoungergenerations“thatthe
word‘search’hasmeantadaringexistentialjourney,notafingertap
toalreadyexistinganswers:that‘friend’isanembodiedmysterythat
canbeforgedonlyface-to-faceandheart-to-heart;andthat ‘recog-
nition’istheglimmerofhomecomingweexperienceinourbeloved’s
face,not ‘facial recognition’. ...These thingsarebrand-new ...They
areunprecedented. You shouldnot take them for granted” (Zuboff
2019,521).Findingimaginativewaysofcontinuouslyremindingusof
thenaïveprincipleoftechnologicaldeterminismthatwantstoshape
technologyassomesortofabstract forcewhich influencessociety
butisnotitselftheproductofsocialforces,meanstoresistthetech-
nologicalfetishismthat isakeysymbolicconceptofthedigitalsov-
ereigntyprinciple.Therearemanyexamplesofhowthiscanbedone
andhasbeendone(includinginfactmanyofthecontributionsinthis
book). I am thinkinghereabout civic tech initiatives that reclaima
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differentandlocallyrooteduseoftechnologies,orcriticaldatalitera-
cytools(BrandandSander2020)thatremindusoftheimportanceof
cultivatingbothadigitalliteracyandacriticalcapacityaswell.

Themainargumentofthischapterhasbeentofocusontherelation-
shipbetweenthedigitalsovereigntyofpeopleversusthecorporate,
asawaytoadvancethewiderdebateondigitalsovereigntyandto
buildacritiqueofthelegitimacyofthecorporateversionofsovereign-
tyfromthebottomup.Wehavebrieflyseenhowcompetingimaginar-
iesareshapingdemocraticpracticesofprotestandactivismandthat
claimsoftheindividual(orbettercollective)digitalsovereignty–as
definedbythesecorporations–donotactuallyfindanyconfirmation
inpracticebutareverypowerfulonthelevelofthesymbolictoclaim
legitimacyforcorporationsvis-a-visthestate.

Emptiedandcommercialized, thepossibilityofachieving“peo-
plesovereignty”hasthereforebeenmademoredifficulteventosim-
plyimagine,ascorporatesovereignimaginariesstructurethewaysin
whichactivistsdeveloptheirprotestlogic–whatformsofresistance
areseenaspossibleandwhichonesaresuccessful.Butactivismis–
Ibelieve–atthesametimethevictimandthesaviorofcorporatedig-
ital sovereignty.Socialmovementshave in fact traditionallyplayed
a crucial role in building andmobilizing the collective imagination
(HaivenandKhasnabish2014),andthisrolenowbecomescrucialto
addressthedigitalsovereignimaginaries,unveilingthelimitsofthe
existingonesandbuildingalternatives.AsEvgenyMorozovreminds
us, a radical critique of technology “can only be as strong as the
emancipatorypoliticalvisiontowhichitisattached”(Morozov2015,
1).Weneedstrongermovementsandcivil societyactors (together
withstatesandsupranationalinstitutions)tore-imagineanewrela-
tionshipbetweenpolitics,societyandtechnologywheretechnology
isnotatthecenter.Arenewedandpopulardigitalsovereigntywillin
factonlyfollowfromareneweddemocraticpractice.
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Geofilters
Vertical Sight and  
the Tropikós Turn

JuanPabloGarciaSossa

NowHere 
Mid-brownskin,darkblackhair–myeyesturnfrombrown-yellowto
green-greywhenthesunlightturns.IwasborninColombia.Igrewup
inBogotá,inoneofthemanyheartsofthemountainsandoneofthe
middlesofthetropics.Iamadesigner,researcherandartist.I’vebeen
developingmypracticebetweenBerlinandBogotá,fascinatedbythe
clashbetweenemergingtechnologiesandgrassrootspopularculture
from tropical territories– investigating thedevelopmentofcultures,
visions,realitiesandworlds,throughtheremixandreappropriationof
technologiesinthetropics.

ThisisfromwhereIspeak.Inthefollowinglines,Iwillexposemy
currentvisionsfromNowHerearound(sovereigntyin)thetropicsand
myprocessinvestigatinganddevelopingGeoFilters.

The Shift / The Turn 
There’s a shift. Something is changing and something is moving.
Somecanfeelitintheair.Tinymicro-particlesofdustareaspiratedby
lungsinsidehumansresidingincities.Somemightfeelitintheplastic
microparticlesofthewaterwedrinkandthefoodweeat.There’sa
shift.ThemagneticforcesoftheNorthPoleareshiftingfromCanada
towardsSiberiaandon the long term itmightshift to thesouthof
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planetEarth.Polesare flipping likearelay,somesay it isa timeof
crisis.Somethingisemerging.

Inside“emergencies”youfind“emerge,”andtropicalterritories
arewell experiencedat this.Between the imaginary linesofCapri-
corn, a circle line 23.5 degrees south of themiddle of the planet,
alsoknownastheEquator;andCancer,23.5degreesnorth,liesthe
tropics.TheTropicsareregionsthathavebeenhistoricallydisenfran-
chised,undervalued,exploitedand(over-)exoticized.Veryoftenthe
tropicsareconsideredcocktailsofsun,sand,seaandcriseswhere
fertilegroundsfacetroublesomeandtroubledrealitiesthatchallenge
whatispossibleandwhatisnot,almosteveryday.ButtheTropicsis
morethanaphysicalandgeographicalspace.Inessence,theTrop-
ics must be understood as metaphysical, and even psychological
dispositions.Awayofexisting that isanchored in themeandering
andswivelingofmundanenotionsofexistence.With thedearthof
state infrastructures and an abundance in stranger-than-fiction re-
alities,MagicalHackerismhasemergedasanattitude.Thewritings
ofGabrielGarcíaMárquezfromColombiaorBenOkrifromNigeria,
amongothers,havebeenrecognizedundertheconceptofMagical
Realismbecauseofthesupranatural,fantasmatictwisttheygiveto
thatthingcalledreality.ButonecouldactuallysaythatwhatMagical
Realismdoesat its foundation isaprocessofhacking reality, and
withititsculturesandtechnologies,itsnormsandattitudes,itsba-
nalitiesandpolitics,evenitsgeographiesandeconomiesanditslaws
ofgravities:makingupthecoreofitsphysicsasmuchasothermun-
daneoccurrences.Itisfromthisperspectiveandtheanalysisofthis
modusoperandithatthenotionofMagicalHackerismemerges.How
cantheconceptofdigitalsovereigntybemanifestedinthetropics?

DATA as Oil – Ways of Verticality and Exploitation 
ImaginarylinesweredrawnonplanetEarth.MeridiansandParallels
(LatitudesandLongitudes)werecomposedinawaytointersecteach
other forming a grid, with amain intention to help humans under-
standandnavigatetheplanet.Thismeshoflinesnotonlyexplored
waysofunderstanding theplanetbut alsoof controllinganddomi-
natingit.Onestorywouldhaveitthatin1492amandepartedfrom
CastilewiththreeshipslookingforIndianspicesand,onOctober12th
ofthatsameyear,arrivedinalandthatheinitiallycalledtheIndiesof
America.Hesetfoot inwhatsomeknewbythenameofAbyaYala
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andclaimedthelandforSpain–therestis“history.”Halfacentury
later,intheyear2020,thesenavigationalroutesaredrawnbysubma-
rineinternetfiber-opticcablesthatgofromtheAfricancontinentto
theirformercolonialempiresandfromLatinAmericatocorporations
basedinMadrid(Bridle2018a).

TheTropicshavehistoricallybeenregionsexploitedforminerals
andresources.Withthebiggestreservesofbauxite,phosphaterock,
andcobalt(BBC News2019),amongmanyothers.Cobaltisamineral
used toproduce lithium-ionbatteries thatpowerourphones,com-
puters,digitaldevicesandforsomepeople,evencarsaswell.

Diverseterritoriesareexploited for theextractionof resources,
often leaving irreversible changes. In many cases, the benefits or
profitfromtheseexploitationsaren’tconnectedorlinkedtothecom-
munitiesandterritoriesattheirgeographicalpositions.Thecoalex-
tractedfromtheCerrejón,oneof the largestopen-pitminesof the
planetlocatedinnorthernColombia,isownedbyforeigncompanies
based inAustralia, Switzerlandand theUKandcontributes to the
electric energy produced for northern Germany by the enterprise
Vattenfall(Vattenfall2019).

Fig. 1  This is an AuthaGraph map of the planet highlighting the tropical belt. This 
rectangular world map is made by equally dividing a spherical surface into 96 
triangles, transferring it to a tetrahedron while maintaining areas proportions and 
unfolding it to be a rectangle. It is considered as one of the most precise maps 
displayed in a rectangular form because of its number of divisions (Stinson 2016).
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InplacessuchasCerrejon,riversaredivertedandsuckedfromthe
soiltomaintainthestreamsandflowsofwhatwecommonlyreferto
as“thecloud.”Inbigmetropolitanareasaroundtheglobe,fromBerlin,
NYC,MoscowandSeoultoHanoi,Mumbai,SãoPauloandBogotá,
thousandsofdevicesareconnectedtotheinternetandcommunicate
witheachother.Thesedevices,suchascomputersandtelephones,
butalsonowcoffeemachinesandfridges(andwhateverdevicethat
hasthe“smart”prefix),arenotonlyspeakingtoeachotherbutarealso
gatheringhugeamountsofdatathatrevealverydetailedbehavioral
patternsandspecificdynamicsforspecificprofilesandpersonalities.
Thedata extracted is very often exploited for advertisingpurposes
withmicro-targetedcontentthatengagesaudiences,carriesoutthe
surveillanceofcitizensandpotential“terrorists,”andfacilitatespoliti-
calmanipulation(Naughton2019).

Forsomeyearsalready,anideahasbeengrowing:dataisthe
new oil. Repeated as a mantra of the modern world, this phrase
waspossiblycoinedin2006byBritishMathematicianCliveHumby
(Palmer2006).“Dataisjustlikecrude.It’svaluable,butifunrefinedit
cannotreallybeused.Ithastobechangedintogas,plastic,chemi-
cals,etc.tocreateavaluableentitythatdrivesprofitableactivity;so
mustdatabebrokendown,analyzedforittohavevalue.”Thiswas

Fig. 2  Cerrejón open-pit coal mine in northern Colombia. Google Earth. CNES / Airbus.  
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thedeparturepointforthecomparisonmade.LateroninMay2017,
The Economistpublishedanarticlecalled“Theworld’smostvaluable
resourceisnolongeroil,butdata.”Itbeganwith:

A new commodity spawns a lucrative, fast-growing industry,
promptinganti-trustregulatorstostepintorestrainthosewho
controlitsflow.Acenturyago,theresourceinquestionwasoil.
Nowsimilarconcernsarebeingraisedbythegiantsthatdealin
data,theoilofthedigitalera.(TheEconomist2017)

Itwasclearatthispoint,westartedrelatingtodatainasimilarway
towhichwe relate toourenvironments.Westarted replicating the
samedynamicsandmodelsaroundtheideaofresources.Westarted
reproducingverticalities.Wheneververticalitiesareinvolved,itisvery
likelytherewouldbeexploitativeandextractivistrelationships.

British writer, artist, journalist, and technologist, James Bridle
pointsoutinanarticlehetitled“Dataisn’ttheNewOil–Itisthenew
nuclearpower”that

...ourthirstfordata, likeourthirstforoil, ishistoricallyimperia-
listandcolonialist,andit’stightlytiedtocapitalistnetworksof
exploitation. The same empires first occupied, then exploited,
thenaturalreservesoftheirpossessions,andthenetworksthey
created liveon inthedigital infrastructuresof thepresentday:
theinformationsuperhighwayfollowsthenetworksoftelegraph
cableslaiddowntocontrololdempires.(Bridle2018b)

Bridlegoesontoelaborateonthedangersoftreatingdataasoilby
pointingoutthereplicationandextensionofoldmodelsinwhatpre-
sentthemselvesasnewsystems.

TheEmpirehasmostly rescinded territory,only tocontinue its
operationsandmaintainitspowerintheformofnetworks.Data-
drivenregimesrepeattheracist,sexistandoppressivepoliciesof
theirantecedentsbecausethesebiasesandattitudeshavebeen
encodedintothemattheroot.(Bridle2018b)

Wheredotheseverticalitiescomefrom?Whyareweextendingand
perpetuatingverticalitiesinthewaywerelatewitheachother?
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The Tropics nowadays represent places to exploit not only re-
sources but also fromwhich to extract newand valuable data, as
CambridgeAnalyticadidinKenya’spresidentialelectionsin2013(as
atestrun)and2017(withnowtriedandtruemethods)(Moore2018).
Satelliteimagery,today,anditsvertical lineofsightisdatausedin
combinationwithalgorithmsforthe“old”formsofexploitationofoil
andothernaturalresources(Ali2019).Withrisingdemandforelec-
tronic appliancesand lithium-basedbatteries, the transitionof the
planettogreenenergiesmightkeepinflictingirreversiblewoundson
theTropics.

The Greek roots of Tropics is Tropikós – It means to Turn 
WhenIthinkoftheTropikósasamindset, Irecognizetheabilityto
developelasticandsymbioticwaysofrelatingwithdiverseenviron-
ments,dancewiththeirpulsesandturnaroundtheirenergies.Itisn’t
aboutmerecontrolanddominanceovertheenvironment.Itismore
aboutrevolvingaroundthequestionsofwhatwecandowiththecon-
ditionswefaceinourrealitiesandwhatwayscanwefindtoturnthem
around.Thisunderstandingoftropicalresiliencegoesbeyondtheidea
ofresistanceandisclosertotheideaofre-existance,asArgentinian
theoristWalterMignoloproposes.Itismoreaboutelasticityandflow
askeyaspectsredefiningtheunderstandingsofthesepulses.

ManyculturesintheTropicsandSubtropicshavedevelopeddi-
versestrategiestorespondtotheirenvironmentsinsymbioticways.
FloatingvillagesmadeoutofreedintheTiticacaLakebetweenBo-
liviaandPerú,aswellasinIraq;LivingrootbridgesinIndia;Mountain
TerracesinPerúandSubakagrariansystemsinBali;thesearesomeof
thevariousexamplesoftropicalresilienceandendemicknowledges.

Designer, activist and academic, JuliaWatson has gathered a
collectionofthesecasesinherbookLo-TEK:DesignbyRadicalIn-
digenism(Watson2020), inwhichsheexploresnature-basedtech-
nologies forclimate-resilientdesign.With theseexamples,Watson
proposestoreframeourunderstandingofwhatsmartisandlookat
naturalintelligencesalreadypresentinourenvironments.Insteadof
approaching themwith an intention to control them,we could ap-
proachthemonasamelevel,tryingtoprovokeasymbiosis.

Myinterestin(andtheoccurrenceof)suchtactical,resilientor
elastic formsof knowledges,designsand technologies isnot limit-
edtotraditionalindigenousknowledge.Italsoincludesexpressions
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foundingrassrootspopularcultureofthetropics(nottobemistaken
withfolkculturenorpopculture).Thegrassrootspopularcultureof
thetropicsisguidedbyotheraesthetics(Duqueet.al.n.d.)andoth-
errelationshipstoobjects,devicesandtechnologies(GarcíaSossa
2015): Guided by similar principles of symbiotic relationships with
theirenvironmentsastheonespreviouslymentioned,thegrassroots
tropicalculturedevelopsotherwaysofrelatingtotheirartificialenvi-
ronments.Theseendemicandsituatedknowledgesarebasedonthe
“misuse”orre-appropriationoftechnologies,re-scriptinginstruction
manualsforunintendedpurposesthatturnsituationsaroundandde-
velopscenariosotherwiseunthoughtofintheGlobalNorth.Various
formsofsuchTropicalHackingorMagicalHackerismhavebeenthe
focusofmydesign,researchandartpractice,andmultipleinstances
canbe found incontexts suchas theBrazilian Jeitinho (Wikipedia
2021a) and Gambiarra (Fred 2011), the Latin American Rebusque
andHechizaandtheIndianJugaad(Wikipedia2021b),amongmany
others.Workarounds that understand the inputs and forces of our
digitalenvironmentsandareelasticenoughtoturnthemaroundand
developsymbioticrelationshipswiththem:ThisistheTropikósasa
mindset.

Revealing while Hiding: The Tropikós and GeoFilters  
TheTropikósmindsetguidestheprinciplesbehindthemaneuversor
waysofGeoFilters,aresearchprojectandinstallationdevelopedfor
theexhibition“PracticingSovereignty–MeansofDigitalInvolvement.”
GeoFiltersisanexperimentalreactiontoandinvestigationoftheen-
vironmentalsituationinColombiaandothertropicalterritoriessuch
asBrazil, Indiaand thePhilippines.Thesewere the territorieswith
thehighestreportedkillingsrelatedtoenvironmentalactivismin2018
accordingtoGlobalWitness,anorganizationinvestigatingthelinks
betweennatural resources,conflictandcorruption(GlobalWitness
2019).Asoftoday,over265socialleadersandenvironmentalactivists
havebeensystematicallymurderedinColombiasince2016.

GeoFilters take the formofa two-screenmultichannel interac-
tiveinstallation.Ononescreen,ananimationdisplaysasatelliteview
ofanendangeredterritory,andontheothera“digitalmirror”isdis-
playedwiththehelpofacamera.Whenapersonstandsinfrontof
the installation, their facesarecoveredby face filterswithgigantic
openmineholesplacedontheircheeksorforehead.GeoFiltersisa
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collectionof face filtersgeneratedusing the textureof satellite im-
ageryofendangeredterritories.Theimagesdepictthegeo-position
ofanecosystemundersocialandenvironmentalthreat.

Vertical sight has been historically used as a means control.
Fromobservationdeckstodrones,onecouldsayaviewfromthetop
impliesanexerciseofpoweroversomeoneoraterritory.Today,high
resolutionEarthImageryhasenabledscientistsandenvironmental-
ists tomonitor and countwildlife populations aswell as to detect
deforestationorillegalminingwithspeedandagility(Conniff2017).
Thishasbeenuseful formonitoringmammalpopulations inAlaska
orIceland.Thehighdefinitionqualityoftheseimagesarenotalways
agivenforcertainregionsinthetropics.Moreoftenthannot,satel-
lite imageryofminesand forests ispixelatedorblurred, remaining
quiteopaque.GoogleEartharguestheseareregionsoflessinterest
orpriority,accordingtothecompanywhenaskedbyBrendanByrne
andDhruvMehrotraaboutanoutdatedmappingofamilitarystation
inNevada,USA(MehrotraandByrne2018).Butare they truly less
interestingorlessofapriority?Towhom?
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Fig. 3 – 4  GeoFilters multichannel installation: screen on the left showing satellite 
imagery of endangered territory in the tropics, screen on the right generating 
a face filter with the texture of the environment. Photos: Alexa Beckmann.
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A departure point forGeoFilters is the exploitation of resources in
tropicalterritories,suchastheextractivistprojectstakingplaceinCo-
lombiaatpresent.Frommining,oilextractionandloggingtomono-
culturefarmingandcattle(Wasleyetal.2019),theseactivitieshave
showntobetightlyconnectedtoirreversibleenvironmentalchanges.
Takingboth legaland illegal forms,dangers to theenvironmentare
sometimes recognized by the Colombian government and public
opinion,butmoreoftennot.Becauseofacentralizedsystemanda
widerangeofdifficult-to-accessareas,manyterritoriesinColombia
are isolatedandobscured from thenationaland internationalview.
Withthepromiseofdevelopmentandprogress,bothlegalandillegal
mining are carried out in ecosystemswith small communities. Be-
causeofthisscale,sometimesitcanbetroublesometoopposethese
activitiesandprojects.Opposingaprojectof illegalmining implies
notonlyriskingone’slivelihoodbutalsolife–anddenouncedindoing
sofor“beingagainstprogress,”likeColombianenvironmentalactivist
FranciaMárquez.The isolationordisconnectionof these territories
makesitdifficultforthemtobeelevatedinpublicdebatetoanational,
internationalorplanetary level. Inthemainstream,notsomanyare
evenawareofthesituation.

Fig. 5  Satellite Imagery of an open mine in Colombia – Not prioritized territories. 
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GeoFiltersexploresaatitscoretheideaofwhatitistoshareone’s
dataandgeolocationintheageofinformationandsurveillancecap-
italismwithapurpose(Zuboff2018).GeoFiltersexploreswaysofre-
vealingwhile hiding.While devices already collect our geoposition,
there’sthepossibilityonecouldre-positiontheserealitiesandbring
themclosertotheeyesofabroaderpublicandintothedebateona
planetarylevel.Wheneveranationalgovernmentisreluctanttotake
actiononthesethreatstoterritoriesandlife,therecouldbeapossibil-
itytodenounceandpassinformationontoaplanetarysociety,while
safeguardingone’sindividualprivateidentity–bycoveringone’sface.
In2019,whenBrazil’sAmazon rainforestburned forweeks,people
acrosstheentireplanet,regardlessoftheirnationality,mobilizedto
demandactionfromtheBraziliangovernmentofJairBolsonaro.When
theAmazonrainforestburns,itnotonlyconcernsandaffectsBrazil,or
evenjustSouthAmerica,butitalsohasmanifestationsontheclimate
inNorway,CanadaandAustralia.Towhomdoesterritorybelong?

There’s a need to understand territories beyond private prop-
erty.Rather,wemustseethemmoreintermsoffertilegroundsfor
lifeitself:bothforhumancommunitiesandnaturalandartificialen-
vironments, on a planetary scale. The exploitation of resources in
territorieshascostsforenvironmentalsustainabilityandthelivesof

Fig. 6  GeoFilters: Face filters generated with textures of satellite imagery of 
environmentally endangered territories. 
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thosedeterminedtoprotect it. Incosmologies in theTropics,such
asSumak KawsayfromtheSouthAmericanAndesmountainrange,
there’snoseparationbetweenhumansandnature,norcommunities
fromterritories.Oftentranslatedas“livingwell,”Sumak Kawsay em-
braces the interdependence of all living and non-living beings in
the planet. GeoFilters aims tomanifest these principles through a
Planetary Embodiment. When standing in front of the installation
andseeingone’sownfacecoveredwithscarifiedtextures,someask
themselves:Would I exploit my own body in this way?Ifonewouldn’t
orcouldn’tseparateplanetfrombody,wouldoneminetheirownarm
ordrilltheirownfacelookingforcoaloroil?

Bydrawingparallelsbetweendataexploitationandterritoryex-
ploitation,GeoFiltersreflectsontheinterconnectionofendangered
territories in the planet, as digital andphysicalmeshes and layers
overlap. There is a possibility to explore ways of re-appropriating
one’sowndata–toreclaimdigitalandphysicalspaces.GeoFilters
exploresways inwhich the vastmesh of sensors and data of the
“planetarysensorium”canbeindialoguewiththelocalspecificities
ofeachterritory.

This project doesn’t intend to focus on providing answers but
rathertorespondandreact.Todevelopandtriggerresponses.Itin-
tendstoreflectonthefrictions,energiesandpulsesthatcomposethe
worldsweliveinandhowonecouldpotentiallyturnthemintosym-
bioticrelationshipsbeyonddomination.ItistruethatwithGeoFilters
theimplicationsofdevicesbeingspecificallytrackedintheirgeopo-
sitionarestillthere.Itdoesn’tchangethefactthatthere’salwaysa
riskofbecominga target forextractivismbycertaingroups.What
thisprojectismoreinterestedinistocomplexifyourdebateondata
andprivacyandacknowledgeit. It ismuchmorecomplexthanthe
questionofkeepingindividualdataprivacyornot.Especiallywhen
theideaofindividualprivacyitselfgetsmorenebulousintropicalter-
ritorieswithallthenuancesthatcomewithtraditionsofcollectivism
andcooperatives,bigfamiliesintightspaces,bedsandfoodforfour
peoplewhereafifthcanfit,too,andmaternalpoliciesofno-locking
rooms, i.e., controllingmomscanbarge inwithoutknocking.What
one could emphasize here is that there are many complexities in
thegreyin-betweenspacesaroundthedataprivacydiscussionand
thattherearenouniversalsolutionstotheseissues.Theresponses
aremultiple.Fromasimilarperspective, JamesBridlesuggests,as
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well,“maneuvers”asashiftoralternativetocomputationalthinking–
thinkinglikeamachine(2018b).Solutionismpreventsus–moreoften
thannot–fromreflectingonthemanyimplicationsengenderedby
thepathswe take. In thisway,consideringa framingof responses
andmaneuverscouldhelpusrecognizethedirectionalityintheways
we“progress”andactivelydirectandre-directwherewewouldlike
orprefertoheadto.

Situated Responses Breaking Binaries 
Whenwe thinkof sovereignty in theTropics,wemust thinkof the
tools, responses and maneuvers for world making. With an often-
absent state, andanebulous ideaof citizenship, demanding rights
throughtop-downpolicymakingmightsometimesfeeltoofictional
intheTropics.Howcanonedemandsomethingfromastatethathas
neverbeen therebefore?Thismightbe a reminder that themech-
anismsperformedintheGlobalNorthdon’tapplythesamewayin
theTropics.Andasthe ideaofprivacymightbedifferent in thisre-
gion,theresponsestothisideaareverydiverseaswell.Artcurator
andconsultantonecologicaltransitionandsocialinclusion,Nataša
Petrešin-Bachelez highlights the importance of conceiving various
responsesindialoguewiththelocalspecificitiesofaterritory:

Ratherthantryingtofindglobalsolutionsforsomeindefinitefu-
ture,orprojectingapossibleperfectbalance,resilientthinking
focusesonthediversityofpracticalsolutionsforaspecificlocal-
ity,andonthecooperationandcreativityofeveryoneinvolvedin
acommunityorsociety.(Petrešin-Bachelez2017)

Similarly,asthetropicalresilienceexposedabovewithintheTropikós
asamindset,“TheTurns”arerespondingtotheconditionsofanen-
vironment and are in a constant interplanetary dialogue. As some-
onethatgrewupintheTropics, Ioftenlearnedtodevelopmyown
workarounds– toprovokedirect incidences invariousrealitiesand
worlds.Onecouldconsidertheseresponsesbeyondasetoftoolsand
formulas,butmorelikeabehavioralsystem,drivenbyreactionand
response–meaning,ultimately,itisnotimportantwhatoneactually
does,butmorethatoneiscapable of coming up with something.

So,thediscussionisnotlimitedtohavingprivacyornot.Whatis
criticalinourrealitiesaretheverticalitiespresentinthem.Historically,
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manyoftheapparatuses,technologiesandsystemsweliveinhave
chosentobeopaque.Thesehavebecomeblackboxes,inwhich,for
agreatportionofpeople,itishardtograsporunderstandhowthey
workandwhatliesbehindthem.Ifoursystemsareopaqueandoften
functioninextractivistways, it isunderstandablethatonechooses
asanindividualtobeopaque,soonedoesn’tbecomeatarget.The
attemptwithGeoFilters is to reframe those systems rooted in the
question:Whatcouldwedoifwepurposelywishedtoshareourgeo-
location?How couldwe turn that situation into a response to the
complexitiesofourlocalrealitiesandreversethedominantlogicby
making itastrategy forvisibility? In thiscase,understandhowen-
gagementalgorithmsinsocialmediawork(Phillips2020)andtake
advantageof thewaycontent isprioritized in feedswhentheyuse
AR face filters, tomakevisible thesedenunciations.TheSlovakian
researcherandtheoristLukášLikavčan,elaboratesinhispracticeon
philosophyoftechnologyandpoliticalecology.Heemphasizesthat
“weneedaframeworkofsituatednessthatputseverysiteonEarthon
anequalfooting:workingtowardscosmologicalmultiplicityundera
commonframeofreference”(Likavčan2020).WesternGlobalism,as
hedescribesinhisarticle“SearchingthePlanetaryineverygrainof
sand,”isadominatingformofcosmologyandtherearemanyother
cosmologiestakingplaceontheplanetatthesametime.Tostopun-
derstandingourplanetintermsofbinaries,moresituatedresponses
areneededtocomplexifyourrealities.
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Postdigital
ThomasRamge

InMay2013,NapsterfounderandFacebookadvisorSeanParkercom-
missionedtheconstructionofadreamlike,kitschymedievalbackdrop
amongtheredwoodsofnorthernCaliforniaonaformercampground
not far froman idyllicPacific bay. It boasted a fake castle ruin, an
artificialpondwithabridgeandwaterfall,atenfootCelticcross,an
altarmadefromfallenRomancolumnsandaforgedirongatebearing
his initialsandthoseofhis futurewife, thesingerAlexandraLenas.
OnJune3,Parkermeant ittobethesiteofthemostamazingwed-
dingthatnorthernCaliforniahadeverseen.Inalengthyandheavily
illustratedstory,Vanity Fairdocumentedhowthe“charismatic”tech
billionaireandhis“beautiful”bridemadegoodontheirpromiseofa
partytoremember.

The ultra-wealthy elite of Silicon Valley celebrated along with
superstarsofshowbusiness,suchasEmmaWatsonandSting,who
sanga fewof thenewlyweds’ favoritesongs.Prominentpoliticians
were also in attendance, including the governor of California and
then Democratic senator Kamala Harris. The designer who had
workedontheLord of the Ringsfilmtrilogydesignedcelebratorycos-
tumesforall364guests,includingthelessprominentamongthem.

This essay is an excerpt from Thomas Ramge’s book: Postdigital – Using AI to Fight 
Coronavirus, Foster Wealth and Fuel Democracy, Murrman Publishers, 2020.
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Thewedding’splanner,KenFulk,describedthegiantpartyas“Citizen
KanemeetsGatsby.”Astheyexitedtheparty,theguestsreceiveda
leather-boundvolumecontainingthenewlyweds’lovestoryasasou-
venir.Butjustafewdayslater,theextravagantfantasyweddingwith
aGame of Throneslookturnedintoareal-worldPRdisaster.

While building their fairy tale wedding backdrop, the Parkers
andtheircontractorshadviolatedenvironmentalregulations,asthe
CaliforniaCoastalCommissionannouncedimmediatelyafterthebig
event.Theinternetbillionaire,aged33atthetime,quicklyreacheda
mutualsettlementwiththeauthoritiestopayafineofaroundtwomil-
liondollarsthatwouldgotowardprotectingtheredwoods.Butfrom
thenon,theglamorousweddingphotosappearednotasillustrations
forstar-struckarticlesinsocietymagazinesaboutthelivesoftherich
andfamous,butinTweetsandfeaturestoriesintheNewYorkTimes
andWashingtonPostaboutthefailingsofcapitalismandglobalism
andtheignorance,self-importanceanddoublestandardsofSilicon
Valley’stechelite.ThattheParkersopenedtheirwalletstothetuneof
twomilliondollarsafterwardstocorrecttheir“planningmistakes,”or
thattheyreiteratedhowtheyhadaskedthewealthyweddingguests
todonatetoenvironmentalprojectsinsteadofbringinggifts,didn’t
makethingsmuchbetterintheeyesofmanycritics.Theattitudeof
moralcorrectnesscouldratherbeinterpretedasadditionalproofthat
thedigitalstart-upheroeswerelivingintheirownlittlegreen-tinted
filterbubble.

EconomistcolumnistAdrianWooldridgesawtheenvironmental
disasteroftheweddingbashasaturningpointinpublicperception
ofthe“plutocratsofcyberspace.”Untilthen,thefoundersofSilicon
Valley’stechstart-upshadbeenseenasagentsofprogress,asthe
peoplewhohadmadetheinternetaspaceforthefreeexchangeofin-
formation,anenginefordemocracyandpoliticalemancipation,anda
gatewaytothephysicalandnon-tangiblegoodsofaself-empowering
economythatmatchedthespiritoftheCluetrainManifesto(Levine
etal.2001).Untilthemiddleofthedecade,bankersandexecutivesof
traditionalcorporations,especiallyoilcompanies,wereunchallenged
intheirrolesasthepersonifiedtargetsofanti-capitalistrage.Intheir
protestsagainsttherichestonepercent,theOccupydemonstrators
inNewYorkandvariousEuropeancitieshadcarvedoutanexception



Postdigital

233

forthosewhohadprovidedthemwiththeiPads,smartphonesand
digitalplatformstheyusedtoorganizetheirfuror.

Attheendof2013,withtheParkerweddinginmind,Wooldridge
predicted:“TheSiliconelitewillceasetoberegardedasgeekswho
happentobefilthyrichandbecomefilthyrichpeoplewhohappen
tobegeeks” (Wooldridge2013).Wooldridgecoineda term for the
phenomenon, which continues to be thrown at the stinking rich
nerdsofSunnyvaleandhasfundamentallychangedtheperspective
onthesocialeffectsofSiliconValley-styleinnovation:“techlash,”a
combinationof“technology”and“backlash.”Inhisarticle,theterm
primarilyhasapersonalmeaningandisdirectedagainstthepeople
whocreatedthedigitaltoolsthatarechangingtheworld.Asiftocon-
firmthisthesis,Mr.andMrs.Parkerlaterreportedinshockanddis-
appointmentthataftertheheateddebateabouttheirwedding,they
hadbeenspatatonthestreet,insultedbywaitersinrestaurantsand
floodedwithhatemailonsocialmedia(Parker2016).Butatthispoint,
theterm“techlash”isnolongertiedtoaspecificclassofpeoplein
theUSA.Thebacklashturnedintoamovementofitsown.Onceuni-
versally loved, the techsectormorphed into“BigTech”–andthus
into the fourthmember of the bogeyman triumvirate formerly con-
sistingofBigOil,BigFinanceandBigPharma.Surveysshow that
Americansnowtrustthebigtechcompaniesevenlessthanbanks.

Themovementtoresistdigitalizationisexpressingandorganizing
itself–whereelse?–primarilyontheinternet.It’sledtoanumberof
best-sellingbooks,includingJaronLanier’sTen Arguments for Delet-
ing Your Social Media Accounts Right Now(2014),ShoshanaZuboff’s
The Age of Surveillance Capitalism (2019) and Roger McNamee’s
score-settlingwithFacebook–writtenbyanearlyinvestorandmen-
tortoMarkZuckerberg–withtheself-explanatorytitleZucked(2019).

Majortechlashfiguresoftenwriteandspeakinthedisappointed
tonesofpeoplewhohadlongbelievedthatdigitaltechnologyaided
the progress of individuals and society and who had even experi-
enceditthemselvesinmanysituations,butwhocouldnowseethat
themajortechcompaniesandtheirdigitalplatformswerescalingup
theillsoftheworldinatleastfourareas.
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Smartphone Addiction
Digitalapplicationsareprogrammedtomaximizehowmuchtimewe
spendwiththem,howoftenweclickonthem,howregularlywere-
turntothemandhowmuchdatawedisclosetothem.Allthishelps
theprovidersof theapplications toseduceuswithcarefully-dosed
dopaminekicksintowastingevenmoretimewiththem.Forourtween
orteenagechildren,everyadditionalhourofscreentimeseemslike
the greatest possible reward. No offer to play soccer outsidewith
theminsteadortovisitthenaturalhistorymuseumtogethercanpull
themaway from the digitalmaelstrom.Not thatwe adults are any
better. Evenwe can’t help prodding the touchscreen as soon as a
newWhatsAppmessagepings.Weknowthatwe’regivingupalittle
pieceofprivacywitheachpostonInstagramorLinkedIn–andyet
westilldoit.

Savvytechlashfolk,ofcourse,realizethatsmartphoneaddiction
involvestheindividualresponsibilityofeachuser.Butappproviders’
deceitfulinterpretationof“useroriented,”techlasherscomplain,isfo-
cusednotonmaximizingtheactualbenefittotheuser,butonmega-
monetizingtheuser’s timeordata.Asarule,bothhappenatonce,
whichthedigitalcontrarianJaronLanier(2014)summarizedwiththe
oft-quotedformula:Usersarenottheonlinecompanies’customers,
butrathertheirproduct.Therealcustomersaretheadvertiserswho
buyaccesstotheusers.

Evenifthenewbankersandoilfirmexecutivesofdatacapitalism
weretousetheirdata-basedpowerexclusivelyforlegaladvertising,
the terrorist-likedemand forourattentionviaourdigitaldevices is
theirresponsibility.

Digitalization aggravates inequality
Today, people hardly think of Google CEOs as nerds whowant to
makeinformationavailabletoeveryoneintheworld.Theyareinstead
muchmorelikelytobeseenasthetopdogsofamonopolythatpays
almostnothingintaxesanywhereintheworld.Thenicenerdswith
moneyhave turned intoultra-wealthy trolls, evenwhen they’renot
wearingLordoftheRingscostumes.

Inthemid1990s,theinternethadpromisedaneweconomywith
more opportunities for everyone: a space of limitless possibilities
withgreaterequalityofopportunity.Theinternetmadetheworldflat,
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asThomasFriedman (2005)put it. Everyonecouldplayona level
playingfieldwithoutanunfaircleavagebetweennorthandsouth.

But the current perception is that the network effects of digi-
talplatformcapitalismaremakingthesuper-richevenricher.Atiny
tech-enabledeliteissecuringabigpieceofthepieforitself,whilethe
restclinginterrortotheirpositionsinthemiddleclass–thatis,un-
lessthey’realreadydeliveringpackagesforAmazonorferryingpas-
sengersfromthebetterneighborhoodsforUber.Animagefrequently
used by techlash spokespeople to describe these socio-economic
changes is the “return of the servant class.” The jobmarket is di-
viding into lovely jobsand lousy jobs.Thewinnersareseeing their
paychecks regularly increase,while the losersarehaulingAmazon
packagestothebeautifullyrestoredhomeswherethewinnerslive.

Social media harms democracy
TheArabSpringoftheearly2010sseemedatlasttobefulfillingone
ofthecentralpromisesofdigitalization:Democraticdiscoursecould
finallybeorganizedopenlybyusing the internetanddigitalmedia.
AnopenNetwouldleadtoanopensociety(inthedefinitionofKarl
Popper) inwhich “human rationality”wouldwork for the common
good.JusttenyearsafterdemonstratorsinTunisia,EgyptandYemen
hadridthemselvesoftheirautocraticleaderswiththeassistanceof
Twitter, Facebook andYouTube, the successors of those autocratic
leadersanddictatorsthroughouttheworldareusingdigitaltechnolo-
gy for surveillance, oppression and manipulation. China under Xi
Jinping iswell on itsway toward reinventingdictatorshipbydigital
meansandcreatingthealmostperfectsurveillancestate.

Inthemeantime,socialmediaareinfectingdemocraticdiscourse
intheWesternworldlikeacomputervirus.Propagandaistheirviral
load. The filterbubblesandalgorithms thatgive radicalmessages
aworldwidestage,combinedwithpoliticalmanipulationbyforeign
and domestic troll farms, have at least aided the rise of populists.
Manyprominenttechlashfiguresareconvinced:Withoutsocialme-
dia,therewouldbenoTrump,noBrexitandnore-emergenceofthe
Germanfarright.

Digital systems accelerate climate change
Thankstodigitalsystems,wecanfinallyliveinagreenworld–right?
Thattoowasoneofthegreathopesforimprovingtheworldshared
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foryearsbytechentrepreneursandenvironmentalistsalike.Indetail,
thatmeantsmartelectricitynetworkswouldmaketheswitchtore-
newableenergypossible.Thankstosmarttransportation,wewould
combineenvironmentallyfriendlymodesoftransport,reducetraffic
andneedfewercarsoverall.Throughtelecommutingandvideocon-
ferences,wewouldreducerush-hourtrafficandbusinesstravel.Big
Datawouldplanlogisticssointelligentlythatnotruckwouldeverpull
anempty trailer (today it’sarounda thirdofall thoseon the road).
Atthesametime,wewoulddematerializephysicalgoodslikeletters,
CDsandDVDs,sparingtheenvironmentandconservingscarcere-
sources.Itdoesn’ttakeadrivetoBlockbustertobingeonNetflix.And
thedigitalthermostatsinoursmarthomeswouldturndowntheheat
atjusttherighttime.Thatwasthedream,atleast.

Foreachofthesepromises,well-functioningexamplesexistto-
day.Butthefurtherdigitalizationprogresses,themoreobviousthe
rebound effects are becoming. TheBritish economist and philoso-
pherWilliamStanleyJevonsobservedthisprocessasearlyas1865,
atthepeakoftheIndustrialRevolutioninEngland.Hisreboundthe-
sis,whichhassincebeenempiricallyconfirmedmultipletimes,isthat
inthelongrunenergy-efficientprocessesleadtohigherenergyuse
because,byloweringcosts,theyaidtheoverallspreadoftechnolo-
gy (1865). The original Jevons paradoxwas concerned specifically
withcoalasafuelusedinsmeltingfurnaces.Today,environmental
economistscanobservethatasinglelow-energylightbulbmaysave
electricity,butpeoplesuddenlyhavemanymorelightbulbs,which
in turnrequirea largeamountofenergytoproduce.Theyseethat
car sharing has takenmany riders off the subway, but only a few
havegivenuptheirprivatecarsentirely.Andtheyseehowelectric
scooterswithasharingapparemarketedasenvironmentallyfriendly
“micro-e-mobilitysolutions,”butdon’treplaceshortcartrips.Instead,
theymakeitlesslikelythatpeoplewillchoosethemostenvironmen-
tallyfriendlyofallformsofmobility:walkingandridingabicycle.By
applying intelligentmeasuresandwithsomegoodwill,peoplecan
counteractreboundeffects,atleasttheoretically,astheenvironmen-
taleconomistTilmanSantariusshowsinhisbookSmart Green World?
(2018).Asmarthomecanoptimizeenergyusage–butnottheinhab-
itants’comfortlevel.

Viewed from above, digitalization may have its own rebound
paradox, a contradiction fromwhich there isnoexit. Economically
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andculturally,thesuccessfulmodelsoftheplatformeconomyareen-
tirelydesignedforquantitativegrowth.Theystimulateconsumption.
Sufficiency, or limiting oneself towhat ismost essential, is incom-
patiblewithSiliconValley-styleturbo-capitalistdigitalization.Inthe
sameway,sufficiencyandChina’sbrutalstatecapitalistapproachto
digitalizationaremutuallyexclusive.

There’sanold ruleof thumbamongpeoplewhostudy trends:
Every trend has a counter-trend. The only surprising thing about
techlashishowlateitgotstarted.That’stheviewofMatthiasHorx,
Germany’stoptrendresearcher,andhe’snotalone.Afewyearsago,
Horxhad toputupwithpublicandonlinemockeryby thebucket-
loadwheneverhequestionedwhetherdigitalizationwasleadingto
anywherenearasmuchprogressastheubiquitoustechevangelists
claimed(2017).Today,whenhewritesorspeakscriticallyoftechnolo-
gy,thefeedbackhegetsisoftenalongthelinesof,“Finallysomeone’s
pointingoutthatitdoesn’twork”(2019).

InGerman-speakingcountries,MatthiasHorx revived thecon-
ceptofthepostdigital.Thetermhadfirstappearedinthemid-1990s
indiscussionsof theaestheticsof electronicmusicandmediaart.
In 1998, just as the commercial internet was experiencing its first
boom, the computer scientist, co-founder of the MIT Media Lab,
venturecapitalistandorganizerofthe“OneLaptopperChild”initia-
tive,NicholasNegroponte,proclaimedinhisinfluentialWired(1998)
column:“Thedigitalrevolutionisover.”WhatNegropontemeantby
thatwas,ofcourse,notthatcomputersanddigitalsystemswouldno
longerplayanyroleinourlives.Hewasinsteadsayingthatwewere
already takingcomputers forgrantedso thoroughly thatwewould
onlynoticeiftheyweren’tthere,andwewouldhavetorelearnhow
tosensibly incorporatethemintooureveryday lives.Not longafter
andinasimilarvein,theItalianphilosopherGiorgioAgamben(2005)
elevated “postdigital thinking” to a new paradigm for understand-
ingthepositiveandnegativeconsequencesof lifewithcomputers.
Agamben –who referred to digital technology as “welcoming and
scaryprosthetics”–proposedthatthenewparadigmwouldmakeit
possibletoexaminethetopictoalevelofdetailthatthesuperficiality
ofdigital-technicalfaithinprogresshadsofarprevented.Therewas
minimalresponsetoAgamben’sproposal.

Techlash – and the increasingly obvious rebound effects of
digitaltechnologythatledtoit–willbethestartingpointofanew



ThomasRamge

238

postdigital discussion. A newdiscussion of the postdigital also re-
quiresanewperspectiveonthedigital.Wehavetomovebeyondthe
quasi-religionofdigitalism,thetransfigurationofdigitaltechnology
intoa solution for every situation, andplacedigitalization ina rad-
icallynewparadigmofcostsandbenefits.Wehavetolearntouse
digital technology ingeneral,andartificial intelligence inparticular,
sovereignly:thatis,self-reliantly,naturallyandcalmly.Butaboveall,
weneedtolearnnottousedigitaltechnologywhenitdoesn’tbenefit
us.

TheessayistWolfLotterunderstands“postdigital”notastheend
of digitalization but rather as the end of themyth of digitalization.
Inthepostdigitalageaftertechlash,peoplearegoingtodevelopa
radicallypragmaticattitudetowardallthingsdigital.Peoplewilluse
digitalsystemswhentheymakelifeeasier.Whentheydon’t,they’re
out.And,asinpostmodernism,newsynthesesbecomepossibleat
higher levelsbecause(amongotherthings)wehavefinally learned
todistinguishbetweenthose“welcomingandscaryprosthetics,”as
describedbyGiorgioAgamben(2005).

Postdigitalhumanbeingswillunderstandthattheirbrainscan’t
dealwiththeendlessstimulismartphonesinflictonthem.Asaconse-
quence,theywillhavetolearntheculturaltechniqueofmentalauton-
omy.Themindfulnessmovementcouldbeoneofthemostimportant
heraldsofthisdevelopment.Wecancounteractdigitalexhaustion,as
describedbyMarkusAlbers(2017),ifwehavesufficientanaloguere-
coveryphases.Apostdigitalsocietywon’tdiscusspoliticsonlinelike
aprimitiveonethathasn’tyetdiscoveredtechniquesformoderating
conversations.Or in otherwords, postdigital discussionswill have
nothingatalltodowiththeprinciplegoverningsocialmediatoday,
accordingtowhichthosewhoyellloudestfindthelargestaudience,
whileasoberappraisalcanonlyhopethat thetrollsoneitherside
shootthemselves.

Atthesametime,inthepostdigitalage,thedigitalwillbecome
completelytrivial.NicholasNegroponte(1998)openedhisprophetic
columnabouttheendofthedigitalagewithaslyreferencetothe
famousscene inThe GraduatewhereMr.McGuiregivesavuncular
advicetotheyoungprotagonist,BenjaminBraddock:“Justoneword:
Plastics!” In thepostdigitalage,digitalwillbecome theepitomeof
trivialitythat“plastics!”wasintheearlypostindustrialage.
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Butinconcreteterms,whatwouldapostdigitalworldlooklike
inwhichpeople–both individuallyandasasociety–useddigital
technologiessovereignly?Withrespecttothefourprimaryareasof
thetechlashcritique,ascenarioforthefutureisemerging:

• We’llonlyreachforoursmartphoneswhenthere’sareason
andnotbecauseeachnewreflexiveusecreatesnewreasons
forthenextritualisticunlockingofthehomescreen.

• Companieswillnolongerdigitalizetheirproduction,internal
processesandcommunicationsbecausedigitalizationisthe
firstcommandmentofmanagementatthemoment.Instead,
theywill rigorously test each step in the digitalization pro-
cessagainstthemostimportantcriterionofvaluecreation:
Whatwouldthischangereallyaddtothebottomline?Sham
innovations that in truthonlycomplicate things–essential
things like production, internal processes and communica-
tions –will be eliminated. Intelligent regulationwill ensure
that competition returns to digital markets and the super-
profitablesuperstarfirmswillfinallypaytheirfairshareoftax-
es.Thatwouldhelppayforthepublicinfrastructurethatthe
digitalsuperstarsalsouseintheirhighlyprofitablebusiness
models. Ifnecessary,someessentialdigitalserviceswould
beregulatedmuchlikewatercompanies,naturalgassuppli-
ersandotherbasicutilitiesaretoday.Atleasttheleftwingof
theDemocraticPartyintheUSishavingsimilarthoughts,as
exemplifiedbyElizabethWarrenandBernieSanders.

• Democraticdiscourseneedsmoderationonlineandoffline.
Thevalueofopinionindiscussionissignificantlylowerthan
commonlysupposedbythosewhoareconstantlyespousing
theirown.Never fear, therewill continue tobeunmoderat-
ed discussion forums. PewDiePiewill still have unfettered
opportunity to riff on social topics (in between game play
videos)onYouTube.Butinthepostdigitalage,essentialpo-
liticaldebateswilltakeplaceondiscussionplatformswhere
thediscourseisserious,fact-basedandnuanced,usingreal
names andwith pauses built in for reflection instead of a
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madrushtorespond.Thefactcheckwouldhavetobeanin-
herentandacceptedpartofthiscultureofdigitaldiscussion.
TruthwouldthenbenegotiatedviasomekindofSuper-Wiki-
pedia.Eventhepowerfulmustalsoexpressthemselveson
theseplatformsinsteadofthroughmediarootedinvisceral
emotion like Twitter, or media designed for aesthetic self-
promotion like Instagram.Perhaps software andplatforms
suchas “LiquidDemocracy”maycome intouse toenable
newformsofdirect,grass-rootsdecisionmaking,especially
at the local level. In themeantime,governmentandpublic
administrationwill have learned to improve throughdigital
technology.

• Technologyisnevergoodorbad.Itdependsonwhatweuse
it for. This statement, constantly repeated by tech-fixated
idealists, is on the one hand naive. Technology is usually
developed for a specific purpose in a socio-technical con-
text.It’smoresuitableforthispurposethanforothers,and
therefore it’snotneutral.On theotherhand, it’s of course
stilltrue:Youcanusemachinelearningtopromotethesale
ofanewdigitaldevicewithadreadfulenvironmentalimpact.
Amazonbred its recommendationalgorithmswith just this
kindofvalue-maximizingfunction.Byusingsimilarsystems
that learn frommore wholistic data sets, however, supply
anddemandcouldalsobebetterbalancedindecentralized
energynetworks.

Inagreenpostdigitalworld,thefightagainstclimatechangewillbe
apressinggoal,andperhaps themost importantgoalofnewtech-
nologicaldevelopment.Perhapsinthefightagainstglobalwarming,
digitalizationmightevengainasecondchancetoradically improve
theworld:with decentralized energy networks, energy-efficient au-
tonomous vehicles or a digitally controlled cradle-to-cradle (circu-
lar)economy.Newgreentechnologiesmightnotonlydelayclimate
change.Therewillbeanincreasingimportancefordigitallysupport-
edinnovationsthatpromoteresilience–thatis,theywillmakeiteasi-
erforpeopletodealwiththeactualconsequencesofclimatechange.

Thefuturecan’tbepredicted,butitcanbecreated.What’sstop-
pingusfromembracingapostdigitalfuturewitharadicalparadigm



Postdigital

241

forevaluatingtechnology’scostsandbenefits?Orwecould formu-
latethequestionpositively:Whatwouldweneedtomakethisvision
of apostdigital futurea reality?Gesche Joost, a scholarofdesign,
Germany’s former Internet Ambassador and a member of SAP’s
board of directors, answers the question with two words: “digital
sovereignty.”ButJoostalsowishesthatcritiquesoftechnologywere
moreconstructive.Isharethisview.

Nomatterhowattractiveorevenjustifiedtheideasoftechlash
may be, the perpetual demands for absolute data protection and
absolute minimization of data use are as wearying as an endless
waitonholdforthenextavailableagent,andasunproductive.The
answertotechlash,saysJoost,can’tbeforpeopletowithdrawinto
atechnologicalbackwater.Constructivecriticismoftechnology,on
theotherhand,willhelpusregainourdigitalsovereignty.Thiscan
onlysucceedifwedevelopdigitaltechnologythatcorrespondstoour
owndesiresandvalues,improveourabilitytouseitthroughdigital
educationand finally turn theconceptofacommondigitalmarket
forlike-mindedcountriesintoeconomicreality.Morespecifically,this
means:

1. Areasof theWesternworld thathavenot investedenough
intheirowntechnologicaldevelopment,Europeinparticular,
needamassiveandcoordinatedefforttoturnthingsaround.
In thediscussionof5Gcellphonenetworksand thepoten-
tialforChineseespionageorevensabotagebyHuawei,an
urgentquestionhasreceivedfartoolittleattention:Whyare
there no European firms able to competewithHuawei on
priceandquality?

2. Digitaleducationneedsakickstart,beginningwithelemen-
taryschool.This includesdatascienceandcodingandun-
derstanding social media and the platform economy. The
conceptsandmaterialsusedforteachingthesetopicshave
beentestedandproventobesuccessful,butunfortunately
arerarelyused inpublicschools.You’remore likely to find
themusedinprivateornon-profitinitiativessuchasthoseof
theOpenKnowledgeFoundation.
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3. Thethirdmajorareaofactioninvolvespromotinginnovation
and regulationofdigitalmarkets.An important elementof
this isaconsistentdatapolicy.Asdescribedinthesecond
section, if superstar firmsconstructdatamonopolies, then
the data needs to bemade open. But that’s only the first
important step.Open technical standards, if necessary en-
forcedby law,have thesameaim.Creatingmassivepolicy
incentives for voluntary sharing of data, data cooperation
andcross-sectordatapoolsneedtobeon theagendasof
national legislaturesand regulators.And,ofcourse,digital-
ization’s biggest winners need to pay their corresponding
shareoftaxes,whetherintheformofadigitaltaxusingthe
Frenchmodelorintheformofaminimumglobaltaxbased
on international agreements, as the German Foreign Min-
istryhasproposed.

Allof that isnot justdesirable,buttheprerequisite forbringingthe
rebound effects of digitalization under control in the postdigital
age.Inwritingthisbook,whatsurprisedmemostwashoweasilya
self-consistentandemotionallypowerfuldystopianscenariocanbe
formulatedusingtheAItechnologynowavailable.Fromthepresent
perspective,thealternativeconceptofasuccessfulfuturewithAIis
muchmoredifficulttoformulate.Becausethequestionalwaysarises:
Wouldwe reallywant to letsuchapowerfuldigitalcompanion like
myAIsodeep intoour lives?Even ifweknewthatmyAIwouldpro-
moteourinterestsalone,accordingtothebestavailabledataandits
internalprogramming,andnottheinterestsofanyoneelse?

Theconflict betweenprogress and regresswill remainadom-
inantpatternofdigital transformation, even if thenext20yearsof
technicalchangearemorehumanfocusedthanthelasttwodecades
ofthetechtsunamispillingoutofSiliconValley.

Science,politicsandjournalismhaveattimesidentifiedthere-
boundeffectsofdigitalizationingeneralandofartificialintelligence
in particular, but have not yet found a sensible overarching frame-
work for analyzing them. In exploring the technical possibilities of
machine-assisteddecisionmakingandtheautomationofdecisions,
wesystematicallyunderestimateourdesireforautonomyofchoice.
In a specific situation,AI assistants have the ability to lull uswith
the sweetanestheticof convenience.Artificial intelligenceand the



Postdigital

243

cleverassistantsitpowerswillencroachonusevenif–orprecisely
because–theyonlyhavegoodintentionsforus.

Theonlyremedyispostdigitalsovereignty.Oneofthemostim-
portantskillsofthosewhoaredigitallysovereignwillbetheabilityto
decidewhentostepbackfromtheubiquitouspowerofsmartcom-
puters.Inaspecificsituation,wewillbeabletoassesswhenthetech-
nicalexpertiseofthesedata-richexpertidiotsbenefitsus–andwhen
itdoesn’t.Oncewe’vegainedthisskill,we’llbeabletoovercomethe
techno-pessimismunderlyingthecurrentdebateabout technology.
Inourpresentstateofbeingdigitallyconflicted,wequicklybecome
accustomedtothebenefitsofdigitalsystemsandcometotakethem
forgranted–andatthesametime,weencountereverypotentialrisk
with both outrage and paralyzing fear. The international techlash
wave(which,perhapssurprisingly formanyEuropeans, isprimarily
ledbyAmericancriticsatpresent)mightgainacathartic function
inthefurtherdevelopmentofdigitalsystemsinthe2020s.Weneed
toidentifytechnology’srisksandreboundeffectswithhealthyskep-
ticism inorder tounlock itsprogressivepotential in the long term.
Whatweneedisapostdigitalsynthesisofdigitalinnovationandcri-
tiqueoftechnology.Onlythenwillwebeabletousetechnologyto
worktowardsolvingthegreatchallengesofourtime.

Intelligentmachineswillhelpus ifweuse them intelligently. If
that’stohappen,wehavetomakeartificialintelligencesmarterwith-
outlettingittakecontrol.
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Talk to Me
A Multilingual Installation 
as a boundary Object  
for Inclusion in Digital  
and Public Participation

BiancaHerlo,SandraStarkandMalteBergmann

Introduction
Inthetensionfieldbetweenregulation,technologydevelopmentand
digitalliteracy,designisincreasinglyaskinghowthedigitaltransfor-
mationcanbemademoreequitablewithregardstoincreasingsocial
inequalities(Allmendinger2015).Centraltothisisarenewedturnin
criticalsocialtheoriesaswellasindesignandartstowardstherole
ofartifactsandbuiltinfrastructuresinshapingourrealities,aswellas
towardsmaterialcultures(e.g.,Barad2014;Deacon2011;Stakemeyer
andWitzgall2014).Withinthesedevelopmentsthatemphasizeanew
interpretationofthepoliticalimplicationsofagenciesandmatter,the
focusondesignobjectsasepistemicobjects(Mareis2011)isgaining
renewedconsideration,withinquiriesinthewiderangeoftechnical,
political,socialandaestheticformsofknowledgethatisnegotiated
in the given object itself and bymeans of this object. Against this
backdrop,weusetheartifact“TalktoMe.AMultilingualInteractive
Installation”toelaborateontheroleofdesignobjectsasepistemic
objectsintransdisciplinaryprocesses.Theinstallationwasdeveloped
inthecontextofthetransdisciplinaryresearchproject“INTERPART
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– Intercultural Spaces for Participation” (2018–2021);* INTERPART
tookaresearchthroughdesignapproach(Frayling1993;Findeli1998).
Theaimoftheprojectwas1)todesignandfosterspacesforintercul-
turalparticipationinurbandevelopmentand2)tobetterunderstand
theroleofsocialdesign formore inclusive technologieswithinpro-
cessesofanalogueanddigitalparticipation.

Buildingontheresearchconducted intheproject INTERPART,
wewilldiscusstherelationshipbetweenparticipatorydesign,tech-
nologydevelopmentandtheirpoliticalandsocialimplicationswithin
urban planning. Central to these considerations is the hypothesis
thatsocialparticipationsignificantlyconditionsanddeterminesdig-
ital participation. This text is a plea for the development of hybrid
artifacts and inclusive participation formats and at the same time
foraturntowardsfacingsocialchallengesofdigitaltransformation
processes.

“TalktoMe”wasdevelopedinordertoinvestigatethequestion
ofhowtodesignmoreinclusivemodesofparticipationinurbande-
velopmentprojects.Ourstartingpointwastoexperimentwithhybrid
modes of engagement that combinephysical anddigital or online
formsof interaction. The installationwaspart of a seriesof onsite
publicinterventionsintheGermancitiesBerlinandWiesbaden,con-
ductedwithinthesociallivinglabs(Franz2015;Dezuannietal.2018)
oftheresearchprojectINTERPART.

Herewefirstdescribethedesignartifactinitsform,functionand
contextofuse.Wewillofferareflectionofthedesignresearchpro-
cessthatledtothedevelopmentoftheinstallationandgiveasum-
maryoftheactualformsofuseduringtheinterventions.Wemainly
drawonethnographicdata tounderstand the formsof interaction
betweenusersandtheartifactandinvestigatethelargercontextof
thesetupandtheactivitiesthatwereconducted.Wewillthenreflect
onourwork in thecontextof thepotentialsandconfinesofdigital
andpublicparticipation.

*  INTERPART (Intercultural Spaces of Participation) is a three-year research project
(2018–2021), funded by the German Federal Ministry of Education and Research
(BMBF) in the funding line “Migration and Social Change”. Project Partners: TU
Dortmund University (Spatial Planning), Berlin University of the Arts (Design
Research), Berlin Senate Department for Urban Development and Housing, City of
Wiesbaden, UP 19 Urban Research, Zebralog GmbH.
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Thetextcloseswithadiscussionthataimsatcontributing,from
a design perspective, to a wider discourse on concepts of digital
sovereignty that focus especially on countering inequalities. By re-
flecting on the practices inscribed in and observed around the in-
stallation “Talk toMe,”we contextualize design practiceswithin a
broaderunderstandingofdigitalsovereigntyasaprocessconstantly
inthemaking,asaconditionoftheabilitytocriticallypartakeinthe
societaldigitaltransformationandtheshapingofourdigitallymedi-
atedsociety.Wethereforeframethefindingswithafocusondigital
competenciesandcriticaldigital literacy.Oneassumptionour find-
ingsarebuiltuponisthatpeoplemustexperienceandpracticedigital
sovereigntyinordertocriticallypartaketakepartintheshapingof
adigitaltransformationorientedtowardthepublicinterest–inline
withtheexperimentalapproachtoconceptsofdemocracystatedby
HelenMargetts (1994; 2015), an approach that focuses on the ex-
perienceofdemocraticinvolvementandpoliticalparticipation.Asa
result,weassumethatoneofthemaingoalsofdesignpracticerelat-
edtoinclusivecollaborationandtheco-productionofknowledgeis
tofosterdiscussionandnegotiationaboutthewaysinwhichdigital
technologiesreconfigureourparticipatorypractices.

Fig. 1  Public installation in Berlin Moabit 2019. Design Research Lab.



BiancaHerlo,SandraStarkandMalteBergmann

250

Initiating intercultural dialogue
“Talk to Me” is an interactive, multilingual installation that was de-
signedasanartifactof intervention inpublicspace. Itsaimwasto
initiatedialogueswithcitydwellers.Ourtwoleadingresearchques-
tionswere:Howcanwedesignanalogueanddigitalspacesofpar-
ticipationthataremoreinclusiveinthecontextofurbanplanningand
development,especiallyinhighlydiverseneighborhoods?Howdowe
promotemoreinclusivedialogue?Whatroledoesdigitalparticipation
playforindividualswhousuallydonottakepartinconventionalpar-
ticipatoryprocesses?

Wewerepartofaresearchteamthatconsistedofactorsfrom
different academic disciplines and practice partners, including de-
signersanddesignresearchers,sociologists,urbanplannersaswell
ascolleagues fromthepartnercityadministrations, fromparticipa-
tionpracticeandurbanresearch.Thefieldresearchtookplaceinthe
GermancitiesofBerlinandWiesbaden.

Inorder toestablishapresence in thesocial living labs in the
twocitiesinthefirsthalfoftheresearchprojectperiod,twopublic
interventions were organized in each city. The research approach

Fig. 2  Public installation in Berlin Moabit 2019. Design Research Lab.
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“sociallivinglab”(Franz2015)wasappliedduringtheprojectduration
inbothcitiesasatransdisciplinaryresearchframework:Itincluded
stakeholders fromdifferent fields in theco-researchprocess, such
asresearchers,designers,communityorganizers,policymakersand
localcivicactors.Generally,theconceptualizationasasocialliving
labemphasizestheassumptionthattheincreasingsymbiosisoflocal
civicengagementandresearch infrastructuresmakesway fornew
possibilities for collective and collaborative problem identification
andsubsequentactiontoemerge–especiallywhenthespecificso-
cialcontextisregardedascentral.1

Thesociallivinglabisfirstandforemostaresearchapproachthat
focusesonsocialchangeinreal-worldcontexts.Inasociallivinglab,
committedpeoplefromscienceandpracticecometogetherdriven
byacommontopicandfocusedbytimeandplaceconstraints.They
addressproblemsthatdirectlyaffectcoexistence insocial,ecologi-
calorpoliticalterms(Bergmannetal.2021)whilelinkingtheoretical-
scientificknowledgeandexperiential knowledge.Social living labs
stresstheimportanceofconsideringthelocalcontextbydeveloping
aspaceofencounterandcollaboration that is rooted in theactual
life-worldsofthosepartakingintheseprocessesoftransdisciplinary
inquiry(Wanneretal.2018)–andbyimplementingasetofco-design
methodsandexperimentaltechnologiesthatfosternegotiationpro-
cesseswithaspecialfocusoncounteringphenomenadescribedas
thedigitaldivideanddigitalinequality(Herloetal.2020).

Against this backdrop, being on the ground in real-life con-
textsallowedtheprojectteamtoincludelocalstakeholdersandcity
dwellersasco-researchersintheprocess.Theinterventionsconsist-
edofasetofexperimentalparticipatoryformats,withtheinstallation
“TalktoMe”asitscenterpiece(Figs.1–2,intervention).

1  In German discourses and funding structures on transdisciplinary, participatory 
and transformative research, the term Reallabor (real life laboratory) is usually 
used. While the concept of the “living lab” first emerged theoretically from the 
Massachusetts Institute of Technology in 2006 (Hillgren 2013) and has since then 
been spreading rapidly and worldwide (The European Network of Living Labs 
ENOLL), the concept of real life laboratory originates from sustainability research 
(Schneidewind and Singer-Brodowski 2014; Gerhard and Marquardt 2017). Despite 
different traditions, the terms are also often used synonymously. Depending on the 
discourse or objective, differences in methodology or implementation are possible, 
but the concepts show great overlap: They are understood, especially in Europe, as 
instruments to achieve greater citizen participation and social cohesion.
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Visuallyandmaterially,thedoorbell/intercommotifoftheinstal-
lation’s interfacewasmeanttoestablishaconnectiontourban life
and referenced a familiar formof dialogical interaction. Examining
names from different cultural backgrounds on doorbell panels of
big apartmentbuildings is onewayof learningabout thediversity
inonestreetorblock.Wealsosaw thepossibilityof the intercom
as familiar, low thresholdartifactofferingaffordance (Gibson 1979),
whichhasthepotentialtotemporallycreateacommunicativebridge
betweenstrangers.Theconstructiondesignreferredtotheconcept
ofspatialintervention,whichintheresearchcontextofINTERPART
wasdefinedasatemporary,playfulandexperimentalinterferencein
publicurbanspaces.Allpublicinterventionswithinthesocialliving
labsweredesignedtocreateadegreeofirritationfortheparticipants,
and to break with some expectations that are attached to formal-
ized participatory events in urban planning. This design approach
was chosenwith the intent of creating situations that are open to
newpathwaysofinteractionwhichmayeventuallybreakoutofthe
self-referential framework of established participatory formats. For
this purpose, the intercom was attached to a human-sized gate
construction big enough for a person towalk through andplaced
prominentlyasan“entrance”attheinterventionsites(Figs.1–2).At
thisentrance,participantswereasked toselect theirpreferred lan-
guageforthedialoguetofollowbypressingabellsignandthereby
initiating the interaction.Conceptually, theartifact unifieddifferent
experimental andplayful approaches to address challenges of lan-
guage barriers in urban participation processes. Attached to the
doorbellinterfacewasaRaspberryPimini-computerwithamobile
LTE router connected to Google’s AI-based translation software
Google Translate + google speech to text and text to speech.Forthe
participantsthatwereinteractingwiththeinstallation,theintercom
consequentlybecameamultilingual,tangiblevocaluserinterface:a
userinterfacewherecommandstoacomputeraregivenviaaphys-
ical object. By designing “Talk toMe” as amultilingual interactive
installation,weintendedtogaininsightsintohowinterfacesneedto
bedesignedtomakedigitalparticipationaccessibletopeoplewith
differentlanguagebackgrounds.

The language selection for the installation was based on the
knowledgeoflocalpartnersaboutmostofthespokenlanguagesin
therespectiveneighborhoods.However,atthesametimeitwasalso
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determinedbythelimitedavailabilityofcertainlanguagesasspeech-
to-textortext-to-speechmodulesoftheGoogleCloudAPI.Theser-
viceprovidedbyGooglewaschosendueto it’s relatively low-level
technicalaccessibilityandthelargenumberoflanguagesavailable.
Ourtimeandfinancialframeworkdidnotallowforalternativesrequir-
ingfurtherdeveloperworkoranextensiveresearchanddevelopment
processinthisfield.Beingawareoftheinherentbiases(Pratesetal.
2020),andsincenodirectpersonaldatawastransferred,wedecided
tostillworkwiththeGoogleAPIbutfocusonthelimitsofAIbased
translation,ratherthanseeingitasaproblemsolver.

Conversations with the square
Urban planning projects are often concerned with the design of
publicsocialspacessuchasparksandsquares.“TalktoMe”tiesin
withthispracticeandinvolvesparticipantsinamultilingualdialogue
with“thesquare,”connectingthemtotheurbanspacetheyarepart
ofwhile they interactwith the installation.Aconversationwith the
squareisinitiatedbyavisitorpressingoneofthebellsigns.Eachsign
isassignedalanguage.Visitorsmakeachoicebypressingtheplate
featuringtheterm“thesquare”intheirpreferredlanguage.

The intercom(computer) thenstarts tospeakasapersonifica-
tionof thesquarebygreeting thepersonand initiatingadialogue
aboutpeople’spastactivitiesaccordingtoaquerylogic:

Computer:“Hello,what’syourname?”

Visitor:“(name).”

Computer: “Hello (name), nice to see you. Tell me in two or
threesentenceswhatyouusedtoliketodooutside?”

Visitor: “I used tomeet friendsandplayball at the roadside.”
(Example)

Computer:“Thankyou,(name).Youranswerwillnowbeprin-
tedouttosharewithothers.SeeifIunderstoodyoucorrectly.”
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Afterward,thepersonwasaskedtopick-uptheiransweratthe
othersideofthegate,whereitwasprintedintheiroriginallanguage,
supplementedbyaselectionoffourofthefollowinglanguages:Ger-
man,English,French,TurkishandArabic.

Inthedevelopmentofthe installation, itverysoonbecameap-
parent that theGoogleCloudAPIwouldnotprovideveryaccurate
translations.Furthermore,ambientnoiseorspeakinginasoftvoice
would lead tomore errors in the speech recognition, which were
passedoninthetranscriptionintotextandthesubsequentprocess
of translation.Because theseerrorscouldnotbepreventedwithin
thescopeoftheproject,itwasdecidedtousethesepotentialerrors
as an asset to engagepeople in dialoguewith each other by sug-
gestingtothemtomakecorrectionsbyhandandtoaskforhelpwith
languagestheydidn’tspeakthemselves(Fig.3).Theprintoutswere
meanttoactasavisualdisplayofthedialoguesandasanartifactto
start conversations over ramifications of communicativemisunder-
standings.Thoseconversationscouldthen leadto in-depthdiscus-
sionsabouttheneighborhood,toexchangeofindividualstoriesand
experiencesand,inpurpose-builtnarrativespaces,tointerviewsand
conversationsaboutinterculturaldialogueintheneighborhoodorin
urbanplanning(Seydeletal.2021).

Fig. 3  Correcting the printouts. Design Research Lab.
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What are we talking about?
Whenconductingparticipatoryprocessesinurbanplanning,citizens
areusuallyapproachedwithaspecificsubjectorquestion,towhich
city representatives expect to receive concrete answers. However,
basedoninterviewsconductedwithlocalinitiativesinthebeginning
oftheproject,theresearchteamdecidedtotakeastepbackanduse
thefirstinterventionsonthegroundtoestablishcontactandinitiatea
conversationwithcitydwellers.

For this purpose, a narrative approach was applied: “Tell me
intwoorthreesentenceswhatyouusedtoliketodooutside.”The
questionposedbythecomputer,ontheonehand,tiedintothepast
oftheuser,togaininsightsintotheirdifferentbackgrounds.Onthe
otherhand,peoplewereaskedtosharepersonalstories,whiches-
tablished awareness and acknowledgement for the importance of
theirexperientialknowledgeinurbanplanningprocesses.

Another aspect was the assumption that asking visitors a di-
rectplanningquestion–like“Whatchangeswouldyoulikeforthis
square?”–would leadtoavery limitedrangeofpracticalanswers.
Such a disappointing result would neither give credit to the com-
plexityofdevelopmentalinterventionsintourbanspacesnorwould
itleavevisitorswithasenseofsocialinteraction.Theywouldnotfeel
wovenintothesocialfabriconsitewithsuchasimplequery.Inallof
theparticipatoryformatscreatedintheresearchprojectINTERPART,
therefore,theintentionwastosignalanopeninguptowardscitizens
andneighbors,towardstheirimplicitandtacitknowledgeasexperts
ofevery-day life, towardsdifferent formsofcommunication,knowl-
edgeandpeoplefromdifferentbackgrounds,thosewhousuallydo
nototherwisejoininformalizedparticipatoryplanningprocesses.An
openmindset fordirectanddigitalparticipationhadtobecommu-
nicated, transportedand inscribedbymeansofallelementsof the
publicintervention.

Itisimportanttomentionthat,asdesignresearchers,wewere
verywellawarethatparticipatoryformsofdesignandresearchare
notinandofthemselvesanefficientactinthequestforsociallyro-
bustandmoreequitableoutcomes.Thequestionofparticipationin
designhasbeenattimesoverlookedoroversimplified(Pierri2018).
Inourresearchoverthelastdecade,werefertothepracticeofpar-
ticipatorydesignasdefinedwithintheScandinaviantraditionofso-
cialmovementsduringthe1970s.Thisdiffersfromothertraditional
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practiceofcollaborativedesigninmanyways:Ithasaclearinterest
in issuesofequality,social justiceandparticipation,andexhibitsa
particularsensibilitytowardsproblemsandcomplexities,ratherthan
beingprimarilyorientedtowards(oftenoversimplified)solutions.The
formsofparticipatorydesignandresearchweappliedaimatrefram-
ingtheroleofexpertisewithinknowledgeproduction,andwhilenot
beingagainstexpertiseinitself,theychallengeexpertsasasource
ofpowerandauthority (SchulerandNamioka1993). Inourproject,
wewere particularly aware of questions of power relations in par-
ticipatoryresearchandhowthesequestionsaretransformedduring
transdisciplinaryresearchwork.

Emotional involvement through a multilingual conversation 
Theinstallation,asanexperimentalandalsopoeticalobjectforpub-
licintervention,attractedcuriousglancesandmotivatedpassers-by
to inquirewith interestwhatwasgoingon inthesquares.Different
visitorsemphasizedthefactthattheirownlanguagecouldbefound
ontheinterfaceasverypositive.Listeningtothedigitalvoiceintheir
mother tongue (often not the local language) in this unconvention-
al setting had a deep impact: They felt valued and emotionally ad-
dressedandweretouchedbythefactthattheycouldconversewitha
“machine”intheirprimarylanguage.Accordingtoourfieldnotes,the
installationwasdescribedasan“inspiring,playfulformatfordealing
withlanguage”(ParticipantobservationMoabit,F.Schüffler,4.6./p.3).

Numerous visitors smiled at errors that occurred in communi-
cationwith themachine,due to timedelaysorbackgroundnoises.
However,momentsoffrustrationalsooccurred,especiallywhenthe
speechrecognitioncouldnotdetectspecificArabicdialects.Inone
case,thisledtoadirectcontroversybetweenoneparticipantandus.
Ayoungmanwasprettyannoyedbecausehisnamewasjustnotcor-
rectlyrecognizedbythemachine.Otherswereamusedbythewrong
namerecognition.Whatwasplannedasaplayfulinteractionbecame
asituation thatstressedhowverysensitive lingualmisunderstand-
ingscanbe.Inthiscaseitprobablyopenedthefloodgatestoemo-
tionsoffeelingmarginalizedandnotrecognized.Inmostcases,these
comprehensionandtranslationerrorsneverthelessledtoanengage-
mentwiththetoolandbecame(unplanned)occasionsforconversa-
tionsaboutpersonalexperiences,andultimatelyaboutexchanging
ideasonneighborhoodtopics.Theinstallationthusbecamethefirst
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pointofcontactformanyparticipantsintheinterventions,apointof
attractionandaconversationstarter.

Justasona regular intercom,mostvisitorsdidnot leave long
messagesbutansweredratherbrieflyinshortsentences.Thiswas
inmanycasesduetotheunexpectedinteractionandthetypeofthe
initialquestionposedbythecomputervoice,butclearlyalsobecause
of the livelysituationon thesquaregenerally.The installationwith
the gatewasmore of a passage point than a place to linger. And
yet,theshortanswersandnoteswereoftenratherpersonalanddid
startconversations,althoughtheycertainlywerenotusable foran
in-depthanalysisorhaveanyrepresentative implications.However,
theinstallationdrewparticipantsintomorefocusedco-researchfor-
mats,suchasourpurpose-builtnarrativespacesonthesquareand
workshop.

Withthemovefromtheopenpublicspaceintoinsidedo-research
formatsinthesecondpartoftheresearchproject,“TalktoMe”was
thenfurtherdevelopedanddetachedfromthegateconstruction.We
transformeditintoasmaller,moremobileobject(Fig.4).Thissecond
iteration of the installation, which could be held in two hands, al-
lowedforamoreintimateengagementwiththeartifact.Complexity
wasreducedbymakingthetechnologyandtheprocessbehindthe
bells visible tousers.While the technology remained largely invisi-
bleinthefirstversionoftheinstallation(duringthepublicinterven-
tions),thesecond,smallversionof“TalktoMe”wasmeanttoallow
anintegrationoftheartifactasanindependentagentandco-equal
participantwithinworkshopsettings–butalsoasacriticaldevice
(Raby2001).Makingthetechnologyofthedevicetransparentaimed
ataddressingquestionsofdatasecurityandtheimplicationsposed
byusingGoogleAPIs,ultimatelyasmeanstopoliticize technology.
Unfortunately,duetotheCOVID-19pandemic,wewerenotyetable
toimplementandworkwiththelaterversionoftheartifact.However,
thecoreideaoftheinstallationremainedthesame:tocreateahybrid,
experimentalparticipatorysetting inwhichuserscouldexperience
andengagewithdifferentaspectsoftechnologywhilebeingsituated
inaresearch-specific,physicalspace.
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Digital participation and the problem with the digital divide
The late 1990swere the pioneering times of digitized participation.
Märker(2017)describesabackthennewdevelopmentprojectfrom
1998inBonnasthefirstapproachtoe-participationinGermany.Ur-
bandevelopmentplanswerepublishedon the internet ina “digital
gallery,”andanonline forumwas installed forcitizens tocomment
on these plans. Simultaneously, discussion forumswere held, and
peoplewereintroducedtothenewtechnologyduringpublicassem-
blies.Whileonlythreeloginstothee-participationplatformwerereg-
isteredbackin1998,hopesforparticipationwerestillhighinthese
pioneering years. It is important to consider that thiswas the year
Googleintroduceditssearchengineandtheinternetonlyhadbegun
tobecomeamassphenomenon.In2002,stilllessthan50%ofGer-
manhouseholdshadandusedaninternetconnection,butnumbers
increasedrapidly:Tenyearslaterthesharewasupto72%andgrew
upto93%in2017(Eurostat2017).Interestingly,thebasicsetupofthe
1998e-participationprojectinBonnisstillinusetoday.

Morethan20yearsafterthefirstattemptsondigitalparticipa-
tion,digitalcommunicationisubiquitousandconsideredoneofthe

Fig. 4  Photo: Katrin Greiner.
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keydriving forcesof societalchange.Thismediatizationof society
and the ubiquitous digital transformation builds on the quantita-
tiveincreaseofglobalconnectivity,butithasalsobroughtmassive
qualitativechangestosocialandculturallife.Thegeneralmodesof
engagement with people and their surroundings have undergone
radicalchangesinthisdevelopment(CouldryandHepp2013;Hepp
2020).Foralongtime,thedigitaltransformationwasdominatedby
technologicaloptimism,withpromisesofaccess,information,partic-
ipationandofovercomingglobal inequalities.Experimental realms,
co-operationsandproject-basedinterventionsareclearlybenefiting
from the expansion of globalized ICT. But considerable research
showsthat individuals,communitiesandregionsthatareculturally,
sociallyandeconomicallymarginalizedbenefit lessfromthedigital
transformation andoftenhardly participate digitally. This potential-
ly leadstogreaterdisadvantagesandinequalities(AlamandImran
2015;Ragnedda2018;Eubanks2018;Sloane2019).

Despite the increasingapplicationofdigitalparticipation inur-
ban planning and development, many of the challenges generally
facedinparticipationprojectsremainthesame:Justlikeofflinepar-
ticipation,onlineparticipation issociallyselective.Onemajorprob-
lemthathasreceivedlittleattentioninthediscussiononformalized
digitalparticipation is thedigitaldivide (CooperandWeaver2003)
whichmanifestsitselfonthreelevels:

• in access and equipment (internet connection, computer,
smartphone),

• inknowledge regarding theuseofandnavigation through
thedigital,

• in thematerial and sociocultural advantages that occur to
people with appropriate skills. (van Deursen and van Dijk
2018,2)

Oneofthemost importantchallengestobeaddressedondifferent
levelsofdesign,policyandgovernance is tounderstandthedigital
divide,alsoonagloballevel,withitsinherentstructuresofinequality
anditsseveresocialimplications–asthecurrentpandemicandthe
acceleratedremoteworkhavemademorethanobvious(vanDeursen
2020).AssummarizedbyMassimoRagnedda(2018),acriticaldigital
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literacyisneededtoadequatelytacklekeyissuesofparticipationand
toaddressthegrowingdigitaldivideatalllevels.

Designing for digital participation and inclusion also means
fosteringdiscussionandnegotiationaboutthewaysinwhichdigital
technologies reconfigure our collaborative and working infrastruc-
tures. These public and multi-stakeholder debates are crucial to
achievingabalancedviewoftheeffectsofdigitalizationincollabora-
tivepracticesandurbanplanning–asakeyfactorforadvancingdig-
italliteracy,democraticself-determinationandempowermentwithin
theseareas.Weunderstanddigitalliteracytonotonlystresscompe-
tentnavigationthroughthedigitalworldbutembracethedimension
ofsteeringanddesigningprocessesofdigitalization–asaformof
critical,socio-politicallyembeddeddigitalliteracy.Theskillsrequired
toachievedigitalliteracyareregardedhereasanexpandedconcept
towardsmoredigitalequality,withthefocusonwhatpeopleareef-
fectivelyabletodo–asanexpressionoftheirfreedomandagency.

Holistic approaches to intercultural participation
Thedigitaldivide isclosely linked toothersocio-culturalandsocio-
economic factors – particularlywith regards to household income.
Age,gender,politicalinterestandeducationalattainmentalsoaffect
theuseofdigitalmediaandwithitdigitalparticipationinurbandevel-
opment(HoffmannandLutz2019).Whendevelopingdigitalformats,
therefore, considerationmust be given to the advancement digital
competencies and critical digital literacies through direct and per-
sonal interaction. The importanceof participation in the context of
designingphysicalandvirtualpublicspaces is increasing,because
digitalparticipationisnegotiatedasacrucialfactorforco-designing
moderndemocracies.Thus,integrativeapproachesthatcombineof-
flineeventswithdigitalplatformsandonlinetoolsarenowmoreoften
beingimplemented(deJongetal.2019).

Whenitcomestointerculturalparticipation,thecommunicative
and performative aspects of analogue and digital participation be-
comeevenmoreimportant.Thisbecameespeciallyapparentwhen
in2020,facingthepandemic,variousareasoflifehadtobemoved
into the digital spacewithin a short period of time.A fewmonths
into thepandemic,our researchgroup talked to representativesof
local initiatives and organization in Berlin Moabit who work with
refugeesandimmigrantcommunities.Theseintermediaries’actions,
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theirengagementandpoliticalrolehavebeenreconfiguredbydigital
technologies.Thepossibilitiesofself-organizationandparticipation
have changed over the last decades, expanding the range and ef-
fectivenessofprojectmakersandcivilsociety initiatives, fueledby
digitaltechnologiesthatarealmostubiquitousinpost-industrialso-
cieties.But still, theirworkusually involvesagreatdealof face-to-
faceencountersandpersonalengagement.Becausetheseorganiza-
tionsdependlargelyonvolunteerworkandgovernmentfunding,the
suddentransitionofalloftheirparticipatoryformatsintothedigital
space was particularly difficult. They described language barriers,
limitedaccesstodigitaltechnologyandlimiteddigitalliteracies(es-
peciallyintheeducationsector)asthemainchallengesthatprevent
people from taking part in (virtual) public life. One representative
reported thatmost educational information on infection risks and
restrictionsimposedbythegovernmentwasonlymadeavailablein
German, and the languageusedwas rather complex. This created
alotofuncertaintyforthewould-beimmigrantsheisworkingwith.
Othersobservedthelimitedcapacityofparentstosupporttheirchil-
drencreatedby the lackofaccess to technologyandby language
barriersfacedinthecontextofhomeschooling.Manyofthehousing
facilitiesforrefugees,forexample,donothaveinternetaccess.

Whilethetransitiontoonlineformatsstillhelpedintermediaries
tostayintouchwiththeirmembers,alltherepresentativesstressed
the importance of the design of these digital spaces: The design
premisesshouldbeneeds-oriented,basedontrustandopenness,or
inotherwords,afundamentalinterculturalsensitivity.Inthiscontext,
interculturalsensitivitywasdescribedasasensitivitytothespecific
realitiesof lifeandofdifferentpeople livingtogether inoursociety.
Theabilitytoputoneselfinanother’spositioninordertorecognize
specificconditions,prerequisitesandacknowledgeandappreciate
differences.Thisrequiresacertaindegreeofflexibility,aqualitythat
often positively distinguishes nonprofit organizations from state or
otheradministrativeinstitutions.

Theexperiencesencounteredbytheseorganizationsduringthe
pandemicmake the conceptual linkingof different communication
formatsandchannelsallthemoreimportant.Ifdigitalparticipation
isusedasademocratictooltoinvolvecities’inhabitantsintheirde-
velopmentandthusintheshapingoftheirlives,theinequalitiesand
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exclusionscreatedbyparticipatory formatsneed tobeconsidered
whenphysicalanddigitalspacesofparticipationaredesigned.

Creating interculturally sensitivity spaces canmean providing
informationinseverallanguagesandinlanguagesimpleenoughto
ensurethateveryonecanreachthesamelevelofunderstanding.In
thesameway, itmeansdropping ideasandprojects if theydonot
address the needs and interests of the people forwhom they are
intended.All representativesof the fourorganizationstheresearch
grouptalkedtoemphasizedthatthebasisoftheirworkisalwaysthe
interpersonal relationship. Fabian Thomsmeier of the organization
Karamesumsthisupasfollows:“Ourcoreworkhereistheworkon
site,withthepeople”(F.Thomsmeier,Interview,June24,2020).

Cross-medialityasaconceptualapproachplaysadecisiverole
here. It combines on- and offlinemedia and formats of exchange
anddialogue.Bothvirtualandphysicalspacesofparticipationcome
withtheirownspecificchallenges,however,acombinationofonline
andofflinerealmsthatbuildonandcomplementeachotherhasthe
potentialtopromoteinterculturalparticipation:abundleofactivities
thattakeintoaccountdifferentneeds,individualresourcesandcom-
municationstyles.

Conclusion
The social complexity in our post-migrant and post-digital society
particularly challenges the lack of diversity in urban participation.
Countering inequalities as well as deterministic technology-driven
perspectiveson societal challenges, especially in timesof crisis, is
onemaintaskwithinparticipatorydesignandresearch.Asaresultof
ourendeavors,wecansaythattheinteractiveartifactpresentedhere
and the designed situations around it triggered learning and think-
ingprocessesamongboththeresearchersandtheparticipants.Our
experiencewiththechosenformatsofahybridartifactandbroadly
inclusiveparticipationshowshowimportantthedesignofsuchpar-
ticipatorysituationscanbe.With thehelpofadesign that isopen
to conversation, previouslymarginalizedgroups canbetter engage
inparticipationsituationsinwhichtheyfindroomtoformulatetheir
perceptions,opinionsandneeds.Thisisprimarilyabouttheattitude
thatgoeshandinhandwiththedesignofparticipationspacesand
situations.
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Thedesignofphysicalobjects,referencesystemsandprocesses
hasasignificantinfluenceonwhetherandhowindividualsorgroups
can exchange information, engage and trigger an intercultural dia-
logue.Thesocio-materialandsocio-technicalarrangements(Latour
1999;Ehn2013),i.e.,thecompositionandinterplaybetweenpeople
andtheirmaterialanddigitalenvironments,influencereal-worldcon-
textsandthusthewaypeopleactandinteract.Itisthusallthemore
importanttoadvancepublicdebateonwhoistakingpartinshaping
ourdigitallymediatedsocietiesandhowtheparticipationprocesses
aredesigned,e.g.,tofosterdiscussionandnegotiationabouttheways
inwhich(digital)technologiesreconfigureourrealities.Throughthe
lensofdigitalsovereignty, in fact,questionsofcriticaldigital litera-
ciesaswellastheskillsetsthatpeopleneedinordertounderstand,
navigateandshapedigitalrealmsbecomeamainaspectofconcern.
While digital technologies support individuals and communities in
organizing,networkingandbolsteringcommonality–andthuspro-
moteparticipationgenerally–,ithasbecomecertainthatbothlocal
governmentsandcivilsocietyactorsmustfaceuptothechallenges
ofthedigitaldivideanddigitalliteracytoadequatelyaddressimpor-
tantquestionsofequityandparticipation.Thequestionoftheimpact
digitaltechnologieshaveinfosteringdiverseparticipation,inclusion
andengagementbymoremarginalizedgroupsemergedasacritical
one for our project,wherein the role of design can be considered
ambivalent.Thedisciplineofdesignhasakeyroletoplayinrevealing
thenegativeimpactsoftechnology.Itcanalsoaddresswhatshape
technologiesmaytake,whatismadeexplicitandwhatisnot,what
ispossibleandwhatisnot,whohasaccessandbenefitsfromthem
andwho is leftout.Forall these reasons,werecommendthat the
questionsofhowtograsptheseissuesshouldbeaddressedjointly
byacademicresearchersfromdifferentfieldsofknowledge,aswell
aspractitionersandactivistswithinthefieldsofurbanplanningand
digital participation – as practiced in transdisciplinary social living
labs.Theopeningargumentsonawidernotionofsovereigntystress
the importance of design for digital participation and inclusion. A
design approach that framesdigital sovereignty as a performative
practice and which requires constant deliberation, re-negotiation
ofrights,assessmentsofrisks,opportunitiesandcapabilities(Pierri
andHerlo2021).
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Why Feminist Digital 
Policy Matters

FrancescaSchmidt

Progressingdigitalizationisrestructuringsociety.Nevertheless,exist-
ingdominanceandpowerstructures–includingintheshapeofsexism
andracism–manifestthemselvesintechnologies,algorithmsandthe
useofmediaintheprocess.Theaimofdigitalpolicyistoestablisha
regulatoryframeworkforthedigitaltransformationofsociety. Ideally,
thisshould lead toastrengtheningof thepositive,emancipatoryas-
pects.Inacademiccircles,digitalpolicyhasbeenatopicofdiscussion
sinceasearlyas the 1990s.However, this separatepolicyand legal
areastill tends tobea less familiar topicamong thebroaderpublic
–despitecivilsocietyinitiativeslonghavingcalledouttheneedfora
certainlevelofregulation.Withregardtothedigitalpublicsphereand
socialnetworksinparticular,thecallsforregulationhavesincegrown
veryloudinthemediaandhave,inpart,alsoresultedintheadoption
ofpolicies.Thatbeingsaid,thenumberofactivecitizensquicklynar-
rowswhenitcomestocopyrightmattersoutsideofcease-and-desist
lawyersordataflowmonitoring.

Toputitsimply,digitalpolicyrelatestotheinterplaybetweenin-
ternetgovernanceandinternetpolicy,i.e.,(international)regulations
andframeworks(WorkingGrouponInternetGovernance2005),on
theonehand,andlegislationthathasbeenspecificallyestablished
orneededtobeadjusted to thedigitalenvironment (Braman2011),
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ontheother.This interactionaffectsall fourof theaforementioned
thematicareas.

At its core, digital policy addresses and politicizes the follow-
ingfourbroadthematicareas:1)accesstotheinternet,2)accessto
content, 3) copyright, and 4) data protection andprivacy (Braman
2011).Inthemeantime,thedigitalpublicsphereisbeingtoutedasthe
fifthbroadthematicarea(Ganz2013).Digitalpolicythusconcernsa
policyfortheinternet.Thedigitalpolicyareais,inthecontextofthe
German-speakingworldatleast,notsignificantlyimpactedbyfemi-
nistapproaches.Fromapolicyperspective,i.e.,aboveallinthesense
ofbeingenshrinedinparliament,digitalpolicyis,infact,stillevolving
(Greef2017;Reiberg2018;Schröder2012).Hence,myaimistoput
forthandspelloutfeministcontributionsandstandpoints.

Digitalpolicyrequiresanintersectional,feministperspective,i.e.
aviewpointthatbothanalyzesandcriticallyappraiseshowformsof
discriminationbasedongender, social backgroundor race1 are in-
terconnectedwithnew technologiesanddigitalcultures.The term
“intersectionality”wascoinedbyProf.KimberléCrenshawin1989in
heressay“DemarginalizingtheIntersectionofRaceandSex:ABlack
Feminist Critique of Antidiscrimination Doctrine, Feminist Theory
andAntiracistPolitics.”Citingthreelegalproceedings,sheillustrates
themechanismsthatrenderimpossibleanyrecognitionbythecourts
ofspecificformsofdiscriminationexperiencedbyBlack2women.In
allthreeproceedings,Blackwomenwereeitherdeniedbeingrepre-
sentativeofallwomen,orthecombinationofraceandgender– in
thiscaseofBlackandfemale–wasnotrecognizedasbeingadis-
criminatoryfact(Crenshaw1989).

Iwant tocontribute to the researchandactivismenvironment
of feminist digital policy by adopting an intersectional perspective
and,throughdigitalviolenceandsurveillance,illustratewhatgender-
basedstructuresofdiscriminationanddisadvantageattheinterface
betweenraceandsocialbackgroundcurrentlyexistinthedigitalcul-
ture:What feministperspectivesare the resultof reshapingdigital

1  The term “race” makes it possible “to evade the implicit biologism and fascist 
connotations of the German word” (Dietze 2013, 29). It furthermore refers to the 
tradition of critical appropriation (cf. Lepold and Mateo 2019).

2  The term “Black” is capitalized throughout to illustrate the inscribed resistance 
potential of People of Color and Black people (cf. Eggers, Kilomba, Piesche, and 
Arndt 2005).
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policyandrebalancingtheensuingdebatessurroundingit?Howcan
digitalviolencebe regulatedandwhy is thisurgentlynecessary in
ordertocomprehendthenatureofthechangethattherelationship
betweentheprivateandthepublicspheresissubjectedto.Surveil-
lanceisanotherissuethatisideallysuitedtoillustratingthefeminist,
intersectionalperspectivesofstructuresofsuppressionanddiscrim-
inationandthusexemplifyingthatthedesireforsecurityandcontrol
overonegroupleadstosurveillanceandrestrictionoftheother.The
realmsofdigitalviolenceandsurveillanceareofrelevancetofeminist
policiesandcanbefoundinmultiplethematicareasofdigitalpolicy.
Asaconsequence,boththedigitalpublicsphereandaccesstothe
internetanditscontentareareasofsignificancetotheregulationof
anddiscursivenegotiationconcerningdigital violence.Bycontrast,
surveillancefocusesonaccesstocontentand/orondataprotection
andprivacy,thoughthisfieldofapplicationalsodealswithmatters
concerning access to the internet in general aswell as the digital
public sphere.Both of thesepractical examples illustrate the inter-
wovennatureoftheseareasastheyrelatetofeministdigitalpolicy.

Here, regulation is not limited to the enforcement of laws, i.e.,
bans. Digital and technological advancements pose challenges to
regulatory policy as “the control of society through regulativepoli-
tics,i.e.bymeansoftheestablishment,monitoringandsanctioning
ofgeneralrules,[provestobe]highlypresuppositional–especially
when the contentsof regulationsarepolitically controversial, have
to adapt quickly to changing problem situations, and compliance
withthemisdifficulttomonitor”(Czada,Lütz,andMette2003,13).
Moreover,regulationcannotonlymeanenforcinglawsthroughabu-
reaucraticimplementationofrules.Otherwise,lawswillalwayscome
acrossasabarriertodevelopment.“[W]henscienceandtechnology
producenewproblemsandsolutions,[thelawisunabletokeepup]
–unlessitgotinthewayofthatdevelopment”(Ibid.,14).Afeminist
perspectiveondigitalpolicymustalsobeawareoftheambivalences
associatedwiththecurrent,pressingcall for thestateto intervene
withregulatoryaction.Eventhoughsuchacall–triggeredby(digital)
patriarchalviolence–isunderstandable,thequestionremainsasto
whether(patriarchal)violencecanbecombatedthroughequallyvio-
lentstructures,suchassanctions.
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Feminist digital policy and intersectional feminism
Whichunderstandingoffeminismcanbebasedonadescriptionof
feministdigitalpolicy?Feminism,which,atitscore,ishistoricallyseen
asgainingequalityofwomenandmenbyabolishingthepatriarchas
astructuringelementofgenderinjustice,hasgrownenormouslyand,
atthesametime,changedinthewakeofqueerandintersectionality
theories.Asasubject,the“woman”–especiallyinthewakeofdigi-
talization–isnolongertheundisputedactoratthecenteroffeminist
struggles(Butler1990;1993).Itisperceivedeitherasaprocess(doing
gender[Gildemeister2008])or intersectedwithdiversedifferences
(intersection[Crenshaw1989;Puar2011;Walgenbach,Dietze,Horn-
scheidt,andPalm2012]).Eventhoughtheseapproachescanonlybe
merged intoonedialoguetoa limiteddegree,mybelief is that it is
vital to avoid essentializing settings related to the feminist subject
andlabellingspecificand,inthissense,specificallyinterlacingcate-
goriesoforderspawnedbybiases.Gender,orratherwoman,andthe
associated formsofdiscrimination thereforeareno longer thesole
focalpointof theanalysis.Rather, itentails linkingthegendercate-
gorywithothercategoriessuchasrace,genderidentityorage,thus
keepingtabsonallformsofdiscrimination.Thestartingpointisthere-
foreintersectionalpowerrelationsthatunequallydoleoutprivileges
andbiases–notonlyonthebasisofgender.Intermsofdigitalpolicy,
thiscanmeanthat, inordertodeveloptargetedstrategies, it isnot
enoughtosaythatwomenhavelessaccesstotheinternetorhave
beenmoreimpactedbydigitalviolenceasagroup.Rather,itisabout
fleshingoutwhichwomenareaffectedbywhichotherdiscrimination
attributes. Continuously providing such an intersectional, feminist
perspectivewillnotalwaysbepossible, forone thingbecauseofa
lackof correspondingdatabases.However, theaspiration remains
thesame.

Asapolicyarea,digitalpolicyhasyettobeassignedtoaministry
inGermanyasaprimarybargainingspacedespitetheappointment
ofDorotheeBär as FederalGovernmentCommissioner forDigital-
ization.Much likeotherpolicyareas, suchasenvironmentalpolicy,
digitalpolicyischaracterizedbymovement-politicallinkages.Alook
into the history of the internet shows that efforts to politicize and
regulatetheissue–bycivilsocietyaswellasbusinessandpolitics–
havebeenfurtheredfromthebeginning,eventhoughtheirinterests
indoingsoweredivergent.
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Feminist digital policy and cyberfeminist history
Inresponsetotheexclusions,butalsoeversincetheinceptionofdig-
italization,digital feministshaveused thepotential of theNetasa
meansofdiscussingandpoliticizingfeministmattersonpreciselythis
platform.Asimportantastheirengagementmaybe,Iseektoshiftthe
emphasis.Inthefollowing,Iwilldrawalinebetweendigitalfeminism3
andfeministdigitalpolicyordigitalpolicywithfeministperspectives.
AmultiplicityofdigitalfeministsdoespoliticsthroughtheNet.Femi-
nistdigitalpolicydoespoliticsfortheNet.Theformerusetheinternet
asatool;thelatterconcernthemselveswiththe(physical)structures
oftheinternet,theassociatedformsofgendering,andtheimpacting
emancipatorypolicies.

Backintheearly1990s,itwasJudyWajcmanwhocalledatten-
tion to the impactof technologyongender relations in theareaof
workandongendered technologyassuch (Wajcman 1991). In the
German-speakingworld,therehavebeennumerousexaminationsof
the relationship betweenwomenand information technology. This
occupationalareausedtobedominatedbyfemalespecialistswho,
as this field has grown in influence and profitability, have taken a
backseatsincethe1990sandbeenreplacedbymen(Becker-Schmidt
1994;Höfels2001;Hoffmann1987;Roloff1993;Schelhowe1990).Fur-
thermore,thiseraincreasinglysawtheemergenceofcyberfeminist
groupingswho,intheirdisparity,havefurtheropeneduptheinternet
asabargainingspace fora feministconfrontationwith technology.
Thesehavebeenbothartistic/activist innature(CriticalArtEnsem-
ble 2020;OldBoysNetwork 1997;VNSMatrix 1991; 1996) and sci-
ence-oriented(Braidotti2002;Fernandez2003;Haraway1991;Plant
1997;Stone2016;Wilding1998).Onemajorfindingofcyberfeminism
advocateswasthatthe internet“isnotautopiaofnongender; it is
alreadysociallyinscribedwithregardtobodies,sex,age,economics,
socialclass,andrace”(Wilding1998,9).Inrecentyears,inparticular,
this intersectional feminist confrontationwith power relations and
technology has continued to be intensively pursued. With regard
tobiasedalgorithms, i.e.,automateddecision-makingprocesses, it
becomesapparent that relationsof violenceand inequalityare fre-
quentlypartandparcelofthesystem,andthuspartofthetechnology

3  For more information on how digital feminist issues and modes of expression are 
categorized in media science, compare Kohout (2019).
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(Buolamwini and Gebru 2018; Noble 2018). But intersectional de-
batesarealsobeingheldongenderedandracializedinternetaccess,
onrepresentationandtechnology.Theyalsoalludetothefactthat
reflectingonrace,criticalwhitenessstudies,intersectionality(Noble
andTynes2015)andBlackcyberfeminism(McMillanCottom2016)
can greatly contribute towards the field of internet studies not re-
mainingshackledbythespectacleofthe Otherandthusdisavowing
theracismthatexists(Daniels2013).Withintherealmsofvisualcul-
tures, LisaNakamura states that the internet is indeedaplace for
BlackwomenorWomenofColorfortheirownrace-related,ethnicor
gender-specificvisualandvirtualcultures(Nakamura2008).Shortly
thereafter,she takes thingsastep further inhercollaborationwith
PeterChow-White(2012)bymaintainingthattheinfiltrationofdigital
mediaasawayofthinkingandknowing,andasaformatforproduc-
ingandconsuminginformation,forcesustorethinkourunderstand-
ing of race both in digital and analoguemedia by broadening the
spectrum beyond issues of access and representation (Nakamura
andChow-White2012).Tome,feministdigitalpolicythusrepresents
akeyadditiontoand,aboveall,afurtherdevelopmentofcyberfemi-
nismanddigitalfeminism,notanalternativetothem.

Feminist digital policy and the public sphere
Asafifthmajorthematicarea,thedigitalpublicsphereintroducedby
KathrinGanz(2013)inherstudyonfeministdigitalpolicytakesona
specialrole.Becauseboththedigitalpublicsphereandtheresulting
shiftinthepublicrealmsaswellastherelationshipbetweenthepri-
vateandthepublicspheresarebargainingspacesfordigitalviolence.
Digitalviolenceillustratesnotonlyashiftinhowpublicspheresare
comprehendedinrelationtotheprivatespherebutalsorevealsthe
potential for structural discrimination in areas where access is an
issue.

Relations of violence and inequality appear tomanifest them-
selves on the internet as if through a magnifying glass. Feminist
research has, as far back as the early 1990s, described trolling as
the conscious disruption of communication (Herring 1997). Soon
thereafter,thepoliticalandlegaldiscoursecentersaroundtheissue
of regulating digital violence (Citron 2014; Hentschel and Schmidt
2014; Lembke 2018), which subsequently also always constitutes
a regulation of communication, a contentious issue in feminist
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circles(Schrupp2011).Thecommunicationdiscourserevolvesaround
changing the relationship between the public and private spheres
that is takingplace in thecourseofdigitalization.Whereby,on the
onehand, it issuggestedthatspaces for feministengagementare
openingupandcanultimatelyunfoldadiscursiveforce(Drüekeand
Klaus2014;DrüekeandZobl2013).Ontheotherhand,itisprecisely
suchanopening,thedigitalpublicsphereand/ortheincreasingde-
sireforlow privacy(Heller2011;Jarvis2011;mspro2011),whichposes
adangertovulnerablesubjectpositions,whetherthroughincreasing
surveillanceordigitalviolence.Withintherealmsoffeministdigital
policy,seenasapolicyfortheNet,thereiscurrentlyonlyonestudy,
byKathrinGanz(2013), thatopensupthisfield, thoughitdoesnot
delvedeeplyintothefieldsofapplication.Iintendtofollowuponthis
andillustratenewaspects.

Let’stakeanotherlookbackintime.Theinternetwasonceas-
sociatedwiththeliberationofgendernorming,racializationorhomo-
phobia.Inthe“new”worldofcyberspace,restrictiveandone-dimen-
sional categorieswere no longer supposed to play a role (Barlow
1996;Drauden.d.).JohnPerryBarlowendedhis“Declarationofthe
IndependenceofCyberspace”of 1996with the sentence: “Wewill
createacivilizationof theMind inCyberspace.May itbemorehu-
maneandfairthantheworldyourgovernmentshavemadebefore”
(Barlow1996).Thenotionthattheinternetwasaspacewherecate-
goriessuchasgender,raceorclasswouldnolongerplayarole–and
which, in this regard,would neither require any specific structural
analysisnorshoulditundergoanyregulation–camefromthevery
samegroupwiththemostprivilegesandthefewestexperienceswith
structuraldiscrimination:white,heteronormativemen.Toacertain
extent, thenotionofaneutral technologywasdirectlycarriedover
intocyberspace.Accordingtothislogic,fromsuchsupposedlyneu-
tralframeworks,onlyneutrallivingconditionscouldpossiblyemerge.
25yearslater, it isbecomingincreasinglyapparentthat,morethan
anything,market“civilization”(DiGiacomo2016;Fuchs2018;Srnicek
2016) rules. Moreover, digital violence (Brodnig 2016; Citron 2014;
Ganz2019;HentschelandSchmidt2014;Nakamura2015;VanDer
WilkandNatter2018)andtheexerciseofstatepowerviasurveillance
increasinglydominate the internet (Fuchs,Boersma,Albrechtslund,
andSandoval2012;Tufekci2014;Zuboff2018).
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Atthesametime,theinternetenablesdemocratizationprocess-
esorsocialdebatestobesetinmotion.TheuprisingsinNorthAfrica
in 2010 and 2011 are an example of this. Using social media and
internet-based applications, which primarily served to communi-
cate,collaborateandtoexchangeinformation,peoplewereableto
successfullymobilizeandhelp topple regimes (cf.Antonakis2015).
Another example is the ongoing #MeToo hashtag campaign. The
hashtag#MeToohassparkedaworldwidedebateonsexualizedvi-
olenceandeverydaysexismfromwhichmostlywomensuffer.This
debate is currently translating into first concrete measures: many
of the largely male abusers have been dismissed (Carlsen et al.
2018); a support center for victims of sexual abuse in the creative
industry has been awarded funding by the German Government
Commissioner forCulture [GermanGovernmentCommissioner for
CultureandMedia(BKM)andfoundingmembersoftheassociation
Vertrauensstelle gegen sexuelle Belästigung und Gewalt 2018]. The
potential that the internetcanstill unfolddespiteofallprophecies
ofdoombecomesapparenthere.

Feminist digital policy and digital violence
The acknowledgement of violence against women, be it mental or
physicalabuse,isoneofthesuccessesofthewomen’smovementof
thelate20thcentury.Hence,thereisacomprehensive,theoreticalex-
aminationofthistopicavailable(DackweilerandSchäfer2002;Geiger
2008;Hagemann-White1992;2002;Sauer2011).Violenceoccursin
manyformsandplacesbutisneverrandom.Itrunsitscoursealong-
side power and discriminative structures and affects some groups
morethanothers.Digitalviolenceactsinmuchthesameway,thedif-
ferencebeingthat–unlikesexualizedviolence,whichprimarilytakes
placeindomesticsurroundings–itlargelyoccursinthepublicsphere,
i.e., inforums,onsocialnetworks, incommentariesunderonlinear-
ticles(eventhoughdomestic,sexualizedviolenceisalsoincreasingly
spreadingintothedigitalspace).What’smore,thisformofviolence
istypicallypersonified.Thatbeingsaid,commentssuchas:“You’re
nothingbutadumbslut thatpissesout theirmindlessdrivelalong
withtheirarmyofcommentatingwhores.Getajob,youfuckingcow!”
(hatr.org 2011) impact the entire group. This quotewill be the only
verbatimexampleofitskindasIdonotwishtoaffordsuchviolence
anymoreattentionthanitdeserves.However,itisalsonecessaryto
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cite such a level of articulated violence atwhichwe currently find
ourselves.Digitalviolence, in itsvariousmanifestations,has,unlike
domestic violence, a public bargaining framework that extends be-
yondthepersonifiedlevel.Or,toputitanotherway:thedigitalpublic
sphereisthebargainingspacefordigitalviolence.Atthesametime,
digitalviolencerepresentsthemechanismthatproducesexclusions
withinthedigitalpublicsphere.Oneofthetasksofthe(digital)public
sphereistoestablishademocraticpublicspherethatcanhelpshape
policiesthroughdiscussion.Althoughitalsolivesoffthebargaining
spaceofthedigitalpublicsphere,digitalviolenceimpactsthelevelof
participationinpreciselythisdemocraticpublicsphereandcanlead
toexclusions(DrüekeandKlaus2014;Eckert2018;Ganz2013).

The technological means to disseminate sexism, racism, anti-
Semitism,homo-and transphobia, tonamebuta fewof thestruc-
turesofdiscriminationandviolence,presentaregulativesocietywith
newchallenges.Spammailsandbotsstronglyimpactpublicculture.
Murderandrapethreats,whichprimarilyaffect(BIPoC)women,LG-
BTIQA+persons,andpeopleinotherminoritizedpositions,havenot
onlyintensifiedbutalsotransformedintermsofthequalityofsuch
threats: compressed into 140 characters, distributed through algo-
rithms,at times randomlydirected (Amnesty2018a;2018b;Poland
2016;Citron2014).

Acommunity-basedapproachthatseekstocombatdigitalvio-
lencenotthroughlegislativenormsbutbyapplyingjointlynegotiated
rulesrestrictedtotheplatforminquestiongreatlydependsonwho
isamemberofsuchacommunityanditspowerstructures.Theex-
ampleofWikipediashowsthatacommunityextensivelycomprising
well-educated,whitemales(Doyle2009)willindeednotnecessarily
aspire the critical analysis of thepatriarchal knowledge structures.
But also,market economy interests prop up patriarchal heteronor-
mativevalues.

This predicament has since been acknowledged by legis-
lators and addressed through the Network Enforcement Act
(Netzwerkdurchsetzungsgesetz) in Germany. That being said, this
legislationpromotestheincreasingprivatizationoftheenforcement
oflaws,whichmustbeviewedcriticallyfromafeministperspective,
asitwill,attheveryleast,beinclosekeepingwithmarketeconomy
logic.
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Fromafeministperspective,itwouldthereforebeexpedientto
considercollectivizinglegalmobilizationandtheenforcementoflaws
andtokickstartthisthroughpoliticalinitiatives.Inthiscontext,this
meanstherighttopursuerepresentativeaction(Verbandsklagerecht)
andthepossibilityofpursuingclassaction.Classactioniscurrently
notpermittedinGermanybutwouldenablethoseaffectedbydigital
violencetoshoulderthenotinconsiderableresourceburdeninvolved
in civil cases acrossmultiple participants. The structural nature of
digital violence would furthermore become apparent. Represen-
tative actionwould give rise to the possibility of ending structural
discrimination.

Rights-andcommunity-basedapproachesmustworkhand in
hand in order to bring this struggle to a successful conclusion. In
spiteofeverything,thefactremains,forthetimebeing,thatthecited
groupsendurestructuraldiscriminationandviolence.Thisgenerates
exclusionsthatcanpotentiallyentailthelossofwork,mentalillness,
orevenself-imposedexclusionfromthe internet.Forademocratic,
sociallyorientedsociety, this representsaprocess that isblatantly
dangerousasitactivelyexcludespeoplefromparticipation.Afterall,
democracymeansparticipation.

Feminist digital policy and surveillance
Thesecondexampleissurveillance,which,throughthetechnological
developmentsof thepast50years,hasundergoneashift fromen-
tirelyperson-basedsurveillance tocontext-basedsurveillance.This
means that locations (e.g., through video surveillance or radio cell
intercepts),specific timeperiods(atdemonstrations;before,during,
andaftermajorsocialevents),specificgroupsofpeople(forexample,
throughracialprofiling)ornetworks(ofpeopleorsocialnetworkson
the internet) are also on the radar. Surveillanceprimarily serves to
safeguardpatriarchal,whitemasculinity.Itmustnotbeallowedtobe-
comeanendinitselforthestandardforgovernmentalaction.Today,
everyindividualispotentiallysubjecttosurveillance,buttheimpact
oneachpersonisverydifferent.Here,too,prevailingdiscrimination
andracializationstructuresplayasignificantrole.Accordingly,while
it is certainlymeaningful to examineand/or expound this from the
perspective of the right to privacy, this shouldnot remain theonly
one. At the same time,we see that both the state and private en-
terprisescontinuetorepeatedlyunderminetherighttoinformational
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self-determination. This specifically impacts thosewithaparticular
need for protection, such as refugees or social welfare recipients.
Hereagain,feministdigitalpolicycanandmustbeemployed,asthe
righttoprivacyisuniversalandanyheighteneddependencyonthe
statemustnotbeallowedtobeturnedintoanabuseofpowerinthis
area.

Thesurveillanceofsocialmediabythestate,platformoperators
andbyusers(Andrejevic2002)illustrateshowwidelycastthesenets
havesincebecome.Onsocialmedia inparticular, thereare indica-
tions of the close correlation that exists between surveillance and
digital violence for some,especiallywomenand those inmarginal-
ized positions. Because this is the space where feminist activism
takesplaceandequallywhereitissubjectedtoanincreasedlevelof
surveillanceandviolence(Nakamura2015).

Nottoforgetthatwefrequentlyleaveourpersonaldataonthe
internetvoluntarily,whichthenbecomespartofthemuch-discussed
bigdatapile.Weneedtobeawarethatthisdata isevaluatedwith
thehelpofalgorithmsand,insomeinstances,newrelationsofthem
werecreatedwhich, in turn, can impactour lives (BoydandCraw-
ford2012;Gless2016).Willwegetthatapartmentorloan?Howhigh
willmyhealth insurancepremiumbe in the future if the insurance
company learnshowoften Ipurchase foodonlinethat isclassified
asunhealthy?

Feminist digital policy for a change
Algorithmscreatenormsandrulesthatareinitiallybasedon(outdat-
ed)data,whichisriddledwithdiscriminationofallkinds.Asaresult,it
tendstoexcludeanddiscriminateagainstpeopleincertainpositions,
such as (BIPoC)women, LGBTQIA+ persons andBlacks. Calls for
transparencyandethicswhendesigningalgorithmsshouldalsobea
matterofinteresttofeminists.Here,afeministperspectiveondigital
policycanidentifytheconsequencesoftheseformsofdiscrimination
onpersonsaffectedandtheimpactthattheywillhaveforthefuture.
Butitcanalsoenrichthedebatebyprovidingsolutionssuchasanti-
discriminationlegislationforalgorithms.

Feminist digital policy must therefore address the structures
throughwhichdominanceisperpetuatedandanyuseoftheinternet
isinfluenced–emancipatorypoliciesincluded.Itshouldthereforebe
offeministinteresttofocuson(ongoing)structuresofdiscrimination
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anddominancefromtheverybeginningandtodevelopalternatives
andnotonlyturnthescrewsinhindsightthroughaninternetpolicy.
Or,toquoteAudreLorde:“TheMaster’sToolsWillNeverDismantle
theMaster’sHouse” (Lorde2018).Stickingwith thismetaphor, the
houseshouldthereforebeintersectionalandfeminist.

This text is a compilation of the introduction and conclusion of my 
bookNetzpolitik.EinefeministischeEinführung(Leverkusen: Barbara 
Budrich, 2021).
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Researchers Gone Wild
Origins and Endpoints of Image 
Training Datasets Created  
“In the Wild”
AdamHarveyandJulesLaPlace

 
 
Abstract
Face recognition and biometric research are contributing to rapid
growthinnewbiometricsurveillancetechnologies.Butmanyofthe
datasets used for these technologies rely onmedia collected from
non-consensual,nonregulatedsources.Researchersrefertothisme-
diaasbeing“inthewild.”Thisanalysisexaminesthewidespreadand
largelyunregulateduseof images “in thewild” thatwerecaptured
fromcampuses,CCTVcamerafeeds,socialmedia,celebritydatabas-
es,andbyscrapinginternetsearchengines.Thefindingspresented
hereshowthatmillionsof individualshaveunknowinglybeenused
fortrainingfacerecognitionandotherbiometricanalysisalgorithms
inbothacademicandcommercialapplications.Datacompiledforthis
project,alongwithmorein-depthanalysesforeachdataset,isavail-
ableontheresearchprojectwebsitehttps://megapixels.cc[https://
exposing.ai/].
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Overview
Imagetrainingdatasetsareanessentialtechnicalcomponentofar-
tificial intelligence (AI) thatoftenoperateoutof sight.Without suf-
ficiently largedatasets to train on,AI couldnot compute anything.
AsChrisDarby,presidentandCEOofIn-Q-Tel(C.I.A.’sstrategicin-
vestment firm)has stated: “[A]nalgorithmwithoutdata is useless”
(Darby2019).GeoffreyHintondescribestheimportanceofdatasets
ascentraltounderstandingnewformsofcomputation.“Ourrelation-
shiptocomputershaschanged”Hintonsays.“Insteadofprogram-
mingthem,wenowshowthemandtheyfigureitout”(Hinton2017).
Kai-FuLeeclaimsthat“AI isbasicallyrunondata”(Lee2019).The
new logic isnotbetteralgorithms; it isbetterdata,andmoredata.
“ThemoredatathebettertheAIworks,morebrilliantlythanhowthe
researcher isworking on the problem” says Lee. But if data is the
bedrockofAIsystems,thefoundationshouldbesolid.Instead,many
ofthedatasetscurrentlyusedtotrain,testandvalidatefacerecog-
nitionandotherbiometricsurveillancetechnologiesarebuiltonan
unstable foundationofdatacollectedwithoutconsentoroversight.
Researcherscallthisapproach“inthewild,”referringtotheassumed

Fig. 1  A still frame from the Brainwash dataset created by researchers at Stanford 
University that was later discovered in a research paper linked to a foreign 
military organization.
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naturalorunconstrainedqualityofthedata.Thisresearchexamines
where these datasets originate andwhere they are being used. In
responsetothisresearch,severaldatasetauthorshaveretractedor
stoppeddistributingtheirdatasets,deletedwebsitesorissuedformal
apologiesforethicalbreachesintheirdatacollectionmethods.Alist
ofretracteddatasetswithmoreinformationisavailableontheMega-
Pixelsprojectwebsite.

Background
Within the fieldofAI, face recognition isoneof themostconcern-
ingapplications.IntheUnitedStates,overadozencitieshavenow
bannedfacerecognition,citingcivilrightsconcernsandthepotential
forabusebylawenforcementagencies.Facerecognitiontechnolo-
gies are also disproportionately more threatening because of the
decreased accuracy for minority racial groups (Burton-Harris and
Mayor2020;Grother,Ngan,andHanaoka2019),reflectingthebiased
datatheyweretrainedwith.Severalresearchershaveaddressedthe
formerissuebycreatingmorediversefacedatasets,andcompanies
have responded by pledging to address this bias with algorithms
that learnmore from underrepresented classes. But another issue
remains:Howarethesedatasetsbeingcreated,andisanyonecon-
sentingtobeingusedforbiometricresearchexperiments?

Thisanswerrequiresacollectivevoice,as facerecognitional-
gorithmsareacollective technology that requiresmillionsof faces
from millions of people. Determining the similarity of one person
to another requires the encoded knowledge of multiple identities.
A facerecognitionsystem’sutility is itscapacity tounderstandthe
differencebetweena theoretically limitlessvarietyofbiometricap-
pearances.Butthisassumesa limitlesspooloftrainingdataanda
complementary scale of computational power. In reality, resources
arelimited.Academicresearchersseekingtoparticipateinthefield
offacerecognitionorfaceanalysishavelongsoughtopen,shareable
resourcestoinnovatenewideas.IntheUnitedStates,whereasig-
nificantamountofacademicfacialrecognitionresearchwasfunded
asaresponsetothe9/11attacks,universities lackedaccesstoda-
tasets,whichwerecritical toadvancingresearch.Accordingtothe
authorsof FERET, the first public face recognitionbenchmark, “[t]
woofthemostcriticalrequirementsinsupportofproducingreliable
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face-recognitionsystemsarealargedatabaseoffacialimagesanda
testingproceduretoevaluatesystems”(Phillipsetal.1997).

In2007,alandmarkfacerecognitionbenchmarkingdatasetcalled
LabeledFacesinTheWild(LFW)(Huangetal.2008)wasfirstintro-
ducedtoaddresstheserequirements.LFWisbasedonaprevious
datasetcollectedin2003called“NamesandFacesintheNews”that
containedhalfamillioncaptionednews imagesfromYahoo!News
(Berg et al. 2004). The LFW dataset includes 13,233 images from
5,749 individuals.According toanarticleonBiometricUpdate.com,
a popular site for biometric industry professional, LFW eventually
became “themostwidely used evaluation set in the field of facial
recognition”(Lee2017).ThesuccessoftheLFWfacedatasethelped
catalyze andnormalize the trend for “media in thewild.”Over the
next decade, researchers replicated their success in dozensmore
datasets.

At the same time, corporationswere amassing far larger face
datasets,butthesewereofflimitstoacademicresearchandpublic
benchmarks.Googlereportedlybuiltaninternaldatasetofover200
millionimagesand8millionidentities,whileFacebookhasover500
millionimagesfrom10millionidentities(Bansaletal.2017).Engineers
andresearcherswhowerelockedoutoftheproprietarydatasources
controlledbycorporationsorgovernmentagenciessoughtalterna-
tivedatacollectionmethodstomakefacerecognitionresearchmore
widelyaccessible.This led to thesurge in theusageanddevelop-
mentofbiometricdatasetscreated“inthewild”thatcouldbeused
forbothtrainingandpublicbenchmarking.

Methodology
Tounderstandhowthisshift indatacollectionhasevolved,ourre-
searchdevelopedasystemtocategorize,trackandvisualizedatasets
byanalyzingandgeocoding the researchcitationsassociatedwith
each dataset. Rather than rely on the researcher’s initial intended
purposeandpurviewtounderstandhowadatasetisimpactingso-
ciety,ouranalysisreframesdatasetsasabiometriccommodityina
globalinformationsupplychain.Ourresearchmapsthetransnational
flowofdatasetsthatpoweragrowingcrisisofbiometricsurveillance
technologies.
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Thegeographicinformationforeachdatasetisinferredbyusing
theauthor’sstatedaffiliationinthefrontmatterofpubliclyavailable
researchpapers.Typically,aresearchpaperispublishedcoinciding
withthereleaseofanewdataset.Thisbecomesthestartingpointto
thenanalyzethegeographicmetadatainotherresearchpublications
thatcitetheoriginalwork.Foreachdataset,hundredsorthousands
ofPDFsare locatedand thenmanually reviewed toverifywhether
the researcherswouldhaveneeded todownload thedata inorder
toconducttheirresearch.Specifically,welookforresearchersusing
datasets as part of a researchmethodology, including as training,
fine-tuning or verification data. Research papers are omitted that
onlymention the dataset in passing as related research, orwhich
purelycitemethodologyintheoriginalpapersuchasalgorithmsor
pre-trainedmodels,becausethisdoesnotprovethattheresearchers
acquired the images. Because our geocoding method makes an

Fig. 2  A visualization of the inferred usage locations for the Duke MTMC datasets. 
The data originated at university campus in North Carolina and eventually 
became one of the most widely cited training datasets for building surveillance 
technologies.
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assumption that each researcher has self-reported the correct or-
ganization,andthattheywereoperatingatthatlocationduringthe
timeof their research, the inferredgeographicdata shouldbeun-
derstoodasaproxyforrevealingtheglobaltrendsassociatedwitha
particulardataset,witheachpointonthemapunderstoodasacon-
firmedusagebutinanapproximatelocation.

Next,theverifiedsetofresearchpapersareagainreviewedfor
insightsintothetypesoforganizationsusingthedata.Asanexam-
ple,weappliedthismethodologytoadatasetcreatedfromacafein
SanFranciscocalledBrainwash(Stewart,Andriluka,andNg2016).
ThedatasetwascreatedbyaresearcheratStanfordUniversitywho
recordedthecafe’s livestreamwiththehelpofAngelCam.comand
thenusedittocreateaheaddetectiondataset.Publiclyavailablere-
searchuncoveredduringouranalysisshowedthatimagesfromthe
cafeinSanFranciscowereeventuallyusedbytheNationalUniver-
sityofDefenseTechnologyinChina,amilitaryresearchorganization
affiliatedwiththePeople’sLiberationArmy.Asaresultofourinves-
tigation, the datasetwas terminated byStanfordUniversity,which
triggeredmainstreammediaarticlescautioningagainstthistypeof
roguedataacquisition(Metz2019).Brainwashisoneexampleamong
hundredswhicharebeinganalyzedandpublishedonourresearch
projectwebsitemegapixels.ccthatfollowasimilartrend.

Datasets “in the wild”
Among the hundreds of other datasets created in thewild, over a
dozeninheritthesamenomenclatureofthepopularLFWdataset.An
illustrativebutnon-exhaustive listofdatasetsusing“in thewild” in
their title include“300Faces In-the-Wild,”“Affect in theWildChal-
lenge,”“AnnotatedFacesintheWild,”“AnnotatedFacialLandmarksin
theWild,”“Appearance-basedGazeEstimationin-the-Wild,”“Biased
FacesintheWild,”“CaltechOccludedFacesintheWild,”“CrossPose
LabeledFacesintheWild,”“DisguisedFacesintheWild,”“Expres-
sionintheWild,”“FacesintheWild,”“FamiliesintheWild,”“Grouping
Face intheWild(GFW)Dataset,”“HighQualityFaces intheWild,”
“HUST-LEBWEyeblinkintheWildDataset,”“ibugDeformableMod-
elsofEarsIn-the-Wild,”“In-the-WildChildCelebrity,”“LabeledFace
PartsintheWild,”“LAOFIW–LabeledAncestralFacesintheWild,”
“MakeupintheWild,”“PersonRe-IdentificationintheWild,”“Racial
FacesintheWild”and“ValenceandArousalEstimationIn-the-Wild.”
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Datasetsmakereferencetotheirpredecessors,usingsimilarformat
forthefilesandannotations.Buteverydatasetisuniqueandcustom-
made.Thereisnostandardwaydataiscollectedorrepresentedina
trainingdataset.Andbecausedatasetusagechangesovertime,an
existingdatasetmighttransformintoanewdatasetbybeingedited,
re-annotatedorcombinedwithothersources.Insteadofgroupingthe
datasetsby their initial intendedapplicationsor formats,whichare
unstableovertime,weusetheiroriginasataxonomyforclassifica-
tion,broadlygroupingthedatasetsintofourthemes:campusesand
universities,CCTVorlivestreamfeeds,socialmedia,celebritydata-
basesandwebscraping.

Campus images of students
Imagesofstudentscollectedoncampusesappearfrequentlyinun-
constraineddatasets“inthewild.”IntheUnitedStates,severaldata-
setswerediscoveredthatexploitedcampusesasasourceoftraining
data.

Fig. 3  A collage of images from Duke MTMC dataset recorded at Duke University 
without consent from the students.
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Duke MTMC
In2016,aresearcheratDukeUniversityinNorthCarolinacreateda
datasetofstudentimagescalledDukeMTMC,ormulti-targetmulti-
camera.TheDukeMTMCdatasetcontainsover14hoursofsynchro-
nizedsurveillancevideofromeightcamerasat1080pand60FPS,with
over2millionframesof2,000studentswalkingtoandfromclasses.
Theeightsurveillancecamerasdeployedoncampuswerespecifically
setuptocapturestudents“duringperiodsbetween lectures,when
pedestriantrafficisheavy”(Ristanietal.2016).Thedatasetbecame
widelypopularandover100publiclyavailableresearchpaperswere
discovered thatused thedataset. Thesepaperswereanalyzedac-
cording to methodology described earlier to understand the end-
points:whoisusingthedatasetandhowitisbeingused.Theresults
showthattheDukeMTMCdatasetspreadfarbeyonditsoriginsand
intentionsinacademicresearchprojectsatDukeUniversity.Sinceits
publicationin2016,morethantwiceasmanyresearchcitationsorig-
inatedinChinaasintheUnitedStates.Amongthesecitationswere
paperslinkedtotheChinesemilitaryandseveralcompaniesknown
toprovideChineseauthoritieswiththeoppressivesurveillancetech-
nologyusedtomonitormillionsofUighurMuslims.

Fig. 4  A collage of images from UCCS dataset where students were photographed 
with a long-range camera without their awareness and used for facial 
recognition experiments.
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Inone2018researchpaperjointlypublishedbyresearchersfrom
SenseNetsandSenseTimeentitled“Attention-AwareCompositional
NetworkforPersonReidentification”(Xuetal.2018),theDukeMTMC
datasetwasusedfor“extensiveexperiments”on improvingperson
re-identificationacrossmultiplesurveillancecameras,withimportant
applications in suspect tracking. Both SenseNets and SenseTime
haveprovidedsurveillancetechnologytomonitorUighurMuslimsin
China(Mozur2019).

DespitewarningsthattheauthoritariansurveillanceusedinChi-
narepresentsahumanitariancrisis(Watch2019),researchersatDuke
Universityunknowinglycontinuedtoprovideopenaccesstotheirda-
tasetforanyonetouseforanyproject.Asthesurveillancecrisis in
Chinagrew,sodidthenumberofcitationswithlinkstoorganizations
complicitinthecrisis.In2018alone,therewereover90researchpro-
jectshappeninginChinathatpubliclyacknowledgedusingtheDuke
MTMCdataset.AmongthesewereprojectsfromCloudWalk,Hikvi-
sion,Megvii (Face++), SenseNets, SenseTime, BeihangUniversity,
China’s National University of Defense Technology and the PLA’s
ArmyEngineeringUniversity,severalofwhichhavebeenaddedtoa
tradeblacklistbytheUnitedStatesCommerceDepartment.

InresponsetoourresearchandjointinvestigationwiththeFi-
nancialTimes(Murgia2019),theauthorofDukeMTMCterminated
theirwebsite. The local studentnewspaper thenpublishedseveral
articles about the issue, and the author responded with a formal
apologytothestudentbody,admittingthatthedatasetwasaviola-
tionofDuke’sethicsstandards.

The UnConstrained College Students dataset
A similar story occurred at a campus in Coloradowhere university
faculty used a long-range high-resolution surveillance camera and
photographed studentswithout their knowledge for a face recogni-
tion benchmarking dataset called UnConstrained College Students
(UCCS).

TheUCCSdatasetincludesover1,700uniqueidentitiesofstu-
dentsandfacultywalkingtoandfromclass.Thephotosweretaken
during thespringsemestersofschoolyear2012–2013on theWest
LawnoftheUniversityofColorado,ColoradoSpringscampus,using
aCanon7D18-megapixeldigitalcamerafittedwithaSigma800mm
F5.6EXAPODGHSMtelephotolens,pointedoutanofficewindow
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acrosstheuniversity’sWestLawn.“Thecamera[was]programmed
to start capturing imagesat specific time intervalsbetweenclass-
es to maximize the number of faces being captured” (Günther et
al.2017).Theirsetupmade it impossible forstudents toknowthey
werebeingphotographed,providing the researcherswith realistic,
unconstrained, surveillance images to help build face recognition
systemsforrealworldapplicationsbydefense,intelligenceandcom-
mercialpartners.Infact,thedatasetwasfundedbytheIntelligence
AdvancedResearchProjectsActivity(IARPA),theOfficeofDirector
ofNationalIntelligence(ODNI),OfficeofNavalResearchandtheDe-
partmentofDefenseMultidisciplinaryUniversityResearchInitiative
(ONRMURI),andtheSpecialOperationsCommandandSmallBusi-
nessInnovationResearch(SOCOMSBIR).AUniversityofColorado,
ColoradoSpringswebsitealsoexplicitlystatesthattheirinvolvement
intheIARPAJanusfacerecognitionprojecthasbeendevelopedto
servetheneedsofnationalintelligence,establishingthatthedataset
ofstudent imageswascreated in the interestofUnitedStatesde-
fenseandintelligenceagencies.

Fig. 5  A still image from Wildtrack dataset collected at ETH Zurich, where researchers 
recorded students and publicly distributed their videos for surveillance research. 
The image is annotated to track students across multiple video frames.
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Wildtrack dataset
InanotherdatasetoriginatinginZurich,SwitzerlandcalledWildtrack,
researchersmadevideorecordingsofstudentsoutsidetheETHuni-
versitymainbuilding.Thevideoswereacquired inan “unscripted,”
“non-actorbutrealisticenvironment”(Chavdarovaetal.2017),imply-
ingforcedconsent.Intotal,seven35-minutevideoscontainingthou-
sandsof studentsweresurreptitiously recordedandmadepublicly
availableforanytypeofresearch.Thoughtheresearchersdescribed
postingsigns to informstudentsofwhatwashappening(Kormann
2020),reviewingthevideosshowsthatthevastmajorityofstudents
werenonplussed.Onestudentgaveacamerathemiddlefingerand
thenwalkedaway.

The dataset eventually surfaced in a research paper on un-
mannedaerial vehicle (UAV) surveillanceat the InternationalCon-
ference on Systems and Informatics, where researchers affiliated
withNanjingUniversityofAeronauticsandtheUniversityofLeices-
terproposedanewmethodfordetectingandtrackingsmalltargets
fromUAVsurveillancefeedswithapplicationsfor“conductingaerial
surveillance”(Xiangetal.2019).Figurespublishedintheirresearch
paperconfirmthatvideorecordingsofstudentsatETHZurichwere
used for research and development of foreign UAV surveillance
technologies.

CCTV and livecam images
OnOctober27,November13andNovember24in2014,aresearcher
atStanfordworkedwithAngelcam.com(Stewart,Andriluka,andNg
2016)tocreateadatasetcalledBrainwash.Thedatasetincludes11,917
imagesof “everyday lifeofabusydowntowncafe”capturedat 100
second intervals throughout theday.TheBrainwashdataset isno-
table, asmentionedpreviously, because the images of people in a
SanFranciscocafewereeventuallyusedinmultipleprojectsbyre-
searchersaffiliatedwiththeNationalUniversityofDefenseTechnolo-
gyinChina.BrainwashisnolongerdistributedbyStanford,butunlike
researchersatDuke,theresearchersatStanforddidnotprovideany
apologyoradmissionofethicalbreach.

Images from CCTV or security cameras provide another fre-
quentsourceofdata.Inthiscase,thedataismostsimilartothepo-
tentialenvironment inwhichitwouldbedeployed,butthescaleof
thesedatasetsisoftensmallerandlessaccessible.Datasetscreated
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from CCTV feeds include MrSub and Clifton, datasets of surveil-
lanceimagesfromasandwichshopusedforheaddetection;Grand
CentralStationDataset,CCTVvideosfromGrandCentralStationin
NewYorkCityusedforpedestriantracking;QMULGRID,adataset
ofcommuters fromtheLondonUndergroundthatwasreleasedby
theUKMinistryofDefenceforthedevelopmentofpersontracking
technologies;andOxfordTownCentre,adatasetofpedestrians in
Oxfordoriginally created for thedevelopmentof head stabilization
technologiesusedinfacerecognitionsystems.

The Oxford Town Centre CCTV video was obtained from a
surveillancecameraat thecornerofCornmarketandMarketSt. in
Oxford,Englandandincludesapproximately2,200people.Sinceits
publicationin2009(BenfoldandReid2011),theOxfordTownCentre
datasethasbeenusedinover60verifiedresearchprojectsincluding
research affiliatedwith Amazon, Disney,OSRAM, Sony, Volvo and
Huawei;andacademicresearchinChina,Israel,Russia,Singapore,
theUSandGermany,amongdozensmore.

Fig. 6  Still images from the Brainwash dataset created from a livecam feed from a 
cafe in San Francisco used in multiple research projects for developing head 
detection algorithms.
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TheOxfordTownCentredatasetisuniqueinthatitusesfootage
fromapublicsurveillancecamerathatwouldotherwisebedesignat-
edforpublicsafety.Thevideoshowsthat thepedestriansactnor-
mallyandunrehearsedindicatingtheyneitherknewofnorconsented
toparticipationintheresearchproject.InJune2020,thewebsitefor
OxfordTownCentrewastakendownwithnoannouncementorapol-
ogyfromtheresearchers.

Social media images
Socialmedia imagesprovide thesecond largest sourceofdata “in
thewild,”withFlickr.comasthesinglelargestsourceofdataforface
recognitionandfaceanalysisrelatedexperiments.Thelargestdata-
set, thoughnotentirelycomprisedof faces, iscalled“Yahoo!Flickr
CreativeCommons100Million”orYFCC100M.Asthenameimplies,
itincludes100millionmediaobjectswithCreativeCommonslicens-
es.TheYFCC100Mdatasetistheoriginofoneofthelargestpublicly
availablefacerecognitiontrainingdatasets,calledMegaFace.

MegaFace (Nech and Kemelmacher-Shlizerman 2017) is a
large-scale, public face recognition trainingdataset that serves as
oneofthemost importantbenchmarksforcommercial facerecog-
nitionvendors.Itincludes4,753,320facesof672,057identitiesfrom
3,311,471photosdownloadedfrom48,383Flickrusers’photoalbums.
AllphotosincludedaCreativeCommonslicense,butmostwerenot
licensedforcommercialuse.

MegaFace has appeared in research projects affiliated with
Alibaba, Amazon, Google, CyberLink, IntelliVision, N-TechLab
(FindFace.pro),Mitsubishi,OrionStarTechnology,Philips,Samsung,
SenseTime,Sogou, Tencent andVisionSemantics, tonameonly a
few.ApublicrecordsrequestbyNewYorkTimesreporterKashmir
HillrevealedthatthedatasethasalsobeenusedbytheTurkishPo-
lice,DanishNationalPolice,Russiansecurityanddefensecontractor
Stilsoft,AmericandefensecontractorNorthropGrummanandHoan
Ton-That, the founder of controversial face recognition company
Clearview.ai. Additionally, according to the press release from the
UniversityofWashingtonwherethedatasetwascreated,“morethan
300 research groups [were] working with MegaFace” as of 2016,
mostofwhicharecommercial.ANewYorkTimesinvestigationinto
theMegaFacedatasetlocatedandinterviewedseveralpeoplewhose
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photoswere in thedataset,mostofwhomweredisturbedto learn
howtheirphotoswerebeingused(Hill2019).

ImagesfromFlickrwerealsousedtobuildtheWhoGoesThere
and GeoFaces datasets, which were used for racial and ethnicity
profilinginresearchprojectsthattriedtoconvertafaceintoaGPS
location(Islam,Workman,andJacobs2015).

OtherdatasetsexploitingCreativeCommonsfor facial training
dataincludePeopleInPhotoAlbums(PIPA),adatasetcreatedbyre-
searchersfromFacebooktoimprovefacerecognitionalgorithms;La-
beledAncestralFacesinTheWild(LAOFIW),whichusedFlickrim-
agesforethnicityprofiling;Adience,adatasetofFlickrimagesused
for age and gender estimation algorithms; IBMDiversity in Faces,
adatasetofimagesderivedfromtheYFCC100MFlickrdatasetand
usedtoaddressbias incommercial facerecognitionresearch;and
FlickrFacesHighQuality(FFHQ),anotherdatasetofFlickr images
createdbyresearchersfromNVIDIAandusedforsyntheticfacegen-
erationexperiments.

Intotal,ourresearchdiscoveredover30datasetsusingFlickrimages.
Manyof thesedatasetsoverlapor comprisecombinationsof other
datasets.Notallareusedexplicitlyforfacerecognition,thoughallda-
tasetshave,indifferentways,contributedthegrowthofremotebio-
metricsurveillanceandanalysis technologies.Forexample, images

Fig. 7 Example images from the MegaFace dataset.
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fromtheMicrosoftCommonObjectsinContext(MS-COCO)dataset
areusedforpersonandobjectdetection,andpersondetectionover-
lapswithpersonre-identificationsurveillancetechnologies. Images
fromtheUSEDandRESEEDdatasetswereprimarilyusedforsocial
event or activity recognition, and activity priority objective in the
DefenseAdvancedResearchProjectsActivity (DARPA)Mind’sEye
program(Boumaetal.2012).Taxonomiesoftenoverlapanddatasets
becomereusedovertime,butoftenthiscanbetracedbacktodefense
ormilitaryapplications.Forexample,theLFWdatasetwasoriginally
createdbyacademicsattheUniversityoftheMassachusettsandit
laterreceivedfundingfromtheCentralIntelligenceAgencyandthe
NationalSecurityAgency(Jain,Learned-Miller,andMcCallum2007).

Collectively,thedatasetsweanalyzecanbedescribedascon-
tributingtoremotebiometricanalysis,withoverlappingapplications
in hard biometrics (face recognition), soft biometrics (gender, age
and facial attributes), social relationship analysis (interface analy-
siswithingroups),personre-identificationandactivityrecognition,
whichcollectivelyalignwiththeadvancementofsurveillancetech-
nologiesinincommercialanddefenseapplications.

Public figure and celebrity images
Thelargestsourceofdata“inthewild”is imagesofcelebritiesand
public figures.Thoughthisdata is less“wild”because itcomprises
publicity and event photoswith a cast of celebrities that often re-
flectsstructural inequalities inasocietyandreplicates theirbias, it
alsoprovidesahigherquantityofimagesperperson,whichenables
new types of face research.Becausepublic figures and celebrities
canremainpopularovertime,datasetshavebeencreatedtoexploit
individualagediversityoverdecadesofphotos.

Forexample,theCross-AgeCelebrityDataset(Chen,Chen,and
Hsu 2015) uses photos from 2,000 subjects in the InternetMovie
Database (IMDb) to construct a facial recognition training dataset
capableofrecognizingpeoplewithagedisparitiesfromaqueryface
photo. IMDb is cited as the source for severalmore celebrity face
recognitiondatasets,includingCASIA-Webface(Yietal.2014),ada-
tasetof 10,575subjects; and IMDb-Wiki (Rothe,Timofte, andGool
2015),adatasetof20,284subjectsusedmostlyforageandgender
estimationresearch.
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The largest sourceof face recognition trainingdata is theMi-
crosoftCeleb (MS-Celeb-1M) dataset (Guo et al. 2016). It includes
10,000,000 images from 100,000 subjects, with a target list of
900,000moresubjects,bringingthetotal listofnamesusedinthe
projectto1,000,000.Microsoft’sgoalinbuildingthisdatasetwasto
distributeaninitialtrainingdatasetof100,000individuals’biometric
datatoaccelerateresearchintorecognizingalargertargetlistofone
millionpeople“usingallthepossiblycollectedfaceimagesof[these]
individual[s]onthewebastrainingdata”(Guoetal.2016).

While themajorityofpeople in thisdatasetareAmericanand
British actors, the exploitative use of the term “celebrity” extends
far beyond Hollywood. Many of the names in the MS-Celeb face
recognitiondatasetaremerelypeoplewhomustmaintainanonline
presence for their professional lives: journalists, artists,musicians,
activists,policymakers,writersandacademics.Manypeopleinthe
target listareevenvocalcriticsoftheverytechnologyMicrosoft is
usingtheirnameandbiometricinformationtobuild.Itincludesdigital
rightsactivistslikeJillianYork;artistscriticalofsurveillanceincluding
TrevorPaglen,JillMagidandAramBartholl;InterceptfoundersLau-
raPoitras, JeremyScahill andGlennGreenwald;DataandSociety
founderdanahboyd;ShoshanaZuboff,authorof“SurveillanceCap-
italism”;andevenJulieBrill,theformerFTCcommissionerresponsi-
bleforprotectingconsumerprivacy.

Microsoftdidn’tonlycreateMS-Celebforotherresearchersto
use;theyalsouseitinternally.Inapubliclyavailable2017Microsoft
Research project called “One-shot Face Recognition by Promot-
ingUnderrepresentedClasses,”Microsoftused theMS-Celeb face
dataset to build their algorithms and advertise the results. Micro-
soft’s corporate version of the paper does not mention that they
usedtheMS-Celebdataset,buttheopen-accessversionpublished
on arxiv.org does, stating thatMicrosoft analyzed their algorithms
“ontheMS-Celeb-1Mlow-shotlearningbenchmarktask”(Guoand
Zhang2017).

Despitetherecentterminationofthemsceleb.orgwebsite,the
datasetstillexistsinseveralrepositoriesonGitHubandonthehard
drives of countless researchers, onAcademicTorrents.org, andwill
likelycontinuetobeusedinresearchprojectsaroundtheworld.For
example, theMS-Celebdatasetwasused for a competition called
“LightweightFaceRecognitionChallenge&Workshop,”where the
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best facerecognitionentriesreceivedmonetaryawards.Theorga-
nizersoftheworkshopprovidetheMS-Celeb-1Mdataasa250GBfile
containingthecroppedfaces(iBug2019).

InJune2019,afterMicrosofthadtakendownthedatasetweb-
site,MS-CelebreemergedonAcademicTorrents,whereithasbeen
downloadedhundredsof timeswithoutany restrictions.MS-Celeb
wasalso repackaged intoanother facedatasetcalled “RacialFac-
esintheWild”(RFW).Tocreateit,theRFWauthorsuploadedface
imagesfromtheMS-Celeb-1MdatasettotheFace++APIandused
theinferredracialscorestosegregatepeopleintofoursubsets:Cau-
casian,Asian,IndianandAfrican,eachwith3,000subjects.

Meanwhile,Microsoft researchersneveractuallystoppedusing the
MS-Celeb-1Mdataset.ANovember2019 researchpaperposted to
thepre-printserverArxiventitled“AScalableApproachforFacialAc-
tionUnitClassifierTrainingUsingNoisyDataforPre-Training”(Fung
andMcDuff2019)citesusing“thelargescalepubliclyavailableMS-
Celeb-1Mdataset”for“thepre-trainingstage”ofbuildingautomated
facialactionunitclassificationtechnology.Theauthorofthepaperis
affiliatedwithMicrosoftResearch.

Fig. 8 A still image from MS-Celeb dataset.
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Conclusion
Fromoneperspective,“inthewild”isanidealcharacteristicfortrain-
ingdatabecauseitcanprovideaclosermatchtoanunknowndeploy-
mentenvironment.Theoretically,thiscanimprovereal-worldperfor-
mancebyreducingdisparityandbias.Inreality,datacollectedfrom
sources “in the wild” inherit new problems including the systemic
inequalitieswithinsocietyandarenever “natural”or “wild.”Repre-
sentingdatasetsasunconstrainedor“wild”simplifiescomplexitiesin
therealworldwherenothingisfreefrombias.Further,collectingdata
withoutconsentforcespeopletounknowinglyparticipateinexperi-
mentswhichmayviolatehumanrights.

However, for certain types of datasets or applications, it may
beinthepublic interesttoprovidepubliclyaccessibledata.Notall
datasetscontainfacesorbiometricinformation.CreativeCommons
licensesweredesignedtounlocktherestrictivenatureofcopyright
andallowcreators toshareand remixeachother’swork.Allowing
CreativeCommonsimagesformachinelearningandartificialintelli-
genceapplicationsmaybepublicutility,astheWikimediaCEO,Ryan
Merklyhasnoted (Merkley2019),butonly if better regulationsare
created to protect biometric information that can be exploited for
surveillanceandbiometrictechnologies,withseriousimplicationsfor
privacyandhumanrights.Currently,CreativeCommonsisnotinter-
estedinsuchalicense,butourresearchsuggestsitmayinthepub-
lic interesttocontinuethispursuit,orelsedevelopalternativedata
licensingschemesandmoveawayfromusingCreativeCommons.

Additional datasets and utilities, including a search engine to
help locate social media images in datasets, are currently being
developed and will be published on our research project website
https://megapixels.cc.*

*  Editorial note: In January 2021 MegaPixels was transferred into a new project,
Exposing.ai: https://exposing.ai/.
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Digital Sovereignty  
in the Pandemic City

MonaSloane

Introduction
The raging public health emergency that the COVID-19 pandemic
broughtupontheworldinMarch2020profoundlyaffectedhoweach
ofusliveandwork.Theisolationprescribedthroughlockdownman-
datesinmanyplacesmovedeventhemostbasicsocialinteractions
online,rangingfromexercising,tohavingdinnerwithfamilymembers,
orworshipping.Italsoshiftedhowweconnectascommunities.

HowthisphenomenonunfoldedinNewYorkCitywasthefocus
ofTerraIncognitaNYC.Thisqualitativeresearchproject,grounded
indigitalethnography,focusedonhowcitizensofNewYorkCitycre-
ateddigitalpublicspaces.Theproject ranover twomonths in the
summerof2020andacrossadiverserangeofcommunitiesinallfive
boroughsinNewYorkCity:Manhattan,Brooklyn,StatenIsland,the
Bronx,andQueens.Thequalitativedatacollectedoverthisrelatively
short periodof timegenerated rich insight into theways inwhich
individualsandcommunitiesexperiencedanddealtwiththesudden
moveofmuchofsociallifeintothedigitalrealm,andhowtheycon-
nectedwithandthroughtechnologiesindifferentways.

WhatIwanttoofferinthisshortpieceisareflectiononthisdata
throughthelensof“digitalsovereignty”andinequality.Forbetterand
for worse, the pandemic provides an important opportunity to re-
examineandexpandthenotionofdigitalsovereignty–sovereignty,
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inthisdigitalcontextmeaningthecapacityforself-determinationof
individualsandcommunities (PohleandThiel2020),particularly in
cities.

The ideaofdigital sovereignty,more recently, hasbeen linked
tonotionsof “individualself-determination” focusedon “on theau-
tonomyofcitizensintheirrolesasemployees,consumers,andusers
ofdigitaltechnologiesandservices”(PohleandThiel2020,11).Citi-
zenship,itseems,ispositionedasconditio sine qua nonfor(digital)
sovereignty.Verybroadly,“citizenship”referstobeing“amemberof
a political community who enjoys the rights and assumes the du-
tiesofmembership”(Leydet2017). It isoftenused interchangeably
with“nationality”and isdefinedasproviding“peoplewithasense
ofidentity,[andentitling]individualstotheprotectionofaStateand
tomanycivilandpoliticalrights”(Feller2005,4).Basingtherightto
internetaccessonthestatusofcitizenship isnotnew.In2016,the
UnitedNationsdeclared internet accessahuman rightbymaking
anaddition to theUniversalDeclarationofHumanRights (UDHR),
Article19,statingthattherighttofreedomofopinionandexpression
includesthepromotion,protectionandenjoymentofhumanrightson
theinternet(UnitedNations2016).

Access 
TheCOVID-19-inducedshiftof social life into thedigitalworldwas,
bynomeans,anequalone,particularlyinNewYorkCity.Citizenship
didnotguaranteeinternetaccess:“goingonline”waseasyforsome
andincrediblydifficultforothers,forawiderangeofreasons.Illness,
dutiesascaretakersorfamilymembers,badbroadbandaccess,noor
outdatedhardware, jobdemands,precarity, tech literacy–these in-
tersectingdimensions,andmore,madeforverydifferentexperiences
ofournew“onlinelives.”

Education, infact,becameanewfrontierofthisdivide.Inpan-
demic-NewYorkCity,internetaccessdidnotmeanthesamething
for educators and students alike. “Remote instruction” was chal-
lengedbyamultitudeofaspects thataffectedpeopleandcommu-
nities in different ways. Some students were able to comfortably
shelter-in-placewith family,dialing into thevirtualclassroomviaa
broadband connection from their own rooms, using their own lap-
tops. Others were challenged by not only a lack of a high-speed
internetconnection,butalsobyhardwareissues,familyobligations
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andresponsibilities,aswellaseconomichardship.Thesechallenges
werediverse,manifoldandcompounding,andinNewYorkCity,they
tended tomap onto geographies of race and class divisions,with
poorer neighborhoods – disproportionately inhabited by commu-
nitiesofcolor–lackingaccesstoconduitorutilitypolesatgreater
rates than inwealthier neighborhoods (NYCMayor’sOffice of the
ChiefTechnologyOfficer2020).

These overlapping cartographies are not accidental, but the
result of longstandingandpowerful social imaginariesaboutwhat
communities are deserving of “scarce” resources, and what com-
munitiesarenot(Eubanks2018).Theseimaginariesaresolidifiedin
publicpoliciesthatimpactinfrastructureprovisionandmaintenance,
andthatamplifythedisproportionate impactdisastershaveonhis-
torically oppressed communities in theU.S., especially theAfrican
AmericanandLatinXcommunities.

Disastersrangingfromthecurrentpandemictothehurricanes
KatrinaandSandyandthe1995Chicagoheatwavehaveshownthat
thisisasocialbreakdownbychoice,associologistEricKlinenberg
remindsus(Klinenberg2002).Inthatsense,vulnerabilitiesof(tech-
nical) infrastructurebecomesocialvulnerabilities,anddisastersbe-
comesocialandpoliticalphenomena,asmuchasmedicalornatural
ones(Nelson2020;Shah2016).

While simple accesswas a core element in this dynamic, the
varyingconditionsandqualitiesofaccessthrewupevendeeperdi-
vides.Theindividualsandcommunitiesthatwestudiedoverthesum-
merof2020allhadvastlydifferentabilitiesof“connecting,”manyof
whichwereconditionedontheprovisionoflargelyprivatizedbroad-
bandinfrastructuresthatwereunevenlydistributedacrossthecity.In
ordertoparticipateinthevariousdigitalpublicspacesthatemerged
overthecityandwithinandacrosscommunities–placesofworship,
exercise,culture,mutualsupport,andmore–peopledependedona
muchwidervarietyofaspects:theavailabilityandqualityofaccess
devices,theabilitytousethethematthetimeneeded,andaccessto
therelevantservicesandplatforms.

Maintenance 
TheCOVID-19pandemichasthrownintosharpreliefanothermajor
challengetodigitalsovereignty:thefactthattheinfrastructuresthat
makethedigitalcitypossibleandthatenableacontinuationofsocial
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life aremostlyprivately owned. This ranges from the cables in the
groundtotheplatformsandsoftwaresthatallowforschooling,work
andmore:Zoom,MicrosoftTeams,Slackandmanymore.

Whatwe’ve learned in theTerra IncognitaNYCproject is that
theseprivatelyownedsocio-technicalsystems–andthedigitalpub-
licspaces theycreate–dependonwhatAlexandraMateescuand
MadeleineClareElish(2019)call “human infrastructure,” the– typi-
callyprecarious–humanlaborthatisneededtomakesystemsand
infrastructuresfunction.Inthepandemiccity,this“humaninfrastruc-
ture”wasnot just thewell-paid labor thatwasneededtomaintain
broadbandcables in thegroundor the electric gridbut also labor
thatwasneededtomaintaintheproperfunctioningofthecityasa
complex socio-economic organism as a whole. The “human infra-
structure”ofNYCisoftenrecruitedfromvulnerablecommunities.

AndinthecontextoftheU.S.andNewYorkCity,themembers
ofthesecommunitiesarenotnecessarilythosewhoareaffordedthe
label“citizen.” InNewYorkState,70percentof thestate’sundocu-
mented laborwork forceworks inessentialbusinesses (Nicholson
andAlulema2020)–thosejobsthatmakethe“digitalcity”possible
bywayofmaintainingthe“physicalcity”–ashealthcareworkers,gro-
ceryworkers,deliveryworkers,public transportworkersandmore.
Thepointhereisthatthemaintenanceoftheprivateinfrastructures
forthesakeofdigitalsovereigntyforafewmeantsystematicallyput-
tingthesecommunitiesatahigherriskofcontractingadeadlyvirus.

Wecanandmustputthisagainstthebackdropofthemechanics
of capitalist extraction that rule big tech, ranging fromwarehouse
and delivery workers that maintain and grow Amazon’s online re-
tailempire,acompanythatwasvaluedat$1.49trillioninJuly2020
(Klebnikov2020) to thedataextraction thatoccurssimply through
theuseofonlineplatforms,fromZoomtoGmailtoWhatsApp,TikTok,
MeetUporTwitter.AsShoshanaZuboffoutlined indetail, thiscon-
stantdataextractionhascreatedasomewhatglobalstateof“surveil-
lancecapitalism”whichtradesin“behavioralfutures”(Zuboff2019).

WhatwealsolearnedfromtheTerraIncognitaresearchisthat
themaintenanceofdigitalspacehasevenmorenuancesandgoes
wellbeyondthis“essential”labor.Weobservedaformofsocialmain-
tenance that tookmultiple forms. For example, it took the form of
providingaccesstothedigitalsocialspacesforpeoplewhowereun-
abletogeneratethataccessforthemselves,oftenelderlycommunity
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members.A rabbiof a synagogue inQueensboughtwebcams for
elderlymembersandrecruitedvolunteerswhosafelyinstalledthem
in theirhomes.Communitymembers in theireightiesandnineties
wereable to joinShabbat serviceswith theirwebcamon, “seeing”
therabbi,aswellasothermembers.

Curation
Thesocialmaintenancewasalsomadeupofwhatwecall“curation”.
Thiscuratoriallaborwasoftenfocusedonmaintainingasenseofnor-
malcy,tocontinuewithwell-establishedroutinesandwaysofdoing
things that often are the social glueholding communities together.
These routineswould range fromanything fromworshipping to ex-
ercising,publicprogramming,playing,volunteeringandmuchmore.
For example, runnersorganized in running clubs continued to “col-
lectively”runbypostingtheirindividualrunsonInstagramorsharing
theirrunningdataoverStrava,anexerciseapp.

Thecurationallaborthatunderpinnedthesevirtualspaceswas
oftenfocusedon“translating”practicesintotheirdigitalform,anddi-
rectingandcontrollingtheflowofactivityandinteractioninthedig-
italspace,aswellasholdingthespacewhendisruptionsoccurred.

Forexample,thehostofanopenmicpoetrynightrunviaZoom
enforced strict rules about when people were allowed to unmute
themselves. The Queens rabbi followed a similar strategy. Com-
munity members were only allowed to unmute themselves when
theywere scheduled to read a prayer or to give a performanceor
when it was time for collective prayer. Only at the end of the ser-
vicewaseverybodyallowedtounmuteandjusttalktooneanother,
anelementpeopleenjoyedastheywereabletoinformallyconnect
(“Goodtoseeyou!Howisyourmother?”or“Congratulationsonyour
engagement!”).

Similarly, the curatorial labor often also extended beyond the
coresocialpractice–worshipping,exercising,volunteering,etc.–and
wasexplicitlyfocusedonbuildingandmaintainingsocialconnection
ingeneral. Forexample, someof the runningclubsalsoorganized
virtualsocialeventsthatwerenotrunning-relatedtoencourageso-
cializingwithpeersandkeepupmotivation.

Moderatorsandfacilitators,thosedoingthecuratoriallabor,of-
ten viewed theirwork as a formof service to their community.As
the significance of creating and holding online spaces grew over
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the course of the pandemic, so did their sense of duty and care.
Moderatorsandadministratorssawtheirworkasaservicetotheir
communities.

The Terra Incongnita research also showed that maintenance
wasapoliticalmatter,becausecuratorial labor,particularlywhenit
tooktheformofmoderation,wasapoliticalpractice.Moderatinga
digital spacewasall about controlling the space, determining and
enforcing who can come in and who cannot, as well as monitor-
ingbehaviorandspeech.Thisbecameparticularlyapparent in the
Staten IslandFacebookgroups,whereadministratorsandmodera-
torswhereoftenconfrontedwithhavingtoenforcegroupguidelines
aroundpoliticalspeech.

Digital Sovereignty
Asthisdatashows,themaintenanceofdigitalsovereignty–oftenfor
some,notall– isdependentondifferentkindsof(oftenuncompen-
sated) labors that, in a global public health emergency, dispropor-
tionatelyputcommunitiesatrisk.Wemustask:Whomaintainsthe
infrastructuresneeded fordigital sovereignty?Whobears the risks
associatedwiththismaintenance?Relatedly,whatisthecostofdigi-
talsovereignty?Andwhopays?

Againstthebackdropofthesequestions,tyingthenotionofdig-
italsovereigntytothestatusofbeingacitizenisaweaktheoretical
suggestionat itsbest,andaharmfulpolicyat itsworst,becauseit
isexclusionary,potentiallynotaffordingdigitalsovereigntytothose
whomaintaincrucialsocio-materialand-politicalinfrastructures.

Itmaybemoreappropriate,andmoreequitable,togroundthe
notionofdigitalsovereigntyinthenotionof“community”or“popula-
tion,”ratherthancitizenship.Wecantakeacueforsuchaninterven-
tionfromartistHansHaacke.Hisartwork“DerBevölkerung”(2000)
islocatedinthenorthcourtyardsoftheReichstagbuilding,wherethe
Germanparliament,theGermanBundestag,resides.Itwascommis-
sionedbytheGermanparliamentandconsistsofatroughbounded
bywoodenbeamsthathasatitscenterthewords“DerBevölkerung”
(“To the Population”). The typeface is the same as the inscription
“Dem Deutschen Volke” (“To the German People”) which was in-
stalledon theReichstagbuilding in 1916.TheartistHaackekeenly
underlinesthedifferencebetween“Volk”(people)and“Bevölkerung”
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(“population”),pointingtoabroadenednotionofcitizenshipasbased
onplaceofbirth,notethnicity.

Newconceptualizationsofdigital sovereigntymust learn from
thesecritiquesanddevelopamoreholisticviewfor theconditions
neededforindividualsandcommunitiestogainandmaintaintheca-
pacityforself-determination.

Ifwetakethiscommentaryagainstthebackdropofdigitization,
andthequestionofifandhowinternetaccessiscentralforbeinga
citizenand for sovereignty in termsof self-determination, thenwe
canstartdevelopingamoreexpansivenotionofdigitalcitizenship
that is grounded in belonging, and that serves as precondition of
“sovereignty”overandabovelegalstatus.

Conclusion
In this short piece, I have offered a critical reflection of the notion
of“digitalsovereignty”inthecontextofinequalityandtheCOVID-19
pandemic. To do so, I have drawn on qualitative data collected as
partoftheTerraIncognitaNYCresearchproject,whichI ledinthe
summerof2020,andwhichsoughttounderstandhowNewYorkers
maintained social ties under lockdown mandates and created dif-
ferentkindsofdigitalpublicspace.Ihavearguedthatthepandemic
hasshownthatparticipationindigitalsovereignty–andthenotion
of“autonomy”itpurports–isnotsimplyconditionedon“access”to
broadbandinternet,butonamultitudeofsocio-economicconditions
thatareunevenlydistributedacrosssociety.

Inthesecondandthirdpartofthischapter,Ihavefocusedonthe
infrastructuresandmaintenanceregimesneededtomaintaindigital
sovereignty,bothintermsofmaterialmaintenance,andintermsof
thesocialmaintenance.Ihaveintroducedthenotionofriskdistribu-
tionasanecessaryconditionforthemaintenanceofoftenprivately
owneddigitalinfrastructures,andarguedthat,particularlyinapan-
demic,alreadyvulnerablecommunitiesareoftenthebearersofthis
risk.Ihavealsoshedlightonthemanywaysinwhichcuratoriallabor
becomesmaintenanceinfrastructureinapandemic,andhowitisof-
tenrelatedtowhoholdspowerinaspace.Ihaveusedthisempirical
materialtoarguethattheexistingnotionofdigitalsovereigntyistoo
narrowlyfocusedon“citizenship”andthereforecreatesanexclusion-
arydynamic. To remedy that, I have suggested todevelopamore
expansive notion of citizenship that can inform digital sovereignty,
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andthatisgroundedinbelongingandcommunity,ratherthanlegal
status.

Overall,Iwanttounderlinethattheseobservationsmustberead
ascommentariesandsuggestionsforconceptualexpansionsofthe
ideaofdigitalsovereignty,notascritiques.Iftheglobalpublichealth
emergencybroughtaboutbytheCOVID-19pandemichasshownus
onething,thenitisthatwecanandmustrethinkhowweaddressthe
intersectionof inequality,technologyandsociety.Digitalsovereign-
tycanbeatoolforcreatingmoreequitablefutures.Butonlyif it is
grounded in empirical observations, with a focus on community
wellbeing.
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WannaScry!
An Interview with Danja Vasiliev

DanjaVasilievandDanielIrrgang

Danja Vasiliev, co-author of “The Critical Engineering Manifesto,” is an 
artist and activist working on the exposure of data exploitations in net-
worked systems. The interview centres around his work “WannaScry!”, 
an installation revealing privacy issues of video conference platforms 
and which was under development at the time this conversation took 
place (October 23, 2020).

Daniel Irrgang:Iwouldliketostartthisconversationwithaquote
takenfromatextyouandJulianOliverwroteforabookpublishedby
transmediale festival in2016,which, inmyview, frames themotiva-
tionbehindyourwork:“Engineeringisfartooimportanttobeleftto
theexperts–toacademicpapers,patents,militaryandcorporatere-
searchfacilities...Theculturalconversationwecallartischallenging
aesthetic,social,cultural,andpoliticalhabitsandregimes tobetter
understandhowwearetheirsubjects.Intoday’sworldofintegrated
andautomatedsystems,complexcommunicationnetworksandtheir
technologies, there is no less need for such subjective transforma-
tion.Onlybydoingsocannewmobilities(andthusfutures)bemod-
elled.Without insulting fromstate interventionbyart infrastructure,
therewouldbenosafe,publicforumfortechno-politicalexpression,
no context for understanding how our increasingly engineered en-
vironmentengineersus.Butablackboxmadeofmany”(Oliverand
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Vasiliev2018,201).Thisquotecontainsreferencestoprivacy,digital
literacyordigitalsovereigntyandtherolethatartandactivismcan
play inexposingopaquepowerrelations.Doyouwanttoelaborate
thepremissesofboththequoteandyourwork?

Danja Vasiliev:Referencesareextensive,Iguess.Probablytheear-
liestone,historicallyspeaking,isthatwebuildmachinesbyourown
example.Suchastheearlyfantasieswehaveofrobots,oftheexpec-
tationswehaveofmachinesingeneral,whichIthinkareflawed,just
asourexpectationsofotherpeopleareflawed.So,despitethefact
thatwecreatemachinesbyourexample,wecreatetechnologyasa
juxtapositiontothebiologicalsubstrate.Buttohumanizemachinesis
abigfailureofourhuman-computerinteractionmodel,Ithink.Andit
issomethingthatnewgenerationsabsorbaspartoftheirupbringing.
Butpeopleeven today, inourageand inourcircles, theyhavenot
beendrawnto thesemachines likenewgenerationshave,andstill,
uptothisday,wearewrappingourheadsaroundthisparadigm.We
nowhavetotrustandrelymoreandmoreonthingsthatactuallyare
artificial,thingswhichmakedecisionsbasedsolelyonalgorithms.

Idon’tknowifthisrelatesmuchbutgoingbacktothequote,I
thinkatthecoreofitallistheconcernthat,shouldwetrusttechnol-
ogytobeappliedsolelybygovernmentsandcorporations,whatwe
aregoingtoget isaverypolice-likeregulation,promotingtypesof
technologiestokeepsocietyunderawatchfuleye.

At the same time, we are at a point where technology is so
ubiquitous.Therehas tobeaplace forculturalexperimentation to
promoteallthesetwistsofourhumanminds,twistsotherthanhurt-
ingorrestrictingourcommunities,suchascuriosity-drivenprojects
anddifferent strandsof research, theyallhave tohave theirplace.
Shouldweallowthetechnologytobepolicedandtobeencapsulated
inmachinesandproductsthatdictateanalreadyfinal,opaqueand
standardiseddesign?Thiswillendupdestroyinganyopportunityfor
futureculturetodevelop,becausetheassumptionismoreandmore
thatculturewillrelyonunderlyingtechnologyandthus,byextension,
onthefreedomthatthistechnologyaffordsorallowswhenitcomes
toaltering,modifyingandindividuallydevelopingit.

And it hasbeenanobservationofmultiplepeople in the field
that the further technologydevelops towardscomplexity, themore
opaque itgets–a factor thatcomesalongwithefficiency.So, the



WannaScry!

323

moreefficienttechnologyis,themoreblack-boxeditwillbe,justby
natureofhavingtointegratemoreandmorecircuitsonaparticular
chip.Arecordplayer,withaspinningplate,apickupandsoon,isa
goodexampleofprevioustechnologyandagreatanalogyofavery
extroverteddevicewhichtellsyoualotaboutitselfandhowitworks,
comparedtomobilephonesorsimilardeviceswhereitisoftenhard
totellwhatthedesignatedfunctionsofcomponentsare. It ismore
complicated, or even impossible, for new generations to decipher
andunderstandall thoseelements. Ifyoutrytoopensuchablack
boxyouwillprobablybreakit,andnoonewillfixitforyou.

SuchconsiderationshaveahugeimpactonhowIdomywork.
Itisveryimportanttoattempttoreclaimtheabilitytointeractwith
technology,inawaythatsometimesmightevenbeillegal,touncover
thehiddenprinciplesofnetworkedtechnologies.Ihopethisapproach
willbemoreandmorediscoveredbydifferentgroupsofpeople.Not
tosaythatthisisalwaysdiscouraged,ofcoursetherearedeviceslike
RaspberryPiandArduinoboards,butstillitremainsverydifficultto
approachanoff-the-shelve consumerdevice, crack its coveropen
andattempttomesswithsomethingthatwasn’teverdesignedtobe
messedwith.Thisiswhythe“CriticalEngineeringManifesto”(Oliver,
Savičić,andVasiliev2011–2019)waswrittenallthoseyearsagoand
whyotherpeoplelikeyouandaroundtheworldteachtheseideasto
theirstudents.

DI:Historicallyitwouldbeinterestingtonotethattheclaimsyouand
othersmake,toopentechnologicaldevicesandtobendtheircircuits
toourownwill,cannotonlybetracedbacktothehackingofICTbut
has its roots far deeper. For example, the German RadioWorkers
Movement,which,especiallyinthe1930s,builttheirownradiotrans-
mitters to understand how this, back then new,media functioned,
and to be able to distribute their own political messages, beyond
therestrictedandcentralizedpoliticalagendaofthegovernment.Of
course,thesemovementswherequicklycriminalizedandsuppressed
assoonastheNazigovernmentcametopower.

DV:Yes,someofthemwhereevenformermilitary, that’swhythey
hadtheskillsandknowledgetocarrysomeofthattechnologyinto
thepublicsphere.Theyweretechnologicallywelleducated.
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DI:Itisinterestingthatyoureferredtothenotionofblackbox.The
culturalphilosopherandmediatheoristVilémFlusserusedtoreiter-
atethisphrase,initscyberneticconnotation,whentalkingaboutthe
opacityofmoreadvancedtechnologicaldevices:“Theblackboxisa
structurallycomplexbutfunctionallysimpleapparatus”(Flusser1974,
1). Thosedevices are technologically complex on suchahigh level
thatonlyafewpeopleunderstandtheiroperatingprinciples.Andthe
restneedsto,orratherwantsto,focusonthesurfacesofthisblack
boxes,on the interface,engagedbyuserexperiencestrategies.Do
youfeel,despiteofyourwork,thatmanypeoplearenotinterestedin
thefirstplacewhatisactuallyunderneaththesurfacesoftheirdevic-
es?Thattheyjustwanttousetheirgadgetsaseasyaspossible?How
wouldyouapproachthesepeople?

DV:It’sareallydifficultquestion.Infact,it’sareallydifficultwallto
breakthrough. Idon’t thinkthere isaworkingsolutiontothat, real-
ly.Oneofthereasonswhythis“seamless”technologywascreated
in the firstplacewas toallow those thatwerenotacquaintedwith
technology to start using it: simplification, minimization, graphical
user interfacesmaking it less anxiety-provoking to use computers.
Allthisdesignatedfunctionalityofmachines–it’sfineaslongastheir
purpose is toallowtheuser to focuson their task.Butwhat isnot
fine are themultiple exampleswheremachines are running in the
background,trackingyourmousemovementorrecordingyouronline
behavior.Therearemultipleexamples,suchasremoteBitcoinfarm-
ingsomewherethatyouhappentoaccidentallyloadaJavaScriptfile
from.

Currently,IaminvolvedwithanNGO,TacticalTech,acollectiveof
about30peopleusingcomputersintensively.Mostofmycolleagues
areprettygoodinmonitoringandcheckingouttheircomputers.But
eventheyaresometimesamazed:“Mycomputerisrunningreallyhot,
Idon’tknowwhat’sgoingon–I’mnotdoingthingsbutit’srunning
andblowing.”Thereare reallysimplewaysofcheckingoutwhat’s
happeningonyourcomputer,whatproblemsithas.Butitseemsthat
peoplearen’tevenmindedthatwaytogoandresearchhowtoiden-
tifyandsolvesuchproblemsontheirown.Whichtomeissomething
very alien, because even ifmy computer is running fine, I still like
tinkeringwith it–andbreaking itway tooearlyandway toooften
[laughs].

DanjaVasiliev
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Usually, the relationship with technology is, in a way, that it
shouldn’tbetouched. It’ssocomplexthatmanypeopledon’teven
start to think about going beyond the interface. Nowadays, more
thaninthedayswhenIstartedmessingwithcomputers,whichwas
around20plus yearsago, it is almosta taboo, inaway, for those
usersthataren’tdevelopinganythingrelatedtocomputationdirect-
ly. It’sunadvised,especiallybycomputermanufacturers.Thereare
mechanisms in place, potent and very sophisticated, that prevent
whatiscalledtamperingwiththoseoperatingsystems,whichkeepa
watchfuleyeonallthechangesthathappentothesystemrunningon
yourcomputer.Inorderforthemachinetoefficientlymaintainitself
andnottobreakdownitseemsthatitshouldnotbetouched,ever.
Itwas similarback in the ’80s: Themoreexpensive carshad their
hoodssealed,whichyouweren’tsupposedtoopen,and ifyoudid
open it youwould risk thewarranty. It’sanattitudeofactuallynot
owningthetechnologythatyouaredealingwith–ratheryouarekind
of “leasing” that technology. I find that reality so different towhat
weareactuallyusedtoasmaterialistbeings:Ifyouownsomething,
youreally,physicallyownit.Butthisideaofbeingleased,apieceof
software,ormaybeacomputer,thisfeelsreallywrong.

Manyoftheeffortsthatinspiredthe“CriticalEngineeringMani-
festo”weredoneinordertobreakoutofthisloop;bybreakingmost
ofthedeviceswhileinvestigatingthemyoucometorealizehowthe
deviceworks.Ofcourse,itrequiresaparticularinteresttobewilling
todothat.AndIdon’tthinkthemanifestowaswritteninanattempt
tomakeeveryonegoinsaneandtobreakeverydevicetheyfind...

DI:Whichwouldbeinterestinginitsownright!

DV:Itwouldindeedbeveryinteresting!Andinfact,itdidhavesuch
aneffect,onasmallerscale[laughs].It’smoreaboutawayofthink-
ingthatshouldbefosteredparalleltousingacomputer:Whatelse
happensthere?Whenit isconnectedtotheinternetandituploads
anddownloadsfiles,isthereanythingelsehappening?Howisallthat
regulated?

Thefurtherwetalkaboutit,themorethereistoadd.AndIguess
that’soneoftheissuesIalwayshaveinmindwhilemakingmyart-
work. Most of the pieces are basically illustrations of hacks, com-
puterhacksorsortofunauthorizedwaysofusingonetechnologyor
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another.Mostofthoseworksweredoneinanefforttodemonstrate
whatdoeshappen,orwhatcouldhappen,behindthescenes.

DI:That’sactuallyaverynicetransitiontoanothersentenceIwould
liketoquote.Ibelievethisoneisfromthe“CriticalEngineeringMani-
festo”andIthinkit’sthestrongestoneintermsofbringingyourmode
ofworktoapoint:“Thecriticalengineerconsiderstheexploittobe
themost desirable form of exposure” (Oliver, Savičić, and Vasiliev
2011–2019).Forme,thisis–inonesentence–whatyouaredoing.

DV: Yes, that’s a good one. Because how else can you effectively
teachsomeoneaboutwhat’s insidethecomputerotherthanby let-
tingthepersoncrackthecomputeropen?Theuseofthewordexploit
in this case is verybroad. It reallydependsonyourpersonalaims.
Whatdoyouwanttoachieve?Ifyouwanttoseewhat’sinsideofyour
computerandyouopenit–yes,youdoexploitinawaytogainknowl-
edgeaboutwhat’sinside.Andifyouwanttoplantsomeremotetrap
somewhereontheinternettointerceptsomeone’sdata,it’sanexploit
aswell,butwithacompletelydifferentpurpose.

Consideringthisbroadmeaningof theword“exploit” I think it
cannonethelessbeappliedveryeffectivelytotheeducationalparts
ofthehackermovement,forinstance.Havingtaughtworkshopsfor
thelast15yearstovariouskindsofpeopleIlearnedthatit’simportant
nottooverwhelmthosewhoyoutrytointroducetoideasoftechno-
logicaldomains,buttotakeitslowly.

DI:Maybewecantalkabitabouttheprojectyouarecurrentlywork-
ingon,whichyouhavetitledWannaScry!,obviouslyareferencetothe
2017WannaCrycomputervirus.AsIunderstandit,theworkwillbea
criticalapproachtowardsvideoconferencesystems–averytopical
project in timesof tacklingpandemic-induced social distancingby
spendingwaytoomuchtime,atleastinmydailyroutine,invideocalls.

DV:Asformyself,IalwaystrytoavoidvideoconferencesbecauseI
finditquiteadiscomfortingexperience,Idon’tknowwhy.Irecently
wenttoMediaMarkt1anditwassoldoutofwebcams.Itremindedme
oftheearly2000s,whentheWeb2.0wasontherise,howexcited

1   Editorial note: A German retail store chain for consumer electronics.
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everyonewas.Butwewereforgettingaboutthefactthattheprocess
ofcontentproductionalsoproducesmetadata,andmetadatameans
hundredsofinterestedthirdparties.WithWeb2.0,forhalfadecade
data communicationbetweenWebusersdefaulted to unprotected
protocols,soyoucouldinterceptitdirectly“fromtheair.”

Andthisisthekindofthesituationwithvideoconferencingser-
vicestoday,afterthemajorityofWebuserscommunity,orshouldI
say,amajorpartofhumancivilization,was forced touse this rela-
tivelynewvideoconferencingtechnology.Notnewperse,ofcourse
itexistsforalongtime,butthoseserviceshaveneverexperienced
suchalargenumberofusers–whousevideo-streamingtechnology
notonly toconsumebut toactivelygeneratenew,privatecontent.
Thisprovokedawaveofinterestfollowedbynumerousattemptsto
interceptand,inarogueway,participateinprivatevideo-calls.Itisn’t
at all unthinkable that state-controlled internet, state-funded inter-
netprovidersandcorporationswillbe trying toget theirhandson
thistypeofinformationgathering.Becauseaswithprivatepersonal
metadatabackinthedaysoftheWeb2.0,alotofveryprivateand
personalinformationisnowadaysbeingtransferredwithvideocon-
ferencesoftware,especiallyincombinationwithmachinelearningal-
gorithmsthatuseyourvoice,yourarticulation,yourfacialexpressions
– this actually exposesmuchmore of your biometric and personal
informationcomparedtoanymetadata inthedaysofWeb2.0.For
example,bysnatchingyourvideocallonecantrainadeep-learning
algorithmtorecreateafakeidentity,whichidentifiesitselfwithyour
voice,bodymovements,facialexpressions.

Whatmademeveryawareofthefactthatthoseproblemsare
allquitereal,waswhenbackinApril2020alargelibraryof“dumped”
Zoom video-calls recordings was found on unprotected Amazon
servers. Those dumpswere quickly downloaded and re-published
byagroupofhackersandbecameknownas“ZoomLeaks,”andre-
mained available online only for about 5 days, if I recall correctly.2
There is also a large number of screenshots – pictures of comput-
erscreens–withsecret IDs forvideocalls regularlycirculatingon
Twitter, thatenablepeople, like theDutch journalistDanielVerlaan

2  Editorial note: A platform for dumped Zoom video call IDs (cf. Krishnan 2020).
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inNovember2020,3toguessaccesscodesand“gatecrash”those
calls,evenwhenthosecallsweresecretandheldbyinstitutionssuch
astheEuropeanMinistryofDefence.So,itoccurredtomethatthis
environmentisaverynaive,vulnerableandinsecureplace.

DI: Thinking about it, the nature of video conferencing – having a
prettygoodclose-upofyourfacialexpressionsincombinationwitha
recordingofyourvoice–that’sthebestdatasetforanydeeplearning
algorithmtoproduceaspecificdeepfakevideo.

DV:Yes,absolutely.Therearemanythingstothinkaboutandcon-
siderwhendevelopingsuchawork,asalways.I’vebeenworkingon
WannaScry!sinceMayandtheworkgoesratherslowly,becauseit’s
acomplexpiece.It’ssupposedtobeaphysical installationandIal-
readyhadtoworkwiththreedifferentproductionstudiostoproduce
thepiecesforit.Ittakestime,especiallyintimesofCOVID-19,having
toordersomethingonlineanduntil itcomestoyourstudio it takes
amonth–and thenyourealizewhatyouhadorderedwasnot the
rightthing,andyouhavetoorderitagain;andinthemeanwhile,I’m
developingthecode.

So,sinceMayI’vebeenworkingonamodelofavideoconfer-
encingservicethatis“rigged”torecordeveryconversationthattakes
placethroughtheservice.WannaScry!illustratesasecuritybreachof
avideoconferencingserviceanddemonstratestheextenttowhich
personal biometric data canbe intercepted and extractedbymali-
ciouscyberagentsseekingtocreateandpuppeteeralternateidenti-
ties,potentiallywiththeaidofmachinelearningalgorithms.Withthis
projectIwanttodrawattentiontothenextgenerationofhuman-ma-
chineinterrelationshipsandvulnerabilities.Familiarizingoneselfwith
thebenefitsandhazardsintrinsictotheuseofdigitaltoolsandnet-
workingtechnologyisnecessaryinordertosafelynavigatetheinter-
netandsecureone’scyber-wellbeing.Tomakeaninformedchoice
ofdigitaltools, includingthoseforprotectingourdigitalrights,one
would firstneed tounderstandwhatcompromisesare involvedby

3  Editorial note: In November 2020, the Dutch journalist Daniel Verlaan accessed 
a Zoom meeting of EU defence ministers after guessing the access code pattern 
visible in photo posted on Twitter by the Dutch defence minister Ank Bijleveld 
(Deutsche Welle 2020).
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engagingwith the latest technological trends. This includes, espe-
ciallyduringthecurrentpandemiccrisisanditsdigitallyaidedsocial
distancing,videoconferencesystems.

Thinkingaboutthiscomplexinanexhibitioncontext,videoand
audio data, plus some of the video call-specific meta information
about the persons participating in the call will be displayed. The
planistomakeWannaScry!interactive:Visitorscanusetheirmobile
device tomakea videocall using the serviceby inviting someone
fromtheaudienceand/orsomeoneonline towatch theirconversa-
tion displayed as it’s captured in real-time andprojected onto the
WannaScry! sphere.All thewhile thiswill be rendered intoa form
ofascryingball,a“palantír”-likedevice,liketheall-seeingstonein
Tolkien’sThe Lord of the Rings–adevice remotelyconnected toa
person,readytotellyouabouttheirdeepestsecretsandinsecurities.

My interest,however, isnot tosneakupandhearpeoples’se-
crets,butrathertohavethoseverypeoplebeconfrontedbymywork,
tosee themselves revealedbyaseemingly innocuous “gazingball”
andrealizethat,wheneveryoutalktoyourcomputer,you’renottalk-
ingtoyourintimatepartneralone–youareactuallytalkingtoevery-
onewhowantstolistenandhasthecapabilitytodoso.

DI:Whenyoudecidedtogivetheworkaformresemblinga“palantír,”
areyoualso,subtly,pointingtoPeterThiel’ssurveillancecorporation
withthesamename?

DV:Well, Ioriginallydidn’t thinkaboutapalantír, theseeingstone,
butithappenstobetheculturallymostknownreferenceforsucha
device.Iwasthinkingaboutgazingintoamistyscryingballwith“su-
pernatural”capabilities.Oneoftheestablishedtermsintheparanor-
maldomainis“remoteviewing”–anextrasensoryabilitytoconnect
to and to read remoteminds... An abilitywhich nowadays internet
servicescanfacilitatequitewell,thinkingoftheinternetasarhizome
networkthatweallareapartof–aparalleldimensionofsortswhere
onecanplantaprobeinandsuckalltheinformationout.Thisiswhen
the Palantir Technologies company reference comes into play and
contributesaterrifyingexampleofhowrealallthisis.

Themachinethat I’mbuildingaimsto lurepeople intousing it,
whileatthesametimeit’snotanattempttoscampeople–itisgoing
tobe inanexhibitionwithabigsignon itsaying, “connect to this



330

URLandseeyourprivateconversationbeingmadepublic.”It’sabout
makingexplicit theexploitof this technology inanattempt tohelp
peopleunderstandthepotentialofsuchanexploitasaresultoftheir
ownpersonalchoices.

DI:Isitgoingtobeconnectedtovideo-conferenceserviceofabigger
providerorwillitrunonyourownplatform?

DV: It’smyownplatform, andpeoplewill know that it isn’t a real
provider.I’mnotgoingtotrytobeaspromiscuousasonewouldneed
tobeinordertopretendbeingarealprovider.

Anotheraspect,aparallelthoughtwhichtoucheslessonmedia
theoryorculturalimpactoftechnology,butwhichisratheraboutthe
techno-politicalaspectofopensource,isthefactthatthesoftware
I’musingtocreatethisriggedserviceisopensourcesoftware.This
meansthatanyonecouldmakeexactlythesamemodificationsasI
did,tocreatesuchapalantírandplantitsomewhereonline.Thenad-
vertisetheirplatformasacompletelylegitimate,free-to-useservice
whilecovertlyretainingyourdata.Thethingaboutsafetyandsecu-
rity thatopensourcesoftwarepromises, is thatsincethesoftware
baseisentirelyopen,itdoesnotpreventanyonetocomeinandmake
modificationsthatmightnotbebeneficialfortheusersofthatsoft-
wareortechnology.It’sonethingtoberunningopensourcesoftware
onyourlaptop–youinstalleditandtherewasnothirdpartyinvolved
–but it is anentirelydifferent storywhenopen source software is
usedasanonlineservice.Justthefactofconnectingtoserversthat
claim to be running open source software doesn’tmean that this
opensourcesoftwarewasn’tmodifiedinsomeway.Onanindustrial
level,therearewaystoverifythevalidityandcoherencyofsuchsoft-
wareinstalledonaserver–packagechecksums,automatedauditing,
etc.–butsuchpracticeshaveneverreachedtheconsumermarket,or
ratherconsumer-facingsubstrateofthemarket.Whenyouconnect
tosomerandomserver,oneassumes–orchoosestobelieve–that
theserver’ssoftwaredoesn’tcontainanysinistermodifications.But
ifmodificationsdidinfactoccurthereisnomechanisminplacethat
wouldnotify theuserabout thesemodifications, there isnosecuri-
tycheckbetweenauserandawebservicebasedonopensource
software. It is for thatveryvirtuethat thetrustweput inaservice
runningontopofopensourcesoftwarereliessolelyonthereputation
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ofthosewhoruntheserviceandnotthesoftwareitself–whichisin
factaconcerningissue.

DI:Doyouknowhowyouwillformordesigntheaestheticaspectof
yourwork?Howwillyoupresentittomakeitexposeitsfunctions,or
intentions,sotospeak?

DV:Well,thisisstillinflux.Iwanttohaveitlookandfeelascloseas
possibletoanordinary,everydayexperienceofusingvideoconferenc-
ingservices.But,ofcourse,giventhefactthatitwillbeshowninan
exhibitioncontextwithpeoplearoundit,forthatreasonI’mcreating
thispalantír-likedevice,asphereonwhichrecordingsofvideo-calls
andpersonalinformationisgoingtobeprojected.Thereisapotential
fortheworktobeinteractive,soyoucouldactuallyscrollthroughand
watchvideocallsandlistentoconversationswhichhavetakenplace.
Themainintentionistomakesurethat,whoeverapproachesthework,
theycometorealizethatwhateverpassesthroughsuchasystemcan
becaptured,exposed–andexploited.

DI:Doyouplananextensionoftheworkthatshowspossibleresults
ofsuchanexploit,say,adeepfakeapplicationofthedataharvested?

DV: Thatwould be a far-reaching extension, becausemost of the
analysisneededforteachinganalgorithmisn’tdoneinreal-time.So,
itmightbelikeachapter2ofthework,asin“andherewecansee
whatthemachinehaslearned”[laughs].Inthecurrentcontext,Isee
thedevicemoreassignifyingasourceofgatheredinformationwhich
couldpotentiallybepassedontoeitherblackmarketsorthird-party
buyers,forinstancedata-brokers,whoillicitlyacquireprivateperson-
alinformation.Thisiswhy,fornow,I’mgoingtofocusonhow infor-
mationisgathered,ratherthanwhathappensnext.

There are so many aspects to consider in a project like
WannaScry!,so I firstneedtoworkonwhat Icanrealizeandthen
takeit further. That’sthething,yousee,aboutartworkscreatedin
thisfield–youcannottreatthemasaproduct,youcannottreatthem
asaservice.Becauseonceyoustartdoing thatyouwillendup in
this loop ofmaintenance, servicing and user support. It has to be
boundbytime.Artworksarecreatedtoillustratethecontemporary
state,asinthecurrentstateoftimewhentheartworkwascreated.
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Iwouldn’twanttomaintainanartworktomakeitfunctionforthenext
tenyearsbecausethat’snotthepoint.BythetimeIfinishthework,it
mightalreadybeobsoleteandpossiblydysfunctional.“Newstweek,”
forexample,aprojectonwhichJulianandIworkedin2011,signified
theextremeopennessofunencrypted,clear-textnetworkcommuni-
cation.4AyearafterwehadreleasedNewstweek,EdwardSnowden
cameoutwithhisNSArevelationsandeverythingon theWebbe-
cameencryptedusingHTTPS/TLS.Whichwasgreat–andinstantly
madeNewstweekbeathingofthepast.

DI:So,yourworkhasa“bestbefore–thingsgetbetter”date.

DV:Yes,“expiredbeforereleased!”

DI:Youmentioneddata-brokers,wetalkedaboutdeepfake.Whatis-
suescanyouimagine–intendedandmaybeunintendedones–that
yourworkwilladdressordiscussionsitwilltriggeronceitisrunning
andwillbeexhibited?

DV:Sofar,I’vebeen–ambitiously!–thinkingaboutcreatingaprofile
foreachperson,forinstanceavoicesignature;abiometricsignature,
suchastheface;placeoforigin,oratleastplaceoforiginofthecall.
AndIwasthinkingaboutcreatingsomekindofdatasetoftheconver-
sationsthatpeopleconductthroughthesystem.Butsincethereisn’t
reallyaselectionforanyparticularsubjectthatwillbediscussed,it
willberatheraboutdemonstratingthepotentialfunctionalityofsuch
asysteminplace.

Here is anexample: if aproxy, aman-in-the-middle server, ca-
pableof retainingvideocall information isplaced inanofficeof a
politicalparty,thenyoucouldsearchformuchmorespecificdatain
those conversations, andmaybe employ something like a speech-
to-text conversion to createmachine-readable pieces of conversa-
tionsthattookplace–forinstance.Idon’tthinkaboutWannaScry!
asaprojectonstealinganyparticulartypeofdata,rathertheworkis
theretosparkattentionofthepublicabouttheseweaknesses,about

4  Editorial note: “Newstweek” (2011) is based on devices that can alter the content of 
news websites read on public wireless networks. It was developed in collaboration 
with Julian Oliver and received the Ars Electronica Golden Nica award in 2011.

DanjaVasiliev



WannaScry!

333

vulnerability,about thepossibilityofsecurityandprivacybreaches
happening–andagain,againandagainsayingthatwheneveryou
converseusingyourcomputerandtheinternet,youarenotconduct-
inganintimate,privateconversation.

DI:HerewecouldcomebacktoVilémFlusser.Hedied in1991,so
beforetheriseoftheWorldWideWeb.Buthewroteaboutthecom-
ing“telematicsociety”becauseatthetime,from1972on,helivedin
France,where theMinitel, theFrenchnational “proto-internet”was
rolledoutinthe1980s.Thepossibilitytocommunicatevianetworked
computers he sometimesdescribedas “telepresence,” a termalso
popularwithartistsatthetimeandduringthecourseofthe1990s:to
interactwiththeotheroverlongerdistances,implyingthattimeand
spaceisvanishing–thisoldMcLuhanism,autopianconcept.Online
videoconferencesareactuallytheperfectvehicleforthisnarrative,a
quiteromanticnarrative.

Butnowyourworkisturningthisonitshead:Especiallyintimes
ofsocialdistancing,onewantstobeclosertothedistantother.One
wants tohavean intimateconversation–but just that it’snot.The
wholepurposeof the exploit youare addressing is to collect data,
observebehavior.Maybeitisatoogeneralquestion,butwouldyou
agreethatyourwholebodyofworkisaboutgoingagainstthisutopian
conceptofMcLuhanism,orofFlusser,forthatmatter–thepromises
ofcomputernetworkstointersubjectivelyconnectfreeindividuals?

DV:Thefrighteningandatthesametimeinterestingpartformeis
thattheexploitisinevitable.Evenifitcreepsyouout,youarepartof
it.Ithinkitcouldhavebeenadifferentstorybeforetheearly2000s,
beforepeoplefiguredoutthatthereisalotofmoneyinthisbusiness,
thatitwasdoomedtobecomeamoney-makingmachineharvesting
data. It’s a very symbiotic relationshipbetweenbusinessand tech-
nology, obviously a lot ofmoney is beenpoured into internet tech-
nology in general and, because of that themarket, has become a
hyper-production.

Andthat’swhatwearefacingnow–it’slikeablackhole,ithad
tosuckeverythingin,inordertobecomeevermoreefficientinmak-
ingmoneyandgeneratingreturnoninvestmentforventurecapital-
ists.That’sthesadtruth.Thefactthattechnologyhasbecomemore
integratedintoourlivesandatthesametimehardertolearn,Ithink
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that is justanunfortunatesideeffectof this“evolution.”Practically
anymodificationonewouldwanttoapplytocurrentcomputerand
networkingtechnologywouldrequirealotofknowledgeofhardware,
softwareandofcomputerscience.

Honestly, I reallymiss thedaysof the late80sand90s,when
technology was wide open. If I was to grow up today, I probably
wouldhaveaveryhardtimefindingentrypoints.Ifyoutrytoeducate
children todayabout technologybasedon thismulti-layeredstack
of abstractions thatwe now have... It oversimplifies technology to
anextend that itactually removes it.There’sastatementbySteve
Jobs,ormaybesomeoneelseatApple,fromaround2010aboutthe
designof the iPad:5Theirgoalwas to remove the feelingofbeing
confrontedwithanything,toachievethisseamlessness,thissortof
intuitiveness–whichisgood,definitely,I’mallfortechnologybeing
intuitive.Alreadywiththedesktopmetaphor,ifonewantstogoback
asfarasthat:Wealwaysattempttoconfronttheuserwiththeleast.
Butifyouconsiderthecurrentstateofthingstoday–thismighthave
beenthewrongmove.Becausewhileitallowsmorepeopletostart
usingcomputers,alotofknowledgehasbeenlostorhasn’tbeenre-
covered.Ithinkthisissomethingthatwearemissingthesedays,that
wearelacking.Thereisagrowingdividebetweenourtechnological
advanceandourinformationliteracy.

Onesymptomofthatisthedifficultiesofhavingtoseparatetruth
fromfalsehood,tosimplybeawareofthefactthatwhatisdisplayed
onascreenofyourdeviceisnotnecessarilywhatyouwouldwantto
believe.But thathadbecomeastandard,anassumption, toanex-
tent,turningintoaquasi-religiousbelief.Becausewearealltoldthat
thecomputerisright,thatdatagetsresultsright.Andthisissome-
thingIwishwecouldchange.Itisdifficulttodiscussmyworkand
theworkofmycolleagueswithoutgoingintodeeper,darkerdetails.
That’s one of themajor challenges I face in general when talking
aboutmyownwork,mainlybecausethereisahugetechno-political
aspecttoit.Also,thereisanecessaryaestheticdimension,theways
ofpresentingtheworkandhavingtobringthatalltogethersothat

5  Editorial note: In an ad for the Apple iPad in 2012 the narrator claims: “We believe 
that technology is at its very best when it is invisible.” Cf. a video montage by the 
web artist Olia Lialina juxtaposing this ad with a video statement by Marshall 
McLuhan conducting a warning of technology’s “irresistible force when invisible”: 
https://www.youtube.com/watch?v=9gx-zHHItQs&feature=youtu.be.
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WannaScry!

itactuallyworksfordifferentkindsofpeople:forthosewhocometo
lookatitasatechnologicalexploit,forthosewhoseeitasacultural
manifestation, or for thosewho receive it as a politicalmessage –
thosethreecomponentsaredefinitelyatplay,always.

DI:YoumentionedtheiPadandthedesktopmetaphor...

DV:Suchanoldschoolthing!

DI:Yes,butstill relevant. ItmademethinkaboutAlanKayandhis
team at Xerox PARC in the 1970s who came up with the desktop
metaphor.Kayfocusingonuserexperience, includingthegraphical
userinterface,alsocameupwithaveryearly–maybethefirst–tablet
computerconcept,the“Dynabook”(Kay1972).Andthisisinteresting,
becausehehadtheideathattheDynabookshouldbeanopenlyac-
cessiblecomputerforbasicallyeveryone–infactthataccessiblethat
childrenwouldbeabletouseit.Childrenshouldbeabletoworkwith
it,notonlyonasuperficiallevelbutalsoonalevelthatenabledthem
tolearnhowtocode.TheDynabookwasn’tfunctional,though,itwas
amock-up,athoughtexperiment.Later,Kayandhisteamwouldgo
ontodeveloptheobject-orientedprogramming languageSmalltalk
asanewwayofcomputing–a“human-computersymbiosis.”

DV:But theproblemwith these things, aswell aswith interactive
mediaart,forinstance,isthesenseof:Why?Whywouldachildcome
toacomputerandtrytoprogramit?And“why?”notinarejectionist
waybutasin:Whatwouldmakeachild,oranyoneforthatmatter,do
somethingwiththecomputerthatisnewornotintheusermanual?

DI:Andnotdirectlyrewarding.

DV:Yes.Howdoyoumakepeoplestarttoexperimentwithcomputers?

DI:Maybeit’sbecausetheDynabookconceptwasconceivedbyAlan
Kay,whowashimselfatinkerer,whoprobablygottheAltairwhenit
cameoutandwhowould takean inherentpleasure in tinkering for
granted.
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DV:Sure, it’s takenforgranted,andthis isveryoftenastruggle in
theopensourceworldaswell:Peoplemakesoftwareforlikesoftheir
own.Forinstance,howuserinterfacesforopensourcesoftwareare
oftenunusable,becauseit’sthelastthingthathasbeenthoughtof.

Someone toldme that artists are like interpreters. Even back
inhistory, anartistwouldcreatean image thatwouldmanifestan
eventortimeperiodforotherstolookatandenjoythebeautyofthe
landscape,butalsotolearnaboutthetimethatithadbeenmadein,
evenifunintentionally.Byhavingtobethatinterpreter,artistsactu-
allytrytoexplainsomethingthattheythinkmightbemisunderstood.
And thatmaybe helps tomotivate people to start questioning cul-
tural or technological artifacts aswell – and to conduct their own
experiments.

DI:Agoodcall foragoodclosingsentence!Thankyou,Danja, for
yourtime.

DanjaVasiliev

Fig. 1  Danja Vasiliev: WannaScry! at Laboratoria Art&Science exhibition, Moscow 
(June 2021).
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Digitalization of Art  
Exhibitions in Times of 
COVID-19

Three Case Studies in China

YangJingandLiZhenhua

The “digital” paradigm shift in Chinese museums
In2004,YangJing,oneoftheauthorsofthisessay,wasenrolledin
theDepartmentofCulturalHeritageandMuseologyinFudanUniver-
sity,Shanghai.Theprogramisoneofthefewofsuchdepartmentsin
China.Thecoursesavailabletoundergraduateswerequitediversified,
coveringarchaeology, culturalheritage,Chinesearthistory, anthro-
pology,ethnology,restorationand,ofcourse,museologicalresearch
itself.Suchavarietyofcoursesreflectedthedifferentfieldsinwhich
Chinesemuseumsinthe1990sandearly2000swereoperating:an-
tiquities,technology,academicresearch,businessmanagementand
culturalheritage.Thereweretworequiredcoursesforthemuseolog-
icalresearchbranch,oneinMuseumManagementandtheotherone
inMuseumExhibitionDesign,bothdealing,amongotherthings,with
theconceptofdigitization. In the formercourse,we learnedtouse
acontentmanagementdatabasetosortandeditinformationabout
artifacts, collected by the Fudan Museum, of Taiwan’s indigenous
culture.Inthelattercourse,wewereintroducedtotwo-dimensional
digitaldrawingtoolssuchasAutoCadtocreateexhibition/collection
floorplans.
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Thiswas in thepre-socialmediaera.Today, terms like “digital
museum,”“digitalartmuseum,”or“digitalizationofmuseums”have
been inuse fora long time,and theyhaveundergoneaparadigm
shiftoverthepasttwodecades.Sincedigitizationofmuseumsisa
verylargefielditself,thispaperwillfocusondigitizationofmuseum
exhibitionssolely.

“Digital practice” has extended from databases and websites
astheirdomainstoonlineexhibitions,socialmediaandonlineinter-
faces for reproduction, research and communication. Digital tech-
nologyhasevolvedfromafacilitativetoolintoacomplexecosystem.
Moreandmoredigitalizationworks(digitalarchiving,360panorama
onlineexhibition,museumapps)arecarriedoutnotbymuseumpro-
fessionalsalonebutincollaborationwithactorsfromIT,digitalmedia,
digitalmarketinganddesignindustries.Inourrecentinterviewwith
the founder of “artexb,” an online 360° VR exhibition platform,we
weretoldthatsuchexternaldigitalserviceprovidersarecrucial for
themuseumindustrysincemostmuseumsstilldon’thavebudgetfor
theirownin-houseproductionteamfordigitalexhibitions.

At the same time,museums in China are farmore diversified,
commercialized and branded than before, ranging from traditional
ancientartmuseumstocontemporaryartmuseumstolocalhistory
museums toprivatecollectormuseums.By2020, therewere5535
museumsregisteredinthecountry,including1710privateones.For
state-ownedmuseums,localgovernmentsaretheirgenerousfunders
andsupporters.Suchmuseumsareoftencriticizedforbeingbuiltas
politicalvanityprojectsandlackingbasicmuseummanagementsys-
temsandexhibitionservices.Privatemuseums,ontheotherhand,do
notenjoysuchfiscalprivileges,andhenceneedtoconstantlyexplore
waystosustainthemselvesfinancially.Therefore,theyrelymoreand
moreonticketing,memberships,commercialuseofspace,etc.Their
businessmodelsandinternalmanagementalsounderwenttremen-
douschangesdrivenbythe2008financialcrisisandbythecurrent
pandemiccrisis.

InThe Museum in Transition,HildeS.Heinobservesthatformal
definitionsofmuseums, suchas ICOM’s “anon-profitmaking,per-
manent institution in theserviceofsocietyandof itsdevelopment,
and open to the public, which acquires, conserves, researches,
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communicates, and exhibits, for purposes of study, education
and enjoyment, material evidence of man and his environment”
(Hein2000,35),cannolongeraccuratelyreflectthoseinstitutionsin
reality.Theseconceptsfailnotonlytoexpresswhatamuseumisbut
alsotoclarifywhatcanandcannotbeconsideredamuseuminreality.
Theways todealwithartexhibitionshasundergonehuge transfor-
mations.Meanwhilethebordersbetweenartandentertainmentas
wellasbetweendesignatedartinstitutionsandspacesprimarilyin-
tendedformassconsumptionareblurring.Today,visitorscanattend
exhibitions in galleries, inmalls and sometimes even in zoos. This
observationisechoedverywellintoday’sChineseart-entertainment
scene;many importantexhibitionsarenotheld in,orby,museums
andart spacesbut by themeparks and commercialmalls instead.
Moreover,with socialmedia’spervasivepopularity inChina,muse-
umsnowhaveanothercompetitor–socialmedianetworksthatde-
liverart,cultureandentertainmentinformationascontent.

Most museums in China today have social media accounts.
Fortheartmuseumsamongthem,aWeChat1publicaccountanda
Douyin2livebroadcastarethestandardfrontendofexhibitionnews,
exhibit content, review articles and relatedmultimedia derivatives.
However,technologyconglomeratessuchasTencentandByteDance
havebeenabletoproduceanddisseminateculturalandartcontents
withmuchbetterproductionqualityandatlowercostthan,e.g.,mu-
seumcommunicationdepartments.Thesearetheveteranswhomay
nothaveagoodrésuméintheartindustrybutwhodefinitelyhave
moreexperienceinrunningsocialnetworksandbuildingonlinecom-
munities.Meanwhile,thankstotheregulatorydifficultiesofcopyright
controlforartsandculturalentertainmentworksinChinaaswellas

1  WeChat (微信) is a so-called “super app” that contains multiple-purpose functions 
including messaging, social media and mobile payment. It is developed by Tencent. 
WeChat public account (公众号) serves as self-public media account for registered 
WeChat users, on which the owner can push feeds to subscribers, interact with 
subscribers and provide them with services. WeChat friend circle or Moment (朋
友圈) is an interactive platform that allows users to share images, text, and short 
videos. This is similar to the Facebook timeline. WeChat mini-app, or WeChat mini-
program (小程序), are apps within WeChat. Business owners can create mini apps in 
the WeChat system and other users may install those in their WeChat app.

2  Douyin (抖音) is a video-sharing social networking service owned by ByteDance, 
the owner of TikTok. Douyin’s servers are based in China and the majority of its 
users are also based in mainland China. It is one of the most popular apps of its kind.

DigitalisationofartexhibitionsintimesofCOVID-19
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thehugetrafficofthedigitalhighlands,3socialmediaaccountsavoid
the burden which comes with producing, refining and presenting
content for the distribution of art.Many content farms use digital
propertiesofmuseumswithoutpermissionanddon’tevenprovide
hyperlinkstotheoriginalcontextoftheinformation.Toutiao,acore
business owned by ByteDance, labels itself as a content platform
basedonmachinelearning.Thecompanyhasbeeninnumerouslaw-
suitsregardingcontentplagiarismsinceitsbeginning.Nevertheless,
Toutiaonotonlysurvivedbuthasbecomethenumberonecontent
distributionplatforminmainlandChina.Museums,likeothercontent
providers,nowfindthemselvespledgingtoToutiaosothattheirex-
hibitionpressreleasecouldmakethefrontpageontheToutiaoapp.
Toutiaoisjustoneofthesocialmediahubsthathijacksthecontent
andtrafficfrommuseums.Thepowerofthesehubs,usuallytranslat-
ed fromtraffic,aswellasalgorithm-basedcuratorialpractices,put
museums in a strange place in terms of how tomake themselves
visibleinthedigitalrealm.

WhenHaidyGeismarreviewedtheresearchliteratureondigital
museumsin2012,mostscholarsandpractitionersagreedthatdigi-
talizationcoulddemocratizethedistributionofartworks,reducethe
costsof runningavenue,break free fromtheconstraintsofspace
andtimeandreconnectwithvisitorsandcommunities.Inretrospect,
suchanoptimismisdeeplychallengedtoday.Oneofthemajorrea-
sonsmightbethat thesescholarsneglectedto includethecostof
utilizingdigitaltechnologyintotheirpredictionofartexhibition.

HaidyGeismarsuggestsapplyingactor-networktheory(ANT)to
understandthechallengesofdigitalmuseums,placingthemwithina
complexnetworkofchangingrelationships,suchasWebtechnolo-
gies,hardwareandsoftwaretechnologies,multimediaplatformsand
entertainment systems, aswell as deconstructing the functions of
theartmuseumitself,itsstaffandtheartsystemasawhole.

In2004,whendigitalmuseumswere in their infancy inChina,
practitioners were still scattered among digital software realms,
like collectionmanagement systems andmuseumwebsite design.

3  “Information Highland” is a term coined by the Chinese artist aaajiao. He defines it 
as the public space that can hold the most traffic of information exchange, which 
is often monopolized by the state or tech conglomerates as they possess the most 
powerful computational capacities.
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By 2020, when online representation of art has become a central
aspectofmuseums inChina,museumswerealreadycaughtup in
theever-changingdigitalmatrixofculture,capital,politicsandpublic
opinion;therefore,itisnolongerfeasibletodiscuss“museum”asan
entityofitsown.

Tobetterunderstandthischallengeandthewaysdifferentmu-
seumsaredealingwithit,Iinterviewedthreegroupsofpractitioners
indigitizationofmuseumcontentanddigitalexhibitionpractice:Ten-
cent’sCulturalCreationPlatformincollaborationwiththeDunhuang
Academy;CEFExperimentalImages,anonlinevideoartcinemaus-
ingWeChat’s in-appmini-program;andScreenroom,anartgroup
dedicatedtothedigitalizationofartsystemsinChina,alsoviasocial
networkssuchasWeChatgroupsandmini-apps.Thepractitioners
inthesecasesareatdifferentplacesintheartworld,exploringthe
possibilitiesofdigitalmuseumexhibitionsfromtheirownprofession-
alperspectivesandvisionsofthefuture.Iamalsoincludinginthis
articleareflectiononmyownexplorationofmakingartworkintoa
video-gamenarrativewithartistAlanKwanandcollectorSyvailLevy,
toprovideaninsideaccountofthedailychallengeswehavetotackle
whilemakingartaccessibleonline.

Reskin Dunhuang Mural, Tencent + Dunhuang Academy
InApril 2020, the “DunhuangAnimatedSeries,”acollaborationbe-
tweenTencentPictures, TencentAnimationand theDunhuangRe-
searchAcademy4(hereafterDRA)wasfeaturedonthe“Dunhuangon
theCloud,”aWeChatapp.Inthisapp,userscanwatchfiveepisodes
ofananimatedserieswhichmakesuseofenhanceddigitalcopies
ofthefamousmuralsfoundintheDunhuangcavescovering46,000
squaremetersanddatedfromthe5thtothe14thcenturies,aswellas
participateindubbingtheseries.InadditiontothevastlypopularWe-
Chatplatform,Tencent’smultipleoutletscanalsobeusedtowatch
relatedvideos.

According to the project manager of Tencent Dunhuang Re-
searchInstituteproject(hereafterTDRI),theprojectstartedin2017

4  Dunhuang Research Academy is a complex academic institution based in 
Dunhuang, Gan Su, China. It preserves, excavates and investigates Dunhuang art, 
as well as curates and exhibits Dunhuang art artifacts. It is one of the first-rank 
national museums in China.

DigitalisationofartexhibitionsintimesofCOVID-19
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aftertheDunhuangResearchInstituteandTencentsignedastrate-
gic cooperation plan. Tencent’s team carries out its own creative
interpretationof theDRAarchaeologicalexcavationarchive. In the
animatedseries,forexample,researchersfromtheDRAensuredthe
accuracy of the content, while Tencent’s team took responsibility
for restoringdigital versionsof selectedmurals and then “revitaliz-
ing”theculturalheritageinstoryscripts,plotsettingsanddynamic
representation,addinganecdotesandvocabularyderivedfromcon-
temporarycultureandentertainment.

Dunhuang animated drama is the team’s latest product. Be-
forethis,theteamhadalsoimplementedvariouscampaignsinside
theWeChat app “Dunhuangon theCloud”, featuringdigitalmural
exhibitions, Dunhuang beast–guardian blessings, Dunhuang wet
wipesproductssalesandDunhuangdigitalsupporters.5Thespecif-
icdesignworks in thesecampaignsmadeuseof familiarmuseum

5  Dunhuang beast guardian blessings, Dunhuang wet wipes products sales, and 
Dunhuang digital supporter are all campaigns that feature graphic and religious 
elements of Dunhuang art in a commercialised manner.

Fig. 1  “Dunhuang on the Cloud,” Wechat app.
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expertise,suchasdataarchivingandclassification,providedbyDRA.
Additionally, Tencent’s team contributed their expertise in user re-
search,interactiondesign,brandinganddistributionmatrix.

Labelling itself as a culture and entertainment creator, Ten-
cent is well experienced in pop culture such as K-pop, C-pop, re-
alityTVshowsandmost importantly,mobilegames. It is therefore
notsurprisingtoseethatthe“revitalization”oftheDunhuangmural
isachievedthroughreskinningtheoriginalform(cavemural)intoa
popularformat:animationsofhigh-qualitymuralelementsincontem-
poraryvocabularies.RoyalmusiciansoftheTangdynastybecamea
girlbandandBuddhistgoddessesbecameaplayableheroinmobile
games.Digitalizationisachievedinitshighestcommercialvalueand
highestaudiovisualqualitythankstoalargecapitalinvestment.

Thiscooperationbelongstoalargerstrategy–Tencent’snewcul-
turalcreationplanformedin2018.Itaimsatnotonlytodigitizemuse-
umcontent,whichdemonstratesthecompany’sgoodwillforpublic
interestbutalsocombinesmuseumIPmanagementwithTencent’s
entertainment conglomerate. Dunhuang, like Journey to the West,6
isanimportantculturalandentertainmentIPthatcanbeexploited
forcommercialconsumption inapan-culturalcross-media fashion.
Theculturalvalueisdirectlytranslatedintocommercialvalue.While
content in“DunhuangontheCloud” is freeforallusers,derivative
worksofDunhuangimagesinmoviesorgames,however,amountto
alucrativerevenuestreamforTencentlateron.

DRA, in cooperation with the City University of Hong Kong,
co-produced “PureLandAR”by theartistsSarahKenderdineand
Shao Zhifei. Here, digitization emphasized interaction, immersion
andvirtualization,usingVRtechnologytosimulatetheactualexperi-
enceofvisitingtheDunhuang’sMogaoCave,partofacavenetwork
in Gansu Province; Tencent’s CloudDunhuang on the other hand
focuses on translating cultural heritage into commercial platforms
and languages (technologically and linguistically). Such translation
ismucheasiertocirculateontheChineseinternet,socialnetworks
in particular. From the perspective of ANT, this is the result of a
collisionbetweenDunhuangartandTencentnetworks: the former

6  Journey to the West is one of the four great classical novels of Chinese literature. 
Stories from this novel have been adapted into modern films, TVs and video games 
numerous times in and outside of China.
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intertwinedwithmuseumspacesandVRtechnology,thelatterwith
socialnetworksandgamifiedinteractivetechnology.

In termsof visitornumbers, themillionsofusersof theCloud
Dunhuangseriesisahugesuccessforthemuseumindustry.Centre
Pompidou’s video game Prisme 7, launched in the samemonth, is
currentlyreceivingalukewarmresponseonSteamintermsofdown-
loadsanduserreviews.Suchreceptionisactuallycommonforgame
artormuseumgamificationinrecentyears,duetothefactthatthe
developinginstitutionsdonothaveanadvantageintermsofuserex-
perienceanduserpenetration.Themainpublicityforsuchproducts
stillremainstheartscene.TechcompanieslikeTencentcouldeasily
fixtheseproblemswithhighlyskilledprofessionalsandaeffectively
penetratingsocialnetworkmatrix.

Notallartinstitutionsareableorwillingtocarryoutsucha“re-
vitalization”attempt.InadditiontoIPvalueandinstitutionalrespon-
sibility,the“timeliness”ofthemuseumexhibitionandcollectionper
seisalsooneofthecriteriaforcooperation.Antiquitymuseumsare
less restricted in terms of copyright issues. In contrast,museums
thatcollectcontemporaryarthaveobstaclesas theartworkswere
createdwithinacontemporarycontextandhencedonotneedtobe
“revitalized”digitally.

Copyright protection and viewer experience enhancement: 
CEF Experimental Video
In2019,IvisitedHongKong’sTaiKwunMuseum(HongKongCentre
forHeritageandArts)fortheexhibition“ContagiousCity,FarAway,
TooClose,”curatedbyindependentcuratorGuoYing.Itfeaturedten
artistsandartgroupsexhibitingworksthat“explorethepsychological
andemotionaldimensionsofdiseaseandcontagion,particularly in
relationtopeopleandtheirwaysof life”(TaiKwun2019).Thework
of artistChowYu-Chengwasparticularly impressive.Hedesigned
aninteractiveolfactoryinstallationthatevokesHongKongpeople’s
everyday associationswith disinfection and personal hygienemea-
surements.TheplayfularchitecturalnarrativeoftheUK-basedartist
groupBlastTheory,whichwasbasedonaccountsofrealguestsof
thehotelwhereSARSbrokeoutinHongKong,alsoengagedvisitors’
visualandauditorysenses.
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In2020, Isawthetitleof thisexhibitionagainonavirtual film
ticketsharedbyafriendonWeChat:AQRcodeledtoCEF’sWeChat
app “Experimental Image Centre,” which was offering a film exhi-
bitionontheapp’smaincolumn“OnlineCinema.” It featuredeight
videoworksselectedbyGuoYing. Inorder towatch thesevideos,
one needs to subscribe and pay to become amember.Once one
clicksontheworks,oneistakentoaseparatepagetovieworleave
unlimitedcommentsforthedurationoftheexhibition.

GuoYingexplainsthatthisisthefirsttimesheusedonlinecin-
ematocurateanexhibition.Itfulfilledherlong-heldbeliefthatvideo
worksshouldnotbeexhibitedinanartmuseumorartexhibitionset-
ting. She believes that video art needs a suitable viewing environ-
ment,ratherthanbeingplacedinawhitecubeforpeopletostand
andwatch.However,onlinecinemaalsochallengesestablishedcu-
ratorialpractices,apparentinthedifficultiesinshowingsplit-screen
works,forexample,orvideoinstallationsandworksliketheonesde-
scribedabovethatexperimentwithotherformsofarchitectureand
sensoryexperienceinadditiontotheaudio-visuallevel.

DigitalisationofartexhibitionsintimesofCOVID-19

Fig. 2  Chou Yu-Cheng, “Wiping, Perception, Infection, Disinfection, Education, New Habit,” 2019, 
Tai Kwan Museum.
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Artist Chen Youtong, the founder and director of CEF, also shares
theseviews.CEFusesmobileinternettoexhibitartworkswhileguar-
anteeingcopyright.Artistshencefeelsecureenoughtopublishtheir
work on the internet. Like amuseumwith permanent and special
exhibitions, CEF’s online content has special exhibitions and per-
manentdatabases.The latterare long-standingcollaborationswith
videoartiststostoreandbroadcastimportantvideoworksfromtheir
creative careers.CEFprovides technical support andmaintenance,

Fig. 3  CEF WeChat app.
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copyrightrepresentationandcopyrightprotectionservices,withthe
goal of developingnewways of broadcasting video art exhibitions
ratherthanreplicatingthepracticesofthephysicalspace.

Chen Youton believes that the viewing experience should be
created not only by his technological development team but also
byaudiences.Hence,audiencescanmakeuseofscreenprojection
technologywhenusingCEFproducts.CEFfunctionsasadatabase
ofvideoartcontentandallowspaidsubscribers tochoosehowto
presentandviewcontent.Theirnextexperimentistoinviteusersto
castvideocontentfromwithintheWeChatappontoalargeinterface
(wall,projectioncurtain,etc.)insideanartmuseumwithstableinter-
netconnectionandtoinvitefriendstowatchtogether.CEF’sWeChat
apphasbeeninuseforseveralmonthsnowandhasbeguntoaccu-
mulatehigh-qualitycontentaswellascommentsfromusers.Chen
YoutongintroducedtheuseofWeChatinordertoattractmoreusers.
Herecalledthat,inrecentyears,similarartinstitutionshavetriedto
buildappsindependentofWeChat,butmanywereabandoneddue
tolackoftraffic.Infact,heandhisteamploweddeepintoWeChat
afewyearsagoandreleasedappslike“CultureMuseum”oranapp
forthe“InnerEarFestival,”amusicfestival.Suchprecipitationand
continuancehelpedtheteamtobuildauser-friendlyandcomprehen-
sivemini-app.Infact,CEFhasthelargestnumberofstaffamongthe
teamsthatIinterviewed.Theiremployeescomefromawiderangeof
industries,andthetechteamistheircore.

ChenYoutong’sframeofreferencewasnotonlymuseumsbut
alsomainstreamvideostreamingplatforms, includingTudouinthe
earlydaysandTencentVideonow.Hepointedout that inaddition
to traffic, art institutions face the challenge of digital copyright.
Compared to other freely downloadable products such as video
games, thescarcityofartworksstillneeds tobeachieved through
controlofcopyright,whichmaybesubvertedinthefutureartscene.
The unwillingness to make artworks ready to watch regardless of
timeandplaceisanissueCEFdealswithonadailybasis.

Community building: The Screenroom
Unlike theabove twocases,Screenroom isnot interested in trans-
ferringofflinecontent intodigitalcodeandinputting itonavirtual
platform,butratherthegoalistoencourageandfacilitateartworks
andartactivitiesmakeonthe“screen”fromtheirbirth.Thescreen
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hereisunderstoodasahuman-computerinterface,whichcouldbea
realLEDscreeninaphysicalexhibitionorthescreenofone’smobile
phone.

I’veworkedwithScreenroombeforeandwitnessedhowoneof
thefounders,CedarZhou,inducedexhibitionvisitorstobecomeart
creators.ScreenroomalsobaseditselfonWeChatviamini-app.This
app’s backstage is a database collecting artworks generated and
submitted on its frontstage – users only need to scan aQR code
inorder toupload theirworkasanentryonto thismini-app. They
canalsobrowsethroughexistingartworksandauctiontheminside
theapp.Inthisway,Screenroomcollectedoriginalartworks(usually
imagesandvideos)andtheircollectors.Gradually,Screenroomhas
generatedalargenumberofcreatorsandbuyers.

DuringtheCOVID-19pandemic,Screenroomcarriedoutsever-
alartevents thatgrewentirely in itsWeChatcircleof friends.One
ofthemwas“PlantingTreesonScreen.”Itwasacollaborationwith
BeijingTimesArtMuseum.AfterWomen’sDayin2020,severalstaff
membersofScreenroomwerediscussingwhichholidaycomingup
nexttopromote,andinternssuggestedtheChineseArborDay.After
searchingforthekeyword“tree”inScreenroom’sartdatabase,they
foundquitea few tree-relatedworksoutofmore than 10,000user
artworks.Consideringmostpeoplenowspenttheirtimeindoorsand
wereunable toplant treesor toevensee treesatall,Screenroom
launchedacallforparticipantstoplanttreesontheirscreens.They
encouragedthemtoplant themontheirphonesthroughphotogra-
phy, drawing, collage and othermethods, and upload them to the
Screenroomapp.Laterintheproject,theTimesArtMuseuminvited
Screenroomtoparticipateintheexhibition“RecoveringinArt”and
selected several Screenroom users to upload their works for the
physicalexhibition inthemuseum,thustransferringonlineworkto
anofflineenvironment.

Another activity leans towards community operations. Susana
Smith Bautista’s studyMuseums in the Digital Age (Bautista 2014)
drawsontheoriesofculturalgeographytoanalyzethistransforma-
tion:Ontheonehand,digitalmuseumpracticesdetachthevisiting
experiencefromthearchitectureandlocationoftheonsitemuseum
butofferpossibilitiesof resetting theexhibitionorartwork inother
contexts:nativecommunities,historicalcuesandeveryday life.On
the other hand, digitization transforms geographic locations into



351

Fig. 4  Wang Licheng, “Landscape,” still image, published on Screenroom WeChat mini app, 2020.

DigitalisationofartexhibitionsintimesofCOVID-19
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pointsofsocialconnection,transformingthedefinitionofplacefrom
objects and physicality to events and activities. The Screenroom
“card-punching” campaign created just such a communal experi-
ence,“uploadingaworkofarteverydayinthetimeofepidemic.”In
aWeChatgroupof402people,manyresilientparticipantsclockin
dailytocreatevarioustypesofartworks,andtherearealsovarious
group members who frequently share all kinds of online content
thattouchedthemduringtheclocking-inperiod.Infact,everytime
Screenroomstartsanewproject,aWeChatgroupwouldbecreat-
ed(sometimeseventwoorthree).Everygroupisopentointerested
WeChatuserswhocomeinviaQRcodeorfriendrecommendation.
Thesedynamicgroupscenes,especiallyintimesofCOVID-19,func-
tionascommunalspaces likemuseumopeningsormuseumcafes
where people couldmingle and exchange ideas – and sometimes
evenresultinfuturecollaborations.

AccordingtoZhou,Screenroomhasbeencontactedbyquitea
fewartmuseumstodigitizetheirexhibition,butsomearestilllimited
totheideaofreplicatingofflineartworksforanonlineenvironment.
Forsuchkindsofdigitalexhibitions,visitorsmustconsciouslyvisitan
onlinemuseumbeforetheysearchforandaccessrelevantcontent.In
addition,duetoalackoftechnologyandmanpower,theproduction
leveloftheonlinecontentisunsatisfactory,leadingvisitorstoswitch
tomorematurecommercialentertainmentaccounts.Museumsalso
sufferfromtrafficanxiety–thousandsofdailyvisitorsareactuallya
goodenoughachievementtocelebrateinphysicaloperations,buton
socialnetworksit’sintuitivelyeasytogetdiscouragedbythe100,000
plusfiguresthatother,popularculturecontentcaneasilyrackup.

Copyright, flow, platform – A new game
ManymuseumsacrossChinaaregraduallyopeningagainduringthe
fallof2020,butthepsychologicalaftermathofthepandemicaswell
as travel controls and the broader context of economic recession
meansthat,atleastforawhile,itwillbedifficulttoseebigproduction
exhibitionsagain.

Atatimewhereonlinecontentisproliferatinginmuseumsevery-
where,thenegativeaspectsofclosuresandlayoffsarealsoreported.
Thevariousattemptstodigitizemuseumsareundoubtedlytheefforts
ofpractitionersandhaveexposedthemmoredirectlytothemultiple
challengesofcopyright, trafficandplatformsingeneral. It isworth
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noticing that all the interviewees mentioned the use of Tencent’s
WeChatintheirwork.Tencentitselfalsoparticipateddirectlyinthe
digitalization or revitalization of art and cultural productions.With
theomnipresenceofWeChat, it is understandablewhymostprac-
titionerswouldchoose theappasanenvironment todevelop their
ownproductsandservices.However,choosingTencentalsomeans
choosingaparticularburdenofcensorship:Firstly,allcontentsup-
loadedontoTencentplatformswouldgothroughcontentcensorship

Fig. 5  WeChat group of punching card users from 
the Screenroom.
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that followstheregulationsandrulesof theCCPgovernment.Sec-
ondly,evenifcontentprovidersmanagetomakeitthroughthecen-
sorshipsystem,wheneveraviolationoftheregulationisreported,the
contentandsometimeseventheaccountwouldbedeleted.Thirdly,
WeChathasitsownalgorithmwhichrecordsandpresentscontent
providedby individual accounts. Thismeans that if not favoredby
currenttrends,evenifoneuploadscontent,itisstillpossiblethatit
mightnotbeseenatall.

Thepractitioners interviewed for thisessay, regardlessof their
specific position within or outside the system, have already been
working in thedigital field foryears.Manyof themunderstandthe
commercialdifficultiesoftheexplorationphaseandarereadytocal-
culatetherewardsfromalong-termdevelopmentperspective.This
is the tricky part of the seemingly “plug-and-play” digital timeline,
whichhasalonghistoryofitsownandwhichrequiresseriousinvest-
mentandlong-termplanning.



355

References

Aaajiao. 2020. 数字高地，信息韭菜，山
顶洞人播客，https://adhk.me/episodes/
aaajiao.

Bautista, Susana S. 2014. Museums in the 
Digital Age: Changing Meanings of Place, 
Community, and Culture. Plymouth, UK: 
AltaMira Press.

Geismar, Haidy. 2012. “Museum + Digital 
= ?” In Digital Anthropology, edited 
by Heather A. Horst and Daniel Miller, 
266–87. London; New York: Berg Press.

Hein, Hilde S. 2012. The Museum in 
Transition: A Philosophical Perspective. 
Washington, D.C.: Smithsonian Books.

Tai Kwun. 2019. “Contagious City, 
Far Away, Too Close.” https://www.
taikwun.hk/en/programme/detail/
contagious-cities-far-away-too-close/297.

DigitalisationofartexhibitionsintimesofCOVID-19





357

a.username? –  
A Profile Without  
Qualities

Exploring Amazon through  
Art and Literature

SørenBroPoldandChristianUlrikAndersen

How to understand and read Amazon? Where to start the read-
ing of this current version of the “technologizing of theword” and
which kind of human character does it result in (Ong 1988)? This
articlewillexplorethesequestionsthroughfocusingatJoanaMoll’s
The Hidden Life of an Amazon User(2019),withinclusionofotherart-
works,andRobertMusil’snovelThe Man Without Qualities,published
1930–1943.

Amazon art
Amazonhasgrownfrombeinganonlinebookstoretoaneverything-
store – and to a general networked platform that uses the sale of
physicalgoodstomapusers’choiceswhileproducingbigdataman-
agementonamajorglobalscale.Theintegrationofuser-monitoring
intoplatformsandnumerousdevices,fromKindlee-readertotablets
andmediaplayers,voiceinterfacesandsecuritydevices,hasbecome
anincreasinglyimportantpartoftheirbusinessstrategyasthelead-
ingonlineretailer. IthasbeenarguedthatAmazonanditse-books
threaten theprintedbook,andwhileAmazoncertainlyhaskilleda
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greatnumberofphysicalbookstoresandforceditsbusinessmodels
on the publishing industry, it is nevertheless interesting to consid-
erAmazonasacontinuationofcertainaspectsofbigmarketbook
traderatherthanabreakfromit(Striphas2011).SeeingAmazonas
thelatestincidentofthe“technologizingoftheword,”WalterJ.Ong’s
notionprovidesopportunities todiscusshow it continuesand rein-
forcescertainmonopolisticstrategiesaroundcontrollingthepublish-
ingmarket.

SeveralartistshaveexploredAmazonwithacriticaleyeandfo-
cusedontheKindleasapublishingplatform,includinghowitreads
the readers andmonitors their reading in a process of controlled
consumption. For instance, inDear Jeff Bezos (2013/14), Johannes
Osterhoffsentautomatedemails regardinghisKindle readinghab-
its to the Amazon’s CEO, echoing and making visible the kind of
monitoringalreadyhappeninginthebackgroundoftheKindleinter-
face,andinThe Project Formerly Known as Kindle Forkbomb(2013),
Ubermorgen.comdeployeda“forkbomb”attackonAmazonbyauto-
matinge-bookpublishingbasedonYouTubecomments,overflowing
Amazonwithseeminglyworthlesstrash-booksthatyetproduceacertain
rawrealiststylethroughitsmontageofYouTubecommentsasdramat-
icdialogues(Osterhoff2013-14;Ubermorgen.com2013;Andersenand
Pold2014).SilvioLorussoandSebastianSchmiegtookadifferentlookat
AmazonwithNetworked Optimization,aseriesofthreecrowdsourced
versionsofpopularself-helpbookswheretheonlythingreadableare
thepopularhighlightsunderlinedbythemanyKindleusers.Theyprint-
edandpublishedthebooksThe Seven Habits of Highly Effective People,
The 5 Love Languages and How to Win Friends & Influence Peopleon
the Lulu.comprint-on-demandpublishingplatform.As they argue:
“Amongthebookswiththemostpopularhighlights,thereisastriking
numberofself-helpbooks.Thispointstoamulti-layered,algorithmic
optimization: from readers and authors to Amazon itself. Harvest-
ing itscustomersmicro-labour, theactof readingbecomesadata-
miningprocess”(Lorussoetal.2013).Ifthebookswerenotalready
banal, they now become reduced tomostly self-evident gibberish
when treated like this. Theproject demonstrateshowdatamining
ofhumanreadingpotentiallyaffectstextuality.Intheprocessofac-
cumulatingandexaminingwhatthereadersmarkashighlights,the
text gets reduced to banality, “hit”-phrases of the lowest common
denominator.LorussoalsohoststhePost-digitalPublishingArchive
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which includes several other artistic projects, including Jesse Eng-
land’sE-Book Backup(2009),whereshephotocopiedtheKindlever-
sionofGeorgeOrwell’s1984,therebyhighlightingthelackofowner-
shipandrightstocopy,lendandre-sellKindlee-bookssecondhand
(Lorusso2013–;England2009).Theyallserveasgoodexamplesof
artworksthatreflectAmazon’salgorithmicapparatusanditshighly
commercial,algorithmicpost-publishingprocess.1

Plotted by amazon.com
JoanaMoll’sThe Hidden Life of an Amazon Usercontributes to this
artisticdiscourseontheexplorationofAmazon’sreadingofreaders,
butunliketheotherprojectspresentedhere,itdoesnotfocusonthe
contentofAmazon’splatformorthesurveillancecapitalismembod-
iedbytheKindle.Instead,itdrawsattentiontothefirstthingauser
meetswhenbuyingabook:theAmazonwebinterface.AsMollpre-
sentsherwork,itlooksintowhathappenedwhenshepurchasedthe
bookJeff Bezos: The Life, Lessons & Rules for Success,whichislisted
aswritten by the collective “Influential Individuals” and seems like
anotherbookreadyforLorusso’sprojectofhighlightingtheAmazon
apparatus’productionofbanality.Intheproject,Molldoesnotread
thebook,despite itspromises to “learn from the richestmanever.”
Instead,shereadsthetwelvedifferentinterfacesthatshehastogo
throughinordertobuythebook.Morespecifically,shefocusesonthe
largeamountsofcode,normallyinvisibletotheuserasitisrunningin
thebackground,thatorganizesthesiteandrecordstheuser’sactivity.
Toorderaratherbanal65-pagepaperback,8,724pagesofcomplicat-
edcodeisdownloadedandexecutedbyhercomputer,whichhintsat
thefactthatwhatisprintedonthepagesofthisbookisprobablythe
leastinterestingtextdistributedhere;ortoputitdifferently,itmight
onlybethebeginningofagreatmanycodedscripts.Infact,through-
outthe87.33MBor8,724pagesofprintedcode,sherecords1,307dif-
ferentrequeststoscriptsanddocumentsthatpresumablycontribute
totheprofilingoftheuser.

1  The apparatus is here understood as the full material, technical and commercial 
publication production process. Walter Benjamin argues that authors should care 
about this apparatus and “to the utmost extent possible” change it (Benjamin 1996, 
774; Andersen and Pold 2018, 23ff.).
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Howcanwe read this text inways that include theenormous
subtext that contextualizes and produces it? How can we under-
standJeffBezos’“life,lessons&rulesforsuccess”beyondsuperficial
clichés like the following popular highlight of the book summon-
inguptherule“Gathertherightpeoplearoundyou”:“Therefore, if
youwant to live your best life and achieve your dreams, surround
yourselfwithpeoplewhoare likelytohelpyouachievethatdream”
(Influential Individuals 2018, Location497)?Thoughnotmanypeo-
plehavecared to read thisbook (itcurrentlyhasonlyamaximum
of32highlightsandtheabovequotationhas29),itislistedas#680
inBusinessProfessional’sBiographiesand#2,720 inSuccessSelf-
HelpatAmazon.com.Thisindicatesthattheprintedtextinthebook
is far less interesting than the apparatus of its production. There-
fore,wewill in the following readMoll’sworkasawayof reading
The Life, Lessons & Rules for Success thatincludesareadingofthe
apparatusbehinditsproduction.

ThetitleofMoll’sworkresemblesthetitleofamodernistnovel
aboutacontemporary“manwithoutqualities,”anditsmanypages
suggeststhatlifeunderAmazonhasbecomeevenmoreabsurdthan
lifeinRobertMusil’s Kakanien.2Ifwecouldonlyreadthemanypages
thatourcomputersexecute,wewouldrealizethatMoll’sworkisthe
scriptedstoryofcurrentreadersandhowtheyarereadbybigdata
and big software corporations such as Amazon. AsWendy Chun
argues,onlinereadersarecurrentlycontrolled in their readingand,
similartohowcharactersarecontrolledbytheauthorinnovels,read-
ersbecome“charactersinadramaputativelycalledBigData”(Chun
2016,94).Likeanyshoppingmall,alsoAmazonisa“scriptedspace”
where the customer’s experience is dramaturgically framedby the
systemarchitecturesothatthesheorhehasthefeelingofbeingthe
centralcharacter inthescript.3Theinterfacethenbecomesacom-
posite thatsealsof thecomplexityof the “algorithmicmall-appara-
tus”;asafeenvironmentmadefortheusertoindulgeinthepleasures
ofonlineshopping.

2  You can get Robert Musil’s The Man Without Qualities vol. 1 for $13.04 and only $5.00 
for Kindle on Amazon.

3  The urban theorist Norman Klein uses ‘scripted space’ to describe the experience of 
shopping malls and other spaces that produce illusions though various effects. He 
also compares the experience of this to the experience of an interface (Klein 2004) 
see also (Andersen and Pold 2018, 91).
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Consequently,andinaliteraryunderstanding,The Hidden Life of  
an Amazon Usermakessenseasthestoryabouthowweallbecome
characters in Amazon’s drama; but it is amuch harder read than
Musil’s 1,700 unfinished pages of The Man Without Qualities, and
even foracodereader it ishardly readable in its fragmented total-
ity.Whereas itwasoncepossible to largelyunderstandwebpages
throughreadingtheircode,thiscodereferstoanentireinfrastructure
insideAmazon’sservers towhichwedonothaveaccess.Presum-
ably, the87.33MBor8,724pagesof code thatwedownload, and
whichincludes1,307requeststoscriptsandAPIs,areonlythetipof
amuchlargericebergofcodewithintheAmazoncloud.Asalready
SusanLeighStarpointedoutinrelationtotechnicalinfrastructures,
“[i]t takes somedigging to unearth the dramas inherent in system
designcreating,torestorenarrativetowhatappearstobedeadlists”
anditmightbe“stiflinglyboring”(Star1999,377,378).Thefunction-
ingofinfrastructuresmainlygetsnoticeableoncetheinfrastructures
breakdown,sincenormallywedonotwanttodealwiththembutjust
wantthemtoworklikesewersortheelectricalgrid.Inotherwords,
inordertohidetheireffectsonusandfunction inthebackground,
infrastructuresarehiddenonpurpose, and in thecaseofAmazon,
it ishiddenhowweasusersareendlesslyprofiled.Itseemsfairto
arguethatAmazondoesnotwantustoknowtheextenttowhichwe
becomecharactersintheirbigdatadrama.WemightenjoyAmazon’s
ability to recommendFranzKafka to the readers ofMusil through
theirprofilingofourchoicesof readingandbuying,butwedonot
necessarilyagreewithofallthetrackingthecompanydoestomake
such a recommendation (whichwould be straight forward for any
slightlyknowledgeablebookseller),nordoweacceptwhateverelse
theydowithourdata. In fact,wedonotevenknowwhat theyare
doingandwehavenowayofknowing;wecanonlylookatthe8,724
pagesofcodegibberishandspeculateonwhatliesbeyond.

a.username?
Let us call the main character of this big data drama, “a.user-
name?”sincethisvariableisfound18timesinthescript.Letususe
thisasaname forwhatwebecome in thebigdatadrama,achar-
acter or profile without qualities, other than what is filled in to it
byAmazon’sprofilingof us,whileweare evenmore clueless than
Ulrich, the main character of Musil’s great novel. If a.username?



SørenBroPoldandChristianUlrikAndersen

362

is a profile without qualities generated by the very purchase of
Jeff Bezos: The Life, Lessons & Rules for Success, it is because it’s
purely renderedby thequantification that runsAmazon’s business
software.Amazon’salgorithmsdonotrunonthecontentorquality
of their booksor othergoodsbutpurely on the lists, patterns and
arraysthattheygeneratethroughrelationstoothereditionsandas-
sociatedcompanies,liketheaudiobook“freewithyouraudibletrial,”
“used–likenew”bookssoldfromthenetworkofthird-partysellers
on the “Amazon Marketplace,” similar books “frequently bought
together” likeBill Gates: The Life, Lessons & Rules for Successand
Warren Buffett: The Life...or“sponsoredproductsrelatedtothisitem.”
NeitherdoesAmazon’salgorithmsoperateontheusers’properread-
ing,whattheygetoutofreadingthebook,butonlyonthereading
behavior,consumptionandpurchasing,highlightingandspeedifthey
usetheKindlee-readersoftwareand/orhardware.

TheJeff BezosbookisclearlyaproductoftheAmazoninfrastruc-
tureapparatusorprobablyevenaspeculationonitandinit,exploit-
ingitsverynameandCEOtogetaquickgain.Evenifits“topreview,”
writtenbytheapparentlytrustworthy“TheRebeccaReview”(a“top
500 reviewer” and “top contributor” in “jigsawpuzzles”), rates the
bookfivestars,AndrewZfromUKgetsmoretothepointinhisone-
starreview:“Thisisnota‘book’butratherabooklet(...)franklybeing
aripoff(...).ItwouldbeshameifJeff Bezosasanentrepreneurisas
shallowasthisbookandIcanseewhytheauthorshavedisguised
themselvesunder‘InfluentialIndividuals’alias...”TheJeffBezosbook
andothersimilarbooksby“Influential Individuals”comeuncannily
closetotheforkbombbooksproducedbyUbermorgen.comintheir
projectoffloodingAmazon.However,“InfluentialIndividuals”playthe
gamemoredirectlybyattachingthemselvestoheroesofAmerican
corporateculturelikeElonMusk,SteveJobs,DonaldTrumpandJeff
Bezos.Inthisway,Jeff Bezos: The Life, Lessons & Rules for Success
demonstrateshowAmazon’sapparatusevenundermines thequal-
ityof theirownbrandandCEOby reducing JeffBezos tobanality.
Everything is reduced todataquantities in theconstructionof the
Amazonmarketandbookslikethisaresimplyproductsofthismarket
game.Inthiscase,infact,nothinglessandnothingmore,whichis
the strangequality of this shallowbooklet as it is assembledas a
foundobjectinMoll’sThe Hidden Life of an Amazon User.
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From A9 and Whispernet to the Parallel Campaign
HowcanweunderstandAmazonand itsapparatus?Amazon iscur-
rentlyoneofthefourbiggesttechnologycompaniesthatisknownfor
itsdisruptionofwell-establishedindustrieswithinretailandtechnology.
Whileitstartedin1994asanonlinebookstore,itiscurrentlytheworld’s
largestonlinemarketplace,AIprovider,live-streamingandcloudcom-
putingplatform.Like theproportionbetween theuser-interfaceand
thelargecodebasebehind,ortheshallowbookandhowitisaprod-
uctofthegiantapparatus,Amazonformostusersislargelyinvisible,
hidden in suburbanwarehouses, as the cloud infrastructure behind
thestreamingofmusicortelevisionseriesorbehindtheEchovoice
assistant.AspointedoutbyEdFinn,“[c]ompanieslikeUber,Google,
andAmazonarebuildingtheirempiresonaparticularstyle,anethos
ofsimplificationthatrequiresabstractingawaycomplexandmessyde-
tailsinordertodeliverareliableandpersistentsetofservices.These
companiesareengagedinaformofalgorithmicarbitrage,handlingthe
messydetails forusandbecomingmiddlemen inevery transaction.”
ButeventhoughAmazonabstractsawaycomplexandmessydetails
inordertocreateasmoothshoppingexperience,thisprocessrequires
anenormousinfrastructuralapparatus,“anentireworldview,builton
analgorithm”:“Amazon’stransformationalalgorithminvolvednotjust
computation but logistics, finding ways to outsource, outmaneuver,
andoutsell traditional booksellers (and later, sellers of almost every
kindofconsumerproduct)”(Finn2017,97,20).4

Thisideaofaworldviewofdisruptionthat,bywayofalgorithms,
outmanoeuvresthetraditionalbookretailbusinessleadsusbackto
Musil.Forwhatarethecharacteristicsofthesenetworkmaneuvres?
EventhoughMusildiedin1942andcouldnotpredictcontemporary
platform culture, his novel can be read as a complex narrative of
the incoherence between themodern and conservative powers in
Viennaandofhowrational,scientific,quantitativedataundermines

4  This Amazon tactic of outmaneuvering and outselling was also documented by 
the hearing before the US congress on July 29, 2020, where Amazon was under 
fire for “allegedly using sales data from its third-party sellers to figure out what 
new products to sell and how to undercut those same independent shops on its 
platform” (Fung et al. 2020).
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qualitative coherence.5 In The Man Without Qualities, the main
characterUlrichbecomestheleaderoftheso-called“ParallelCam-
paign,”whichisworthcomparingtoAmazon’salgorithms,including
itsproductrankingalgorithmA9anditsKindlenetwork,synchroniz-
ingandmonitoringutilityWhispernet.

“TheParallelCampaign” is the novel’s name for the 1913 plan-
ningofafuturecampaignleadingtothegiantcelebrationofemperor
FranzJoseph’s70yearsreignduetotakeplacein1918,andofAus-
tria’s alleged political, cultural and philosophical supremacy. How-
ever,asaresultof its incompetentroleonthelosingsideofWorld
War1,theAustrian-Hungariandualmonarchycollapsedin1918,and
Franz Josephactuallydied in 1916.TheParallelCampaign remains
avery lofty speculation in thenovel.On itsbirth theParallelCam-
paignisdescribedasa“vague,thrillingfeelingofjoyandexpectancy”
uplifting themind as “a small, brightly colored child’s balloon that
hadbrokenlooseand,shininggloriously,wasfloatingupwardtoward
thesun.And in thenext instant itburst.”Seeminglyknowingwhat
laterhappened,thenarratordescribestheParallelCampaignasan
affectionwithnorealcontent.Asthenovelcontinues:“This iswhy
great,stirring ideasconsistsofabody,which likethehumanbody
iscompactyet frail, andofan immortal soul,whichconstitutes its
meaningbutisnotcompact;onthecontrary,itdissolvesintothinair
ateveryattempttograbholdofitincoldwords.”Lateritisdescribed
asincorporatingtheparticularbureaucracyandspiritofAustriawith
“asubtlebarbaimedatGermany”asa“‘landmark,’‘asplendidshow
ofvitality,’‘acommandingroleontheworldstagethatwouldhavea
bracingeffectonthesituationhereathome.’”Thequotesarerefer-
encestothesayingsofoneofthemainorganizers,CountLeinsdorf,
arguingthatthesesayingsweresowellphrasedthat“onecouldno

5  Already the very first paragraphs of the novel demonstrate this with its combination 
of metrological data and the feeling of the weather: “A barometric low hung over the 
Atlantic. It moved eastward toward a high-pressure area over Russia without as yet 
showing any inclination to bypass this high in a northerly direction. The isotherms 
and isotheres were functioning as they should. The air temperature was appropriate 
relative to the annual mean temperature and to the aperiodic monthly fluctuations 
of the temperature. The rising and setting of the sun, the moon, the phases of the 
moon, of Venus, of the rings of Saturn, and many other significant phenomena were 
all in accordance with the forecasts in the astronomical yearbooks. The water vapor 
in the air was at its maximal state of tension, while the humidity was minimal. In a 
word that characterizes the facts fairly accurately, even if it is a bit old-fashioned: It 
was a fine day in August 1913” (Musil 2017, 3).
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morerefusethemthanrefuseacallforeverymanwhodesiredthe
Goodtostepforward.”However,theParallelCampaignwasnotyet
inexistenceandCountLeinsdorfhadnoideawhatformitwouldtake.
Inotherwords,itwaspurenetworkingofinfluentialnodesandlinks:
“Itmeantthatevenatthisstage,withoutanyoneneedingtohavea
clearconceptionofanything,anetworkofreadinessthatcovereda
greatmanyconnectionswasinplace”(Musil2017,113,114,143,144).

Amazon’salgorithmicapparatushasasimilarcharacterofsplit-
ting the quality of books, goods, users, etc. for a lofty coherence
created by data points, monitoring, ranking and recommendation
algorithms,etc.OnlypeopleinsideAmazonknowexactlyhowallthe
algorithmswork and cohere, but as arguedby search engine opti-
mization(SEO)consultants,theA9rankingalgorithmdeterminesthe
rankofproductsthroughmeasuring,e.g.,relevancy,clickthroughrate,
sales performance rate, customer feedback, product reviews, etc.
(Dod2020;Lynch2020).Thealgorithmsallrelatetomonitoringusers/
buyersandpresenters/sellersbehavior,butobviouslynoneofthem
presentaqualitativedescription. It isanalgorithmicmarket,which
isplottedbythe87.33MBthatarandomAmazonuserdownloads,
howtheyinteractwiththeprofilingofanAmazonuserwearecalling
a.username?hereandwiththebigcodebaseinAmazon’scloud.This
algorithmicmarketisagame,playedbyanybodywhowantstosell
somethingthroughAmazon,withruleslaidoutbyinterpreterssuch
asPRmanagersandSEOsofwhichtheultimateresultmightbeshal-
lowbookletssuchasJeff Bezos: The Life, Lessons & Rules for Success.

RobertMusil’snovelisthesublimeportraitofaEuropeanreality
on thebrinkofWorldWar I, through literarymeansdemonstrating
some of the clashes between regressive and modernistic percep-
tionsofthemodernrealityof1913Viennathatpartlyledtothewar.In
themoreorlessblindbeliefthatitwillchangetherulesandleadto
newsovereignty, theParallelCampaignresemblesAmazon’s trans-
formational algorithm and a company praised by entrepreneurial
commenterswho argue that “[n]o other organization in theworld
better embodies the power of audacious and continual disruption
thanAmazon”(Furth2018).What isreally insidetheAmazonware-
houses,howtheytreattheiremployees,subcontractorsorusersand
howtheiralgorithmsworkishiddenbehindthecurrentParallelCam-
paignofendlessdisruption.
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Amazonstillgrowsandthemegabytesofnonsenseareexecuted
whilewegraspforsensewhenenteringourlivesintoa.username?.In
Musil’snovel,Ulrich,themanwithoutqualities,ischaracterizedina
waythattodayseemslikeaperfectdescriptionofa.username?and
hisorherprofiledbrothersandsisters:

[But]todayresponsibility’scenterofgravityisnotinpeoplebut
in circumstances. Havewe not noticed that experiences have
madethemselvesindependentofpeople?(...)Aworldofqualities
withoutamanhasarisen,ofexperienceswithoutthepersonwho
experiencesthem,anditalmostlooksasthoughideallyprivate
experienceisathingofthepast,andthatthefriendlyburdenof
personalresponsibilityistodissolveintoasystemofformulasof
possiblemeanings.Probablythedissolutionoftheanthropocen-
tricpointofview,whichforsuchalongtimeconsideredmanto
beatthecenteroftheuniversebutwhichhasbeenfadingaway
forcenturies,hasfinallyarrivedatthe“I”itself,forthebeliefthat
themost important thing about experience is experiencing, or
ofactionthedoing,isbeginningtostrikemostpeopleasnaïve.
(Musil2017,158–59)

Books and other goods get sent, we read and are read, we click,
stream and pay, our qualities are emptied into the variable a.user-
name?,andJeffBezoscollectsthefortunesastheretailbusinessand
localshopsaredisruptedandoutmaneuvred.Asconsumers,wedo
not just pay for the books and other goodswepurchase, but also
forthedownloadandrunningoftheextensivecodeonourdevices.
Even thoughwedonotsee themonourscreens,allof these infra-
structuralelementsarerealandhaveeffectsthat,asdemonstrated
in The Hidden Life of an Amazon User,canbecounted inMB,Watt
andkcal.Inotherwords,besidesgrabbingourdataanddisruptingour
qualities,Amazonalsograbsourelectricity,andbothourconsump-
tion and Amazon’s consumption produce carbon pollution. In fact,
AmazonWebServices(AWS)areamongtheworstpolluterswithonly
17%cleanenergyand30%coalconsumptionand“continues to re-
mainamongtheleasttransparentinrevealingtheenergyfootprintof
itsrapidlyexpandingglobalinfrastructure”(Cook2017,47).Weeven
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payforthehiddenscriptanditsharvestingofourqualities,sincea
websitewithoutallthescriptedmonitoringwouldbeinfinitesimalin
size.

Doesthismakesense,deara.username?,characterandprofile
ofthebigdatadrama?Isa.username?theprofileofdisruptionwithout
qualities? To paraphrase the Amazon reader AngusM. Kennedy’s
reviewofMusil’sThe Man Without Qualities, The Hidden Life of an 
Amazon Userisa“stupendouscreationofinsightsandintrospection.”
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Prototyping Digital  
Sovereignty

Experimenting with Community 
Wireless Networking Technology 

HagitKeysar,ElizabethCalderónLüningandAndreasUnteidig

Introduction
The term “digital sovereignty” has percolated in the last decade in
academic and policy debates as a prescriptive normative term to
describe various forms of autonomy, self-determination and inde-
pendenceinrelationtodigitalinfrastructures,technologiesanddata.1
Whileterritorialperspectivesonthetermareprevalent,2understand-
ingsofdigitalsovereigntyasdigitalself-determination and autonomy 
through collective controlareincreasinglyarticulatedbycivilsociety
entitiesandsocialmovements.3Closelyconnectedtosocial justice
narratives,suchconceptsofdigitalsovereigntyoftenstipulatesocial

1  See the Chapter “Digital Sovereignty” by Pohle and Thiel in this volume.

2  Through the established nation-state perspective, digital sovereignty conveys 
state protection of citizens’ privacy rights versus other states (Couture 2019; Floridi 
2020; Pohle 2020; Thiel 2019), as well as defending democratic procedures against 
external manipulations through curtailing or countering disinformation campaigns 
(Thiel 2019). A second strand focuses on the recalibration of power between the 
public and private sectors by restraining corporate control over the development, 
deployment and management of digital infrastructures, data and analysis (Floridi 
2020; Pohle and Thiel 2021; Thiel 2019).

3  It is set closer to ideas such as “food sovereignty” coined by Via Campesina at the 
World Food Summit in 1996 (Anderson 2018).
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controlovertechnologiesanddigitalinfrastructures,spotlightthede-
velopmentanduseofdigitaltoolsthatareconceivedwithincommu-
nityecosystemsandaimatraisingcommunityawareness,fostering
digital participation and the appropriation of technology (Couture
2019;Haché2014).Inthefollowing,weexplorewhetherandhowDIY
andopen-sourcetechnologiesinparticipatorydesignpracticescan
producethesocialandpoliticalspacesforadvancingacommunity-
drivenimaginationofdigitalsovereignty.

Thischapteroffersacase-studyanalysisofacollaborativepro-
totypingprocessintheframeworkoftheMAZIproject–athree-year
EU-fundedresearchaimedatcreatingtechno-socialinfrastructures
fordigitalsovereignty,withcasestudiesinthreemajorcities–Berlin,
Zurich,London–and inseveral towns in ruralGreece.4Thispaper
focusesonMAZI’sBerlinchapter.TheoverarchingobjectiveofMAZI
(meaningtogetherinGreek)wastodevelopinterventionistmethod-
ologies thataddress the increasingcorporatecentralizationofdigi-
talinfrastructuresandtheuniformmodesofdigitalinteractionsthat
emergeasaresultofthesteadyclosureofdigitalecosystems.The
idea of digital sovereigntywithinMAZI focused explicitly on open-
sourcecommunitywirelesstechnology(CWN)thatisdevelopedand
usedwithin hyper-local settings, at the scale of neighborhoods. It
aimedatcreatinginterdisciplinaryspacesforquestioningtheunder-
lyingsocialandpoliticalassumptionsandbiasesthatstructurenet-
worktechnologyitself;throughthat,itcollectivelyexploredwhatthe
notionofcommunity-led“digitalsovereignty”mightactuallymeanin
practice.InBerlin,theexperimentalorientationoftheMAZIproject
meant that technical anddesigndecisions in developing the hard-
ware and software forCWNwere kept open, allowing for amean-
ingful collaborative process. A participatory prototyping process
wasplannedfortranslating“big”questionsonthemeaningofdigital
sovereigntyintohands-onengagementandencounters.

This orientation draws on a growing body of literature in soci-
ology, anthropology, design research and science and technology
studies(STS)thatexpandsthenotionofprototypingbeyondsimply
atechnicalprocessforthedevelopmentanddesignoftechnological

4  MAZI was conducted between the years 2016–2018 and received funding from 
the European Union’s Horizon 2020 ICT CAPS initiative under grant agreement no 
687983.
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objects5 (Guggenheim2014; Jimenez2014;Kelty2010;Lezaunand
Calvillo2014;Marcus2014;Suchman2000).Researchinthesefields
delvesintothesocialandpoliticalroleofprototyping,ortechnology-
in-the-making, for developing material forms of participation and
democraticpractices.

Thesocialandpoliticalpotentialsofprototypinghavebeenad-
vanced particularly since the 2000s, when the development of in-
teractiveproducts,suchasmobiledevices, laptopsand interactive
games,createdaneedforrapidprocessesofinterdisciplinarydesign
andengineering.Prototypesplayacentral role in thoseprocesses
(BogersandHorst 2012;Kurvinen,Koskinen, andBattarbee2008).
AsSuchmanetal. (2002)show, interdisciplinaryreconstructionsof
prototypes allow for thedevelopment of innovativeprocesses that
transformthefocusoninventionasasingulareventtoitsreconstruc-
tionasdiversecollaborationsacrossdifferentsocialenvironments.

Suchanalysespointedoutashiftofattentionfromprototyping
artifactstoprototypingprocessesthrough“ongoingpracticesofas-
sembly,demonstrationandperformance”thatreconstructhumanac-
tionsandreconfiguressocialandmaterialrelations(Suchman,Trigg,
andBlomberg2002,163–66).Thishasgainedparticularmomentum
inthepastdecadewiththeproliferationofinformationtechnologies
anddigitalnetworks.Inparticular,open-sourcetechnologiesaswell
asthere-emergenceofDIYandhackingpracticesseemtoradicalize
theproclaimeddemocratizationoftechnology.Asmanyhaveshown,
open, collaborative and generative processes of prototyping can
serveassitesofknowledgeco-productionandknowledgecommons
(Benkler2006;Kelty2008;Powell2012).Butatthesametime,they
mayobscureconflictsandperpetuatesocio-economicpowerstruc-
tures(Tkacz2014;Lanier2006;Turner2010).

In this case study analysis, we flesh out some of these con-
flicting consequences of openness by focusing on the inadvertent
results of open processes and emphasizing the need to connect
betweenopenness and accountability to the shortcomings and in-
herentfailuresinthecontextofexperimentalrealms.Ouranalysisis
threefold,wecriticallyexamineandreflecton1)thepotentialcontra-
dictionsbetweenexperimental realmsandnormativeexpectations,

5  A prototype is an initial model of a product, object or design that is still in stages of 
development, open for rethinking and iteration (Hackney and Manar 2015).
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2)potentialcollisionbetweendifferentepistemicsystemsthatmay
excludeoralienateparticipants,and3) thequestionof sustainabil-
itywithinproject-basedinterventions.Wearguethat,foradvancing
community-drivenfuturesofdigitalsovereignty,itiscrucialtotreat
such troublesandconflictsnotasobstaclesweshouldsimplyget
ridoforsolve.Rather, theymustbeseenas the livingmaterialsof
technologicaldevelopmentthatengageswithideasofdemocracy–
indispensableforpoliticallyconsciousdesignconceptsandtools.

MAZI: Community wireless technology in  
Berlin's urban space
Informationandcommunicationtechnology(ICT)hasbecomestrong-
lycommercializedandcentralizedbyafew,quasi-monopolizedtech-
nologycorporations(Floridi2020;Pohle2020;PohleandThiel2021,
upcoming).Whileindividualsandcollectivesarebenefittingfromthe
expansionofglobalizedICT,theyareoftenstrippedofrightsandpo-
liticalagencyinregardtoownershipandcontroloverdata.Thepower
oftechnologycorporationsliesnotonly incontrollingtheback-end
designofdatainfrastructuresbutratherinthehighlyspecializedca-
pacitiestoaggregatemassiveamountsofdataandtoanalyzethemin
ordertoproducenewkindsofknowledge(BoydandCrawford2012;
Mayer-SchönbergerandCukier2013).

CWN technology evolved alongside wireless networks and it
demonstrates a rich history of applications on various scales. Ex-
amples range from the DeadDrops by AramBartholl who simply
plasteredUSBsticksintocracksinpublicspaces,creatingverylocal
networks;6 thePirateBox,whichallowedNYUstudentswithin the
lecturehalltosharefileswithoutbreachingcopyrightspolicies;7to
collectively owned andmanagedwireless infrastructures, such as,
Freifunk inBerlin8ortheMetropolitanWirelessNetwork inAthens
–oneofthelargestnetworksinEuropewith30,000privateantennas
connected.9Ithasbecomerelativelyeasytodevelopapersonalnet-
work,sincethenecessaryhardware isaffordableandthesoftware

6  https://arambartholl.com/dead-drops/.

7  https://piratebox.cc/start.

8  https://freifunk.net/en/.

9  http://www.awmn.net/content.php?s=9fc8551534eefe7780d6e9f10b557103.
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hasbeenmadeavailable throughmassivedocumentationofopen-
source communities of practitioners. Still, there are many socio-
economical andmaterial barriers to thosewhoarenot technologi-
callysavvy,ordon’thavethetimeandresourcesthattechnological
participationrequire(Rumbul2015;Haklay2013).

MAZIBerlinconstitutesoneexampleofarangeofprojectsthat
seektoadvancedemocraticandbottom-upapproachestoprototyp-
ingtechnology.10Inthecomingtogetherofdesignandopen-source
culture, collaborative formsof prototyping turnboth theprototype
and thedesignprocess intoacontinuousstateof “perpetualbeta”
(Unteidig,CalderónLüning,andDominguez-Cobreros2017).Thisis
whereexperimentalorunstableversionsofthedesignarereleased
foruseandatthesametimecontinuetobeinprocessesofdevelop-
mentanddocumentationthataremaintainedbythecommunityof
users. This circularmovement of open-source techno-social devel-
opmenthasbeenanalyzedbyChristopherKelty(2008,4)asthe“un-
precedentedformsofpublicityandpoliticalaction”offreesoftware
and other similar and related projects that emerge from it. Kelty’s
articulationofthepoliticsofopensourceculturesisparticularlyrel-
evant for imaginingcommunity-drivendigital sovereignty. It brings
forththeideaofFreeSoftwareasa“public”thatisconcernedwithits
legitimacyandindependencefromstate-basedformsofpowerand
control, asmuch as corporate, commercial and non-governmental
power (Kelty2008,9).Recursivepublics,heexplains, focuson the
radicaltechnologicalmodifiabilityoftheirowntermsofexistence.

The MAZI Berlin project was premised on the imagination of
open-source,recursivepublics,butithadtogrowacommunitythat
wouldputthisimaginaryintopractice.Assuch,itfirsthadtoaddress
theaforementionedproblemofalienationandaccessbydesigning
a toolkit thatprovides low-barrieraccessibility toboth the technol-
ogyaswellas to the terminologyanddiscoursearound it.The ini-
tialprototypeof the“toolkit”hasbeendeliberatelydesignedusing
open-sourceandoff-the-shelfcomponentsincludingRaspberryPi11

10  To name a few: Subnodes by Sarah Grant (http://subnodes.org/); Open-source 
urbanism (Jimenez 2014); The Civic View from Above (Keysar 2018); Decidim in 
Barcelon (Aragón et al. 2017); Public Laboratory for Open Technology and Science.

11  Open source, modular, single board computer that was adopted widely for 
community use and education: https://www.raspberrypi.org/.
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andSDcards(seeFig.1).Thesoftwarewasdevelopedinpartbythe
projectpartnerswhile integratingexistingFree/Libre/OpenSource
Software(FLOSS)12tocreatea“plugandplay”installationallowing
foraneasy-to-use localdigitalnetworkwithsomepre-setapplica-
tions(frontenddepictedinFig.2).
These technical elements were accompanied by documentation of
usecasesandexperiencesaswellasotherphysicalmaterialssuch
asposters,guidelinesandstorytellingpamphlets.Alltheseelements,
insum,contributedtothe“MAZItoolkit”(seeFig.3).

Theprocessofconceptualizing,designinganddevelopingthese
elements took shape in various academy-community partnerships,
andalsoemergedfromdialoguesbetweenthepilotgroupsinZurich,
London,inseveraltownsinruralGreece,andBerlin.TheMAZIBerlin
pilotwasledbytheDesignResearchLabatBerlinUniversityofthe
Arts (UDK)with the participation of local urban-activist initiatives,
andwasfacilitatedbytheNGOCommonGroundsanditseducational

12  https://github.com/mazi-project/guides/wiki.

Fig. 1  The technical artifact is made up of a RaspberryPi, an SD card and battery. 
Different casings and ways of attaching it to places have been experimented 
with throughout the various use cases. The solutions depicted here highlight the 
versatility and portability of the toolkit. Design Research Lab.
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platform “Nachbarschaftsakademie” (Neighbourhood Academy).13
ThemainobjectiveoftheBerlinpilotwastoadvancediscoursesand
practicesaroundtheideaofdigitalsovereigntywithastrongfocus
ontheurban:toaddressthe individualandcollectivefreedomand
righttoactivelypartakeintheshapingofdigitalrealities;tointerpret,
defineandbecome involved in theconstructionofdiscoursesand
imaginationsaboutcommunity-driven,digitallymediatedfuturesand,
particularly,tolookbeyondcommodifiednarrativesofthesmartcity.

Themain element of theMAZI project, the toolkit, brought to-
gether different groupswhowere interested in the possibilities of
CWNtech;however,itwasthemainlocalechosenforMAZIBerlin,
Prinzessinnengarten, that played a significant role in bringing to-
getheradiversegroupofpeople.Prinzessinnengarten isanurban
communitygarden inKreuzbergthatenvisionsanddevelopsacol-
laborativeandprotectedspaceforlearningecology,convivialityand
self-organization.It isalsotheNeighbourhoodAcademy’sspaceof

13  The Neighbourhood Academy, existing since 2015, is a self-organized open platform 
for urban and rural knowledge sharing, cultural practice and activism.

Fig. 2  The default front-end encountered by users of the toolkit after installation. MAZI 
project.
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activity,a learningandknowledgeexchangeplatform.14Thepartici-
pantsintheprojectincludedactivists,artists,researchers,designers,
engineers,socialworkersandlocalcommunitymembers,allinvolved
inonewayoranotherwith theNeighbourhoodAcademy15andac-
tivelyengaged in issues related tourbanecologyand“the right to
thecity”inBerlin.16

Withthissocialandspatialinfrastructureasastartingpoint,the
prototypingprocesswasdesignedandimplementedinthreephases:
first, communityoutreachand findingcommonground forcollabo-
ration;17second,ignitingthecollaborativedevelopmentoftheCWN
technology and adapting it to local context;18 third, deploying the
technologywithpartnersindifferentsettings.19

Phase 1 – Creating common grounds for collaborative 
technological development
ThefirstphaseoftheMAZIBerlinpilotprojectaimedatsituatingand
connectingthetopicofCWNwithinthediscursiverealmofthepartici-
pants.TwoworkshopswereplannedandheldintroducingtheMAZI
projectandDIYnetworkingtechnology.Thefirstworkshopcentered
aroundtheideaof“collectivelearning,”aconceptintroducedbythe
Neighbourhood Academy to understand urban activism as a form
ofemancipatory learning. Itsought to identifyshared interestsand
todiscusstherelationsbetweentechnologicalengagementandac-
tivism in the city, grow trust, social ties and to share different per-
spectivesonwhatDIYnetworkingisallabout.Thesharedinterestin
urbanecologyandthebroaderurbanissuesthatmobilizedthediffer-
entgroupsthatparticipatedcreatedabasicleveloftrustandaback-
boneforcollaborativeandexperimentalwork.Urbantopicssuchas

14  https://prinzessinnengarten.net/de/home/.

15  For a list of the initiatives that participated see footnote 21–23.

16  The term “right-to-the-city” coined by the sociologist and urbanist Henri Lefebvre 
(1968) in the aftermath of the Parisian occupation, was argued as the “right-of-non-
exclusion” from the qualities and services of the urbanized society and as a call to 
reclaim the city as a co-created space (Holm 2011; Lefebvre 1996).

17  An exact division of phases in time periods is artificial since the phases partly 
overlap and are to certain extent on-going. Nevertheless, a rough division can be 
made. The first phase was mainly based in the first six months of 2016. 

18  From July to August 2016 with continuous reiterations and improvements.

19  Throughout the project starting in January 2017.
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Fig. 4  The first community workshop introduced the idea of MAZI to a range of 
different stakeholders. MAZI Berlin.

Fig. 3  The toolkit also comprised information materials such as posters, handbooks and 
storytelling pamphlets. MAZI Berlin.
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landgrabbing,financializationandnewcontestedurbangovernance
modelsforcityplanningechoedwithdiscussionsandissueswithin
criticaltechnologydiscoursesthatstandagainsttheanti-democratic
dynamicsofprivatizationandcentralization. The secondworkshop
shiftedtodiscussionsonthetechnologicalaspectsoftheprojectby
collectivelybrainstormingideasaboutDIYnetworksandtheirpoten-
tialsfordigitalself-determination.

Phase 2 – Collaborative development of technology
Aspartofthesecondworkshop,initialtechnologicalideaswerefor-
mulatedaroundtheneeds,wishesanddesiresrelatedtomattersof
concernbroughttothetablebyparticipants.Withthehelpofquick
and looselystructuredprototypes(storyboarding,paperprototypes,
clickdummies,etc.),participantsdevelopedpotentialusecases for
MAZIZones indifferent settings. In thiscontext the ideaof “MAZI
Zones”wasformulated;itarticulatedaplanformultipleadaptations
ofthetoolkit inBerlintobecontextualized,deployedandgoverned
bythevariousinitiatives,withtechnicalanddesignassistancebythe
MAZIBerlinprojectteam.Subsequently,thephysicalpresenceofthe
NeighbourhoodAcademyatPrinzessinnengartenwasenvisionedas
the central hub and platform, onwhich experiences and learnings
fromthedifferentMAZIZonesinthewiderurbanlandscapeofBerlin
weretobecollectedandsynthesized.Tothisend,the“MAZIArchive”
softwarewasdevelopedbytheBerlin leadpilot-teamwiththegoal
tolocallycollectanddisseminateuser-generatedcontentwithinthe
MAZIZone.Therefore,theparticularMAZIZoneatPrinzessinnengar-
tenactedbothasalocalhubandasanaccesspointforvisitorsand
userstogettoknowtheprojectingeneral.Itbroughttogetherissues
andexperiencesfromotherhubs,andalsoofferedmoregeneralop-
portunitiestolearnaboutCWNtechnology,thepeople,andactivities
behindit.20

20  The software, “MAZI-Archive”, was hosted on a hardware setup consisting of 
a Raspberry Pi 3 (with a 16GB SD-Card), TP-Link TL-MR3020 Wi-Fi Router 
and an Anker Battery Pack. The router supplies an open Wi-Fi with the SSID 
“MAZI Archive,” which serves both for the data to be submitted by the recorder-
application as well as an access point for users to interact with the content. After 
some testing in different settings, the MAZI-Archive application was integrated to 
the default version of the broader MAZI platform.
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Phase 3 – Deploying MAZI-Toolkit in multiple local setting
Aiming for openness and local versioning of the toolkit tomake it
versatile for a growing community of users,MAZI-Zoneswere put
intouseindifferentsettingsaroundBerlin.Bytheendoftheproject,
thetoolkitwasdeployed inthirteendifferent localeswiththedirect
support of the lead pilot-team.21 It was used as research tools for
seminars by academics in university settings,22 for communication
andmanagement inneighborhood issuesbya fewcommunities in
Berlin,23forself-organizinginprotestrelatedevents,24asaninterface
between researchers and visitors in theBerlinNaturalHistoryMu-
seum(Rössigetal.2018),andforexploringthe interdependenceof
digitaltoolsandsocialinnovationbytheGermanFederalMinistryof
EnvironmentalProtection.

Thewide range of settings inwhichMAZI Zoneswere implement-
ed required a continuous process of development and production
of supplementaldocumentationand tutorials thatwould fit various
contexts, stakeholders and objectives. Most deployments started
withaspecificworkshopformatdevelopedwithintheMAZIproject
called“unboxing,”wherethetoolkitwasunpackedinordertoletthe

21  In addition to that, several independent deployments of MAZI Zones across 
Germany and abroad (e.g., in Togo and Israel) have been informed by the activities 
of the Berlin pilot process.

22  Alice-Salomon-Hochschule and Chair for Urban Design Technical University Berlin 
and University of Arts in Braunschweig.

23  The Neighbourhood Academy, ZK/U – Centre for Art and Urbanism, the Commons 
Evening School and the neighburhood centre Kiez Anker 36 in Berlin Kreuzberg.

24  Bizim Kiez, Park Academy, Stadt von Unten, and the Anti-Google-Campus Initiative 
all active in the neighborhood of Kreuzberg-Friedrichshain in Berlin.

Fig. 5  A large number of prototypes, sketches and discussion prompts helped facilitate 
the participatory process throughout the project. MAZI Berlin.
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participantsgettoknowitscomponents.Participantswereintroduced
totheMAZIproject, followedbyademonstrationofapre-installed
MAZIZoneandaguidedprocessinwhicheachpersonassembled
andconfiguratedtheirownpersonalMAZIZone.Throughhands-on
engagementsparticipantscouldsee,touchandinteractwiththedif-
ferentcomponentsofDIYwirelessnetworktechnologyanddevelopa
deeperunderstandingofboththecomponentsofthetechnologyand
theproject’scriticalandexperimentalapproach.

Fig. 6  Installation of a permanent MAZI Zone in the Prinzessinnengarten (left). Visitors 
interacting with the MAZI archive sound installation (right). MAZI Berlin.

Fig. 7  MAZI Zones have been used in other context, e.g., for installations at the Berlin 
Museum für Naturkunde (right) or the Venice Architectural Biennale 2017 (left). 
Design Research Lab.
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Discussion: Fleshing out the troubles of openness
ThecoremotivationfortheMAZIproject,asmentionedearlier,centers
aroundthedevelopmentofdigitalself-determinationandautonomy
throughcollectivecontrolovertechnologiesanddatainthecity.While
the“right-to-the-city”discourseraisesdemandsfordemocraticpar-
ticipationintheproductionofurbanspace,thetopicsunderdiscus-
sioninMAZIevolvedaroundsimilarlogicregardingthedata-driven
mediationsofurbanspaceandlife.Itsoughttoaddresstheneedfor
concreteandviablealternativetechnologicalsolutionsthatwouldal-
low foradifferentdistributionofpowerbetweenusers,developers,
administratorsandownersofICTs(AntoniadisandApostol2014).

With this in mind, the experimental aspects of collaboratively
prototyping theCWN technology engagedparticipants in develop-
ing tools andpractices thatwould extend their practices of urban
activismwithintherealmsoftechnology.Developingandusingthe
MAZItoolkitfacilitatedacollaborationinwhichtheemphasiswason
theproductiveandnotlessontheprocessualaspectsofexperimen-
tation.AsAlbertoCorsínJiménez(2014)remarks,prototypingincor-
poratesfailureasalegitimateresultintherealizationoftheprocess
andstandsforreconfiguring,atonce,materialobjectsandsocialre-
lations.Itisaprocessoftrialanderror,hewrites,andembracingfail-
urecanallowfortheemergenceofinventivepractices,andfornew
experiencesandprocessesofdemocratization.

Whilewe share these considerations, our case study analysis
is set to flesh out the dilemmas and problems thatmight emerge
within such open source urban experiments. What may be the

Fig. 8  In "un-boxing" workshops, participants were guided through the process of 
assembling and installing their own MAZI Zones. MAZI Berlin.
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inadvertentconsequencesofchallengingtherigidboundariesofex-
pertisethroughopen-sourcetools?Whathappenswhenexperimen-
tal,techno-socialvisionsaremetwith“old”politics,andentrenched
social,political,economicperceptions,dividesandinequalities?Who
isaccountablefortheupshotsoffailurebeyondtheexperimentaland
visionary realmsofprototyping;how is failuremitigatedwithin the
realities of social context and locally situated interventions? With
thesequestionsinmind,wenowfocusonthetensionsandtroubles
thatcameupintheMAZIBerlinproject25andunpacksomeofthe
challengesintothreecategoriesofcritiqueandaction.

Reworking structural power relations 
in academy-community partnership
Comparingandsynthesizing thedynamicsofdiscoursesandstrug-
glesforurbaninfrastructureandtechnologicalinfrastructurecreated
aspace inwhichadiverserangeofstakeholderscouldcollaborate
andengageinprocessesofmutualknowledgeproduction,butitwas
onlyafirststep.Academy-communitypartnershipsbringwiththem
sometensions;inevitably,therearepotentialcontradictionsbetween
therealmsof theresearchprojectandtheexpectations, responses
andconcreteneedsbroughtbyparticipants.DuringtheMAZIBerlin
project thereweredemandsplacedonthevariousurban initiatives
thattookpart,toinvesttheirtime,skillsandknowledgesintheproject.
Thisrequiredclaritywithregardtotheconcretebenefitsparticipants
wouldgainfromtakingpartintheproject.

Overtheyears,theNeighborhoodAcademyplayedtheroleofa
gatekeeperandfacilitatorforbuildingproductivecollaborationsand
relationshipswithurbaninitiativeswithinvarioussettings.Inpartic-
ipatory research and design projects, the community gatekeepers
playanimportantrole,astheyholdthepowertoallowordenyaccess
toparticularcommunitiesorinstitutions(Lenetteetal.2019).Inthe
MAZIproject,theseroleswerepartofthenegotiationbetweenthe
UdKandtheNeighborhoodAcademyfromtheveryearlystages.

Alevelofreservationtowardthiscollaborationwasevidentwhen
e.g.,participantsaddressedthephenomenonof“academicharvest-
ing”,i.e.,theone-sidedwithdrawalofknowledgebyresearchers.For

25  Related efforts have been undertaken by comparing and contrasting the Berlin and 
London pilots (Gaved et al. 2019).
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example, one of the activists in the Neighborhood Academymen-
tionedtheconsiderableandburdensomeworkloadheexperienced
over theyears,due to the fact that thecommunitygardenhasbe-
comeapopular subject of countlessbachelor’s,master’s anddoc-
toraltheses.Whiletheactivistswelcomedsuchcollaborations(and
thevisibilitytheygenerate),theyoftenexperiencedalackofconcrete
andimmediateexchangevalueand,inmanycases,researchfindings
andoutcomeswherenotsharedback.

Hence,aconsiderableleveloftrusthadtobeestablishedwithin
theleadpilotteambeforeitcouldevenadvancetoengagingactivists
fromdifferenturban initiatives. This also requireda careful consid-
eration of under-valued and “invisible” forms of labor (D’Ignazio
andKlein2016)thatgointocreatinglastingrelationshipsandtrust
throughoutthecommunities.Thisinitialrobustnessinreflectingroles
andexpectations,helpedsetastandardofreciprocityfortherestof
theproject.Itenabledtocriticallyreworkpowerrelationsandspecif-
icallyaddresstheneedforatwo-wayrelationshiptomakesurethat
theoutcomesofjointeffortsarealsoequallydistributed( bid.).

Oneofthestrategiesdevelopedinordertoestablishtrustand
fairnesswithintheprocesswastofinanciallycompensatetheinitia-
tivesparticipating inMAZIBerlin forsharingtheirexpertiseand in-
sightsinworkshopsandotherevents.Thiswasaccompaniedwitha
transparentdiscussiononthefinancialstructureandavailablefunds
intheframeworkoftheproject.Furthermore,thereciprocalsharing
ofskillsandknowledgesduringworkshopsrelatedtoCWNtechnol-
ogyconstitutedanotheraspectforcreatingmutuallybeneficialrela-
tionshipsofcollaborationandexchange.Theworkshopsprovidedthe
baseforcollectivelyprototypingtheMAZItoolkit,but,moreover,they
createdasharedspacefordifferentinitiativestoaddressandshare
resources, challenges and needs. Finally, the actual deployments
ofMAZIZones(project’sthirdphase)allowedtheestablishmentof
sharedownershipanduseofhardwareandsoftware,whileproviding
technologicalsupportfortheinitiativesintheirindependentprojects.

Between experimental realms and epistemic norms
Whileall thesearrangementsandagreements sound like solutions,
tensionsthatstoodinthewaywereentangledinmorecomplexsets
of epistemic norms and expectations thatmany times pose signif-
icant challenges in collaborative, civic and open source projects

i
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(Rey-Mazón et al. 2018). DIY engagements in CWN is a relatively
new idea for introducing the political potentials of decentralized/
localownershipandmanagementoftechnologyanddata(Antoniadis
2016). For CWN to become a tool for community-driven digital
sovereignty,aprerequisiteisacommunity-basedawarenessandca-
pacitytoexercisecontroloverthedevelopmentandimplementation
ofdigital technologies.Critical awareness to thepatternsof corpo-
ratesovereigntyovertechnologiesanddatawasdiscussedandbuilt
amongparticipants;however, thesuccessof theprojectdepended
onovercoming thebasic alienationmost people feel toward exper-
imental, “half baked” technology, which requires significant invest-
mentbeforeitfullyperformsitstasks.Themainimpedimentwasin
challengingtheboundariesofexpertise.Thepilot teamhadtocon-
tinuouslyaddressanddeconstructrolesascribedtothem,e.g.,being
perceivedas“experts”or“serviceproviders”thatdeliversolutionsin
theformofreliabletechnologiestopassivecustomer-users.

The tensions between users and experts were dealt with by
purposefully keeping open several design decisions regarding the
MAZItoolkit,whichinturnallowedforameaningful,long-termand
open-endedparticipationandappropriationoftoolsandmethodsby
thevariousactorswhoparticipatedintheproject.Thesequestions
werenegotiatedinsituthroughongoingpracticesofdesign-in-use
(Gregory2003;Suchman,Trigg,andBlomberg2002).26Suchques-
tionsincluded:Inwhichcontextsandforwhichpurposescanitbe
used?Whouses it?Howis itmanaged? Itmeant that theprocess
would be “messy” by relying on the active collaboration of partici-
pantsthatmightfeelalienatedintheprocess.Butitalsomeantthat
participantsandfacilitatorswoulddirectlyengagewiththeunderly-
inginfrastructuresofCWNtechanddevelopcriticalthinkingonthe
structureoftechnologyitself.Designingaself-builtCWNtoolmeant
thattheinvisibledecisions,ideologiesandconventionsofacommu-
nity of practice that are embedded in proprietary technology and
generally in technological infrastructures (Star andRuhleder 1996)
couldbeunpackedandnegotiated.

26  This shift in design practices that began in the later 1990s was significantly 
informed by Scandinavian approaches to participatory and “cooperative design” 
(Bødker and Grønbæk 1991; Gregory 2003; Hillgren, Seravalli, and Emilson 2011; 
Kurvinen, Koskinen, and Battarbee 2008; Suchman, Trigg, and Blomberg 2002).
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Relatedly,withinprocessesofexperimentation, thedecisionof
whethertheprototypeshouldbehighorlowfidelity,papersketchor
materialobject,“messy”or“quickanddirty,”doesnotmerelyrelate
toquestionsof flexibility, cost and time,but also shapesapolitics
to the process. It determineswho can (or feels entitled to) partici-
pateintheprocess,whatrolecanoneplayandhowmeaningfulcan
one’scontributionbe.Therefore,taking“messiness”seriouslymeans
openlyengagingwithissuesofownership,authorshipandcontrolin
therealmsoftechnologicaldevelopment,andtakinganactiverolein
shapingitspolitics.Withinsuchparticipatoryprocesses,prototypes
havebeenconceptualizedas“boundaryobjects”(BogersandHorst
2012;Powell2012;Star2010;StarandGriesemer1989)thatallowto
reworkthedesigner-userdichotomyandtomediatebetweendiffer-
entsocialandepistemicpositions.

Byembeddingacriticalpoliticalattitudewithin theprocessof
prototyping,MAZIBerlinsoughttoembracedifferenceandconflict
asresourcesfordesignwhileincorporatingadiscussionofpolitical
andethicalvaluesasagoalinitsownright(Gregory2003).Thedis-
ciplinary and epistemological backgrounds introduced by the het-
erogenousactors–activists,designers,researchers,neighbors–di-
vergedwidelyandrequiredmediation.Whilethedesignresearchers
hadastronginterest inexperimentalworkthattestsdifferent“half-
baked” prototypes and cultivates openness, activists expected a
certaindegreeof “doneness.”Usuallyworkingunder relativelypre-
cariousconditions towardgoals thataredifficult toachieve,urban
politicalactivistshavelittletimeto“stray”or“tinker”aroundforthe
purposeofmereexploration.Inthisregard,anexploratory,opende-
signprocesswithahighdegreeofambiguitymayverywellresultin
antagonismandcounter-productiveresults.

This tension between “openness” and “deliverables” came
acrossintheinherentconflictbetweentherealmsofcontinuousand
oftenstrenuousprocessesofcommunityactivismandthestructures
and logics of project-based interventions. By “project logics,” we
refer to the often rigid structures, inwhichwork is organized and
managedinresearchanddevelopmentprojects,oftenadheringto(if
notmirroring)thehierarchiesandresult-basedexpectationsofaca-
demicinstitutionsandfundingorganizations(Torka2009).Academic
and fundingbodiesdemand theprocess tobe structuredby clear
beginningandenddates,aswellasagreed-upondeliverablesand,
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usually,acertaindegreeofpositivisticpressure(asintheneedtode-
liverasolutiontoapreviouslydescribedproblem).Thesepressures
hadtobecontinuouslyre-negotiatedwiththe“messy”realitiesand
thecontinuousnatureofcommunityconcernswithintheprototyping
process.Consequently, theprojectpartnershadto identifyandne-
gotiatewaystodeliveranoutcomethatwouldadheretoinstitutional
requirements,andatthesametimeensurethattheMAZIBerlinpro-
jectwillhavealastingandmeaningfuleffect.

Infrastructuring against the troubles of project logics
Theideaof“designasinfrastructuring”(Binderetal.2011;Björgvins-
son,Ehn,andHillgren2010;Ehn2008;EhnandBadham2002)allows
onetowithdrawfromdesignasanexusofproblemsolving. Inthis
casestudy,itallowedtheteamtounderstandtheprojectasoriented
toward long-term,complexand interdependentprocessesof social
transformationbycreatingenvironmentsandtoolsthatcanbebuilt
upononeanother.

To follow the aspirations of open-source culture,MAZI had to
grow a community thatwould continue to use andmaintain tools
andtechniquesforCWNtechnologyactivitybeyondtheofficialend
ofthefundedproject.Theproblemofmaintenanceandsustainability
ofMAZIBerlinwasaddressedhalfwaythroughbytheleadpilotteam,
who decided to shift away from a focus on project “outcomes” to
thinkinganddeveloping infrastructures for “everydaydesignactivi-
tiesinactualuse”(Björgvinssonetal.2010,43).Correlatingwiththe
ideaoftherecursivepublicinopen-sourceculture(Kelty2008),such
anapproachisorientedtowarddesigninginfrastructurethatwould
providesupport foraself-organizedcommunityaroundCWNtech-
nologyand,moreimportantly,provokeitscreation.

Infrastructuring in that regard includeddesign choices on the
hardwareandsoftwarelevelthatwereorientedtowardadaptability
and ease of use; also, documentation and knowledge repositories
extended well beyond technical issues in order to include story-
tellingofexemplaryusecasesofMAZIZonesand lessons learned.
Furthermore,astrongemphasiswasgivenontechnicaltrainingand
the careful establishment of a “community-of-practice” (Wenger
1998)thatwouldmakeitpossibleandprobablethatfutureprojects
willcontinuegrowingfromtheinfrastructuresestablishedbyMAZI
Berlin.
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Nonetheless, on a more technical but fundamental level,
long-lasting usability and necessarymaintenance ofDIY technolo-
gies remains a problem within the context of academic research
projects.While theMAZIBerlin leadpilot teamfocusedoncertain
aspectsofthedesignanditslong-lastingeffect,theproject’sstruc-
ture and logic couldn’t possibly provide for upward compatibility.
Continuously updating the toolkit to adaptwith external hardware
upgradesisanuphillbattle.Asaresult, thesoftwareprovidingthe
basefortheMAZItoolkitisnotsupportedbycurrentversionsofthe
RaspberryPi,anditisbecomingincreasinglydifficulttoacquireolder
versionsofthemicrocontrollerinordertousethetoolkit.Withnore-
mainingfunding,andtheacademicandtechnicalteammovingonto
otherendeavors,sustainabilityandmaintenanceprovesverydifficult.
Anyupgradewouldmerelybea temporarystep towards thesame
problem repeating itselfwith thenextmajor versionupdateof the
technologyinuse.

In retrospect, some of the efforts toward sustainability and
longevityoftheprojectactivitiesindeedprovedfruitful:Afewofthe
workshopparticipants27 foundtheirownwaysofacquiringfunding
andcontinuingtheuseanddevelopmentofMAZI.Ontopofthat,new
projectsinentirelydifferentcontextshavebeeninitiatedbuildingon
thetoolkitand itsaccompanyingrepositories.28However,complexi-
tiesremainandareinherenttotheoverarchingprojectofcommunity-
drivendigitalsovereigntyandthebroader ideaofprototypingtech-
nologiesinacademia-communitypartnerships.

27  The neighbourhood center “Kiez Anker 36” has thus far had three follow up 
projects: “StadtTeilen” (https://stadtteilen.org/forschung/) funded by the Robert 
Bosch Foundation, “PRoSHARE” (https://jpi-urbaneurope.eu/project/proshare/) 
under the European funding program Urban Migration, and “Kiezgeschichten” 
(https://stadtprojekte.org/2020/12/kreuzberger-kiezgeschichten/) financed by the 
German Federal Ministry of Education and research.

28  For example: Miadé (https://www.dfki.de/en/web/news/detail/News/lokale-
community-netzwerke-fr-togo0/) – Local Community Networks for Togo by the 
German Research Center for Artificial Intelligence.
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Conclusion
The MAZI project aimed at building alternative technologies co-
designed in localcontextwhileexperimentingwithopenmodelsof
ownership, governance and administration. Beyond the technical
aspect,theprojectcontinuouslyintertwinedtechnicalactivitieswith
critical discourse on urban and technological futures. Furthermore,
the MAZI project explored and documented a wide range of ap-
proachesinwhichtechnologycanbeconceptualizedanddeveloped
through collaborative prototyping in hyper-local settings and with
non-technologicalcommunities.29

In the MAZI Berlin case study, the curated, but nonetheless
experimental phases with the self-built toolkit led participants to
developasenseofauthorshipandownership inregardtonetwork
technology; it also helped reducing anxieties and reservations to-
wardswhat seems to be “geeky” technology and allowed contrib-
utorstodemystifythe“blackbox”ofCWNtech.However,thesame
successeswerealsogroundsforsomeoftheconflictsandtensions
wehavediscussed.Inthatregard,roles,mandatesandpowerstruc-
tureshadtobeaddressedandcollectivelyapproachedascontingent
objectsthatcanbenavigated,alteredandadapted(Freeman1970).
Thisunderstandingiscrucialinordertoavoidreproducingformsof
dominationandtoestablishmorehorizontalsystemsofknowledge
co-productionthatarebasedonjusticeandcare.

Theneed toprototype tools fora technologicalandcivic infra-
structurecorrelateswithcurrentconcernswithregardtothecreation
andmanagement of “critical infrastructures” in the city,which are
mostlyexpressed in relation to the risksofclimatechange (Klinen-
berg2016).AsKlinenbergandotherssuggest,criticalinfrastructures
forsafeguardingcitiesarenotonlyaboutmitigatingdisasterdamage
butalsoaboutgrowingawarenesstocollectivevulnerabilityandad-
dressingdominantpoliticalandsocialinstitutions(HoweandBoyer
2016; Klinenberg 2016). By bringing together the discourses and
practicesthatrevolvearoundurbanandtechnologicalrights-to-the-
city, theMAZIBerlin case study experimentedwith the possibility
of drawing invisible lines between different articulations of critical
infrastructures, whether in urban, environmental, technological or

29  For an overview on the different pilot study activities see https://mazizone.net/
mazi-eu/pilot-studies/.
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epistemological realms. These transfigurations of urban infrastruc-
turesraisequestionsregardingthepossibleemergenceofapolitical
discoursethatbringstogetherideasandtechniqueswhichareusu-
allythoughtofandpracticedinisolationfromoneanother.

While MAZI Berlin successfully brought together discourses
and practices that revolved around the articulation of urban and
technological rights to the city, it nonetheless demonstrated the
risks of embracing openness as a taken for granted democratic
alternative. For openness to become a politically conscious alter-
nativeitmustbeinextricablyintertwinedwithaccountabilitytothe
potentialconsequencesoflocallysituatedinterventions.Experimen-
tal processesmight be indispensable for prototyping civically and
community-oriented technologies, yet, openness and collaborative
experimentation do not guarantee the advancement of digital par-
ticipation, self-determination and autonomy. Our analysis ofMAZI
Berlinsuggeststhatreworkingthecomplexobstaclesthatstandin
thewayofestablishingrecursivedynamicsofdevelopment,useand
governancemightopenupopportunitiesforbothpoliticalactionand
public discourse that problematizes and challenges the tightening,
corporatecontroloverdigitalrealms.
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In the loneliness of our soliloquies, in our monologues, 
we become conscious of our own consciousness.

—HeinzvonFoerster,1989
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Viruses as Phenomena 
of De Facto  
Destabilization and 
Potential Subversion

SiegfriedZielinski

 
 
Preface
The most important precondition for a rhetoric to succeed is that one 
should speak on only those topics in which one is competent. And 
one should do this in such a way that what comes across is one’s own 
conviction in what one is saying. I learned these two basic principles 
over a breakfast conversation with Walter Jens, the first professor of 
rhetoric at a German university, in 1990 when he was still president of 
the Academy of Arts in Berlin. He offered them as well-meaning advice, 
after noticing how nervous and uncertain I was as a young intellectual 
in advance of a panel discussion I was to lead later that evening, with 
Bazon Brock, Vilém Flusser, and Robert Jungk (back then, the Technical 
University of Berlin still had a designated faculty position for a profes-
sor of Futurology, which Jungk filled with a radically critical and ecolog-
ical spirit). The advice left a deep impression on me. For it is precisely 
these two weak spots in the system – in this case, the publishing system 
– that the pandemic of 2020/21 has laid mercilessly bare as it goes on. 
The published discourse of the past weeks and months has proliferated 
to the point of insufferability, with the facile and self-satisfied speech 
of self-appointed experts on complicated matters of medicine and bi-
ology, on complex system-connections in virology and epidemiology, 
on overheated economies, incomprehensible global relationships, and 
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their eruptive shifts and changes. For this reason, I’d like to emphasize 
at the start: I am a media thinker and am speaking in this lecture1 as a 
subject who tries to reflect critically and creatively on techno-based 
media and communications relationships. And so, if you’ll allow me to 
begin with a marginal, medial and maybe even surprising point of entry. 

I am presently working with musician, composer and sound re-
searcher FM Einheit, original percussionist and beating heart of the 
industrial avant-garde band Einstürzende Neubauten, on an internet 
platform that began as an artists’ initiative in Saint Petersburg, Russia. 
Saint Petersburg, formerly Leningrad, is that peculiar city where the 
first ever patent was issued for electronic color television over one hun-
dred years ago and where, a few years after that, the tele- electronically 
controlled musical instrument, the theremin, was invented. The first 
broadcast by Radio DON – or Radio Free Modulations, as I call the pro-
ject – was devoted to the medium itself and its potentialities; it aired on 
May 1, 2020. The second broadcast, which went online a week later, is 
focused entirely on the virus as phenomenon. The hour-long program 
concluded with a song, for which I wrote the following lyrics and FM 
Einheit the accompanying music and noise:2

 After the Pandemic...

After the pandemic 
We need stronger cars 
To be able to escape faster 
We need safer cars 
To protect us from the other 
We need mobile fortresses 
Strongholds on wheels 
Fast tanks would be ideal 
We need more, more and more

1  The text was presented in a somewhat shorter version on April 30, 2020 in the online 
colloquium Designforschung, with Gesche Joost of the Design Research Lab at the 
Berlin University of the Arts.

2  All the broadcasts are accessible on conductor Teodor Currentzis’s platform 
MusicAeterna, the above-mentioned second broadcast at the following address: 
https://musicaeterna.world/en/?id=369.
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After the pandemic 
We need higher fences 
To protect our properties 
Alphaville on all continents 
We need to accelerate our communications 
In order to increase the online delirium 
We need more virtual commodities 
We need more virtual sex 
And we need more, more and more

After the pandemic 
We need bigger football stadiums 
We need bigger concert halls 
We need bigger and faster aeroplanes 
We need bigger and faster ocean liners 
We need flying and floating castles 
We need to heat up the planet until it is glowing 
All we need is more, more and more 
From everything, for everybody

After the pandemic 
After we had slept so much and so long 
We could also wake up 
Interfere into the saturated system of correlated realities 
Recognize the other as our possible neighbor 
Meet the others with dignity 
Take care for an unconditioned dialogue and 
Dance the unconditioned WE 
We need more, more and more (of this)

The text of my brief lecture consists of seven fragmentary reflections 
and thought provocations. And so that you don’t sink into bitter melan-
choly once I finish, I will present you at the end with some constructive 
consequences in connection with these seven fragments, some pro-
jections I have derived from my reflections – primarily concerned with 
teaching and research in the fields of art and design, of creative making 
and thinking, which to my mind must comprise an indissoluble pair if 
they are to be realized with any level of sophistication.
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Reflections and thought provocations – Seven fragments 

1.
Virusesarethespawnofanatmospheretoodenseandoverheated.
Virusescanneverbeautonomous,letalonefree.Virusesleadwholly
dependentexistences;theyexistonlyinrelationtootherlivingindi-
viduals. Theyneedbodiesorbiological systems that are, inprinci-
pleand in theirhealthy form, larger,morepowerfulandricher than
theyarethemselves.Thesebodies/systemsfunctionfortheviruslike
hosts. If it isevenpossibletospeakoffreedominthiscontext,that
freedomwouldbelongtothehost,nottheguest.Thehostshave,in
theory,thechoicewhetherornottoallowtheinfectiousguestinside.
Theviruseshavenochoice.

WilliamS.Burroughs – who regrettablyneverwon theNobel
Prize for literature, although he was at least as deserving as Bob
Dylan – composedhismagnificentandcompletelydeliriousproto-
colofan intellectual junkie,Naked Lunch (1959), likea reportona
planet-envelopingvirus.Aboutitsbasicparasiticfunction,hewrote:
“Itisthoughtthatthevirusisadegenerationfrommorecomplexlife-
form.Itmayatonetimehavebeencapableofindependentlife....It
canexhibitlivingqualitiesonlyinahost,byusingthelifeofanother 
– therenunciationoflifeitself,afallingtowardsinorganic,inflexible
machine,towardsdeadmatter”(Burroughs2001,113).

2.
Thevirusdrives towarddestruction.That is itsdeterminacy. It lives
unto death, onemight say, in a play on a phrase from theDanish
philosopherSørenKierkegaard:Itlivesforthesakeoforganizingthe
deathofitshost,whichnecessarilyimplicatesitinitsowndeath(the
deathofthevirusitself).Thevirusstrivestoprolongthisprocessas
longaspossibleinordertosafeguarditsspread.Virusesneedhosts,
buthostshavezeroneedforviruses.Thissortofparasiteisalways
potentiallylethalforthem.Especiallywhenthelivingsystemsinques-
tionfreelyidleincircular full closureinanticipationoftheirexpected
death.

TheoppositionoforganicandmechanicalthatBurroughsopens
up isconstitutive for thenovelNaked Lunch,as it is forotherearly
textsbythiseminentmemberoftheBeatGeneration.What’sremark-
ablehereisthewordchoice,whichwewillencounteragainandagain
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withGillesDeleuzeandFélixGuattariintheircritiqueofthetechni-
cal:thein-oranorganic,whichtheyborrowedfromAntoninArtaud’s
anorganicbody, the“bodywithoutorgans” (corpus sans organes3),
andthemachinic,whichdeterminestheirideaoftheOtherthatcon-
frontsthehuman.

Burroughsexpresses,trenchantlyandrathersplendidly,thein-
ternalcorrelationbetweenadeath-orientedDaseinandtheextremely
organizedanddisciplinedpartsofthesocialbyanalogizingaddiction
withtheall-pervadingdestructiveactivityofcancer,whichhethenin
turncompareswithbureaucracy:“Theendresultofcompletecellular
representation[ofabody – S.Z.]iscancer.Democracyiscancerous,
and bureaus are its cancer. ... Bureaus cannot livewithout a host,
beingtrueparasiticorganisms....Bureaucracyiswrongasacancer,
aturningawayfromthehumanevolutionarydirection...Bureausdie
whenthestructureofthestatecollapses.Theyareashelplessand
unfitforindependentexistenceasadisplacedtapeworm,oravirus
thathaskilledthehost”(Burroughs2001,112–3).

(Ihavealwaystherefore,amongotherreasons,urgedthescaling
ofartsuniversitiessuch that theymakedowithaminimumofad-
ministration.Gettingthebeststudents,thebestprofessorsonecan
findfromallovertheworldtoperformaparticulartaskandallowing
themtoworkinaround-the-clockoperationresultsinaminimumof
bureaucracy.Theywillformaself-organizingsystem,inthebestcase
muchlikeatemporarycooperative.)

3.
Themostimportanteffectthatvirusesorganizepriortodeathis,ac-
cordingtoFrenchmediaphilosopherJeanBaudrillard,destabilization.
Thisiswhy – oncethey’veovercometheirinitiallethargy – thebu-
reausgetcalledsoforcefullytoaction,toputpreventativemeasures
inplace.Forinthevariouspreliminarystagesofthevirus’sdestructive
activitypriortodeathsubversionandinsurrection(uprising,revolt)are
takingplace.Bothareboundupwithoneanother:Theincreasingly
extremelydenselywovensystemsandnetworksofwhirring,circulat-
ingenergies,accelerations,enmassevirtualencountersandproduc-
tivitymaniathatwehaveourselvescreateddriveincessantlytoward

3  Artaud first used the term in 1947 in his radio drama Pour en finir avec le jugement 
de dieu. 
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theirown–atleastprovisional–destabilization.Thatisthecondition
fortheirsurvival.Andwhensurvivalisassured,thenthesystemsmay
oscillatebackintoanormalstate.

“Communicationitselfisaviralprocess,”writesBaudrillard,“in
thesensethateveryelementinthecommunicationisequalizedanda
simplenetworkemergeswherethesamecommunicatesinteractive-
lywiththesame.Formethismeansthatwhereverpoliticsitselfisim-
mersedintheworldofcommunication,itwillarriveatthesamefate
ofdestabilization,itwillbecomedestabilized...Viruses,virality,etc.,
wouldbetherevenge,theobjectualrevengeonallhumans,against
the entire human undertaking of ruling and overruling the world”
(Baudrillard1988,249).

4.
Theenormousdestructivepotentialofviralphenomenacanbetrans-
formed intoconstructiveenergies if theyareunderstood in timeas
necessaryinterventionsinsaturatedsystems.(Providedonestillbe-
lievesthefutureispossible.)Animportantmodus operandiforsuch
atransformation, inbothartisticandscientificprocesses, istheex-
periment.Theexperimentnecessarilyprecedesthetest. Ideally,the
experiment is realized as agenerator of surprise, a term coinedby
biologist Mahlon Hoagland (1921–2009) to describe experimental
processes.Ageneratorofsurprisewillprovokeadeviation,at least
momentarily, in a systemotherwise reliably established tomove in
aspecificdirection.Thisdeviation is thecondition foreverysortof
change. In pre-Socratic natural philosophy, the term clinamenwas
usedtodescribethis.InhisrenownedpoemDe rerum naturae,Lucre-
tiusdescribesthesensationalproceduresasfollows:

Whenparticlesarebornebytheirownweight/onadownward
pathstraightthroughemptyspace,/atundeterminedtimesand
randomplaces,/theyswervealittle—notmuch,justenough/so
youcansaytheyhavechangeddirection./Unlesstheyhadthis
habitofswerving,/allof themwould fall throughdeepempty
space/likedropsofrain—amongfirstelements/noimpactsor
collisionswouldbemade,/sonatureneverwouldhavemadea
thing.(Lucretius2010,II,lines302ff.)
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Thephenomenonofunforeseeabledeviationiscomparablewith
the sudden change in rhythm, either walking or dancing, that the
MarxBrotherscultivatedonstageandChaplin – orFredAstaire,in
averydisciplinedway – honedtoperfectiononthescreen.Anana-
logueincontemporarymusicperformancewouldbesomethinglike
breakbeat,withitsquick,unexpectedbreaksinonlyjustestablished
symmetriesthatprovokesuddenchangesinmovementinthebodies
onthedancefloor – aleapfromanorganictoamachinic,oratleast
machine-organized,state,forexample.

One of the most convincing and at the same time diffi-
cult body-economies was composed around 1970 by painter
and philosophical writer Pierre Klossowski under the title
La monnaie vivante (Living Currency).MichelFoucaultdescribedthe
textas“thegreatestworkofourepoch.”Itinvolvesawayofthinking
thebodythatisalreadyconsciousof itsreificationandcommodifi-
cationandattempts, from thispointoutward, to rethink thebarter
economy:thebodyasthesiteofproduction.Klossowskidedicates
particularattentiontotheexperimentthathehimselfradicallyprac-
ticed,bothaswriterandvisualartist:

As itsbasicunderlyingprinciple, industrypresumes thatevery
human phenomenon, like every natural phenomenon, can be
treatedasanexploitable material. ...However,eventhefabrica-
tionofusefulgoodshasperiodsofintermittentsterility,especial-
lysincetheacceleratedpaceofmanufacturingmustconstantly
findwaystopreventinefficiencyinitsproductionprocesses.And
theonlysolutiontotheproblemofinefficiencyiswaste.Trialand
error,which is the condition of efficiency, necessarily leads to
wastefulerrors.(Klossowski2017,50,49)

Inhis1970manifestoThe Electronic Revolution,Burroughsexplicitly
takesWilsonSmith’s scientific studyMechanisms of Virus Infection
(1963)–whichremainsaworthwhileread,almost60yearslater–as
hisstartingpoint,whenheprojectsknowledgeofvirologyontothe
medial:“avirusISaverysmallunitofwordandimage”(Burroughs
2005,7).Inawealthofdrasticexamples,Burroughsshowshowthe
conceptofaviralword-imageunitcanbeintroducedintotheassem-
blageofexistingmass-medialcommunicationsasanirritatingexpe-
rience.Hebeginswiththesimplecut-uptape-recordingexperiments,

Viruses–Destabilisation–Subversion
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whichhedevelopedwithBrionGysinasanaesthetictacticofsubver-
sion,thenmovesontothecut-upmethodwithlanguageandscram-
blingtechniques,andfinallyproposestheorganizationofasex-tape
festival:“100,000peoplebringtheirscrambledsextapes,andvideo
tapes as well, to scramble in together. Projected on vast screens,
mutteringoutoverthecrowd,sometimesitslowsdown,sothatyou
seeafewseconds,thenscrambledagain,thenslowdown,scramble.
Soonitwillscramblethemallnaked.ThecopsandtheNationalGuard
arestrippingdown.LET’SGETOURSELVESSOMECIVVIES.Nowa
thinglikethatcouldbemessy,butthosewhosurviveitrecoverfrom
themadness”(Burroughs2005,23–24).

Attheendofhismanifesto,Burroughsdescribesthe“categor-
icalTHE”ofourestablishedlanguageasa“virusmechanism.”The
“EITHER/OR”thatispracticedasanormisanother“virusformula”
thatalwaysonlyallowsforonealternative:“youORthevirus.EITHER/
OR.This is inpointof facttheconflict formulawhich isseentobe
the archetypical virusmechanism” (Burroughs 2005, 35). Through
critical reflectiononanencrusted semantics,Burroughsultimately
develops theconceptofa languageyet tobecreated thatwillnot
onlyeradicatethevirusmechanismsbutmaketheirformulationsim-
possibleinthenewlanguage:“Thislanguagewillbeatonallanguage
likeChinese,itwillalsohaveahieroglyphicscriptaspictorialaspos-
siblewithoutbeingcumbersomeordifficulttowrite.This language
willgiveonetheoptionofsilence”( bid.).

5. 
“Socialdistancing”isastupidtermderivingfromthesamedeceptive
semanticvicinity thatgaveus “socialnetworks.”What theconcept
aspiresto, inthecontextofthepandemic, is infacttheoppositeof
what the termdesignatesonasuperficial level. “Socialdistancing”
demandsamaximaldegreeofsocialapproach,inthesenseofasol-
idarity that isso inflatedas tobeemptiedofmeaning,whileat the
sametimeamaximalsuspensionofphysicalcontact.

Therein exactly resides the definition and function of the
telematic.Foratleasttwocenturiesalready,wehavebeenworking
“remotely,” since the first technical artifacts and concrete systems
wereinventedfortheremoteconnectionofthosewhocouldnotbe

i
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presenttogetherinthesameplace.4Inourpracticewiththesecultur-
altechniques,wearewelladvanced.Hundredsofmillionsofpeoplein
the20thcenturyhavebeenintensivelytrainedindistancingfromoth-
erbodies,fromthatwhichisnon-identicalwithourselves – whether
throughpandemics,worldwars,economiccrises,missionstoouter
spaceorabovealltheincreasingcommodificationofcommunication.
Tele-communication is theconstantpraxis inour interactionswith
representatives,withavatars,withdematerialized,de-eroticized, at
bottomstatisticalbodies (unitsbased instatistical informationand
calculations).

Whatwearenowmeantto learn isabizarrebalancingact.At
thezenithofouralienationfromthebodyoftheOther,atwhichpoint
evennature itself turns against thephysical identity of the human
being,we aremeant to practice social nearnesswith one another
fromanappropriatedistance – butnearnessisnolongerasensory
experience;itisinsteadtheabnegationofphysicalcontact.(Andthis
isthinkableonly inthosefewplacesontheplanetwheresufficient
physicaldistancebetweenpeopleispossible.Withmoney,onemay
buy distance. While poverty compels nearness.5) Thus, absolute
proximity will henceforth be a component of an advanced culture
ofsubstitutionandsimulacrum.Theso-called“socialgraph,”which
digitallyandadministrativelygoverns the relationships ina system
likeFacebook,ismeanttobecomegeneralizedaslifeexperience.

Interestingly, at the zenith of the disembodiment of reality,
a counter tendency is asserting itself in the research on artificial
extelligence. Inrobotics inparticular, theconceptsofanembodied
intelligence(EI)aregrowinginsignificance.6Here,strictlyrule-based
systemsworkcloselytogetherwiththeirregularitiesanddiversepro-
ductivepotentialsofmatter.

4  In the deep-time dimension, this genesis of telematic techniques can be thought of 
even more broadly – as far back as two millennia. Cf. e.g., my essay “War & Media” 
in Zielinski 2019.

5  “poverty and proximity  
belong to the same 
semantical neighborhood” 
is the refrain of a song, I wrote for episode #14 of the MusicAeterna series; it has the 
thematical focus of touch. https://musicaeterna.org/en/media/fm_14_touch/.

6  Cf. for instance Ralf Der and Nihat Ay’s projects at the Max Planck Institute for 
Mathematics in Leipzig, represented in summary form in Albus 2009.
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Ahopefullytemporary,butforthemomentsensiblevade-mecum
in thissituationcouldbe the installationofacontinuousand thor-
oughlylivablesplit,comparabletothesuggestionwithwhichIcon-
cludedmybook[...After the Media]justabouttenyearsago:

Fig. 1  On their shoulders the misers whose religion is Mammon carrying the universe. 
After the stock market crash of 1720 in France, England and the Netherlands, 
investors who had lost money called the stock dealers in illusions “wind traders.” 
In this book “traders of wind” is also used to refer to laterna magica projectionists. 
In: Het groote tafereel de dwaasheid. Vertoonende de opkomst, voortgang en 
ondergang der Actie, Bubbel en Windnegotie, in Vrankryk, Engeland, en de 
Nederlanden, gepleegt in den Jaare 1720, Konst-Plaaten, comedien en Gedigten. 
Amsterdam: Zoote en Wyze, “Atlas Kegelspe.”
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Toavoidanexistence that is toocaughtupwithin timeand is
thereforeparanoid,and toavoidbeing to littlewithin timeand
thereforethinkingoneisathomeontheringsofSaturninme-
lancholyandbitterness,itishelpfulasaprincipletocultivatethe
conscioussplit.Weorganize, learn,debate,andamuseoursel-
ves in technologicalnetworks.Weenthuse, think, enjoy,belie-
ve, and trust in autonomous, separate situations, eachonhis/
herownandsometimeswithotherindividuals.Thisamountstoa
balancingact:inasinglelifetimewehavetolearntoexistonline
andbeoffline.Ifwedon’tsucceedinthis,weshallbecomemere
appendagesoftheworldthatwehavecreated,merelyitstechni-
calfunctions.Weshouldnotallowcybernetics,thescienceofop-
timalcontrolandpredictabilityofcomplexevents,thistriumph.
(Zielinski2013,261)

6.
Andherewearebackwherewe started.According toBaudrillard,
over-integrated systems necessarily bring about their own demise.
Viruses aremeans of initiating such a process and, once initiated,
acceleratingit.Thisistheapocalyptical – thusatroottheological – 
thinking.Exactly likethe ideaofanaturethatnowsuddenlystrikes
back,onlyaftertheagingplanethasfinallyclearlyperceivedwhatwe
havewroughtuponit.

Nature has, since we have begun to think it, i.e., to live con-
sciouslywithinit,noautonomousandthereforenodivineexistence.
Itdevelopsinreciprocalinteractionwithitsinhabitants,itstemporary
guests – as do the inhabitants in reciprocal interactionwith their
planetaryhost, theearth.Norhasculture, since its inception, ever
hada“symbolicimmunity,”asBaudrillardclaimsinhisreflectionson
thevirus.Asafragilesystem,culturewasandis – ifweprefernot
tothinkofitasascleroticconservatorium – alwaysassailable,and
what’smore:Itispreciselythisassailabilitythatmakesitmalleable
inthefirstplace.Humansandnatureexist – asdohumansandma-
chines – in anon-trivial relationshipofmutual interdependencies.
Thatmeansthattheyreciprocallydestroyoneanotherbutarelike-
wiseabletoreciprocallylearnandprofitfromoneanother.

Viruses–Destabilisation–Subversion
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7.
Telematicsmeansamodeofcommunication inwhichthemessage
isremovedfromthebodyofthemessenger.7Notonlydomessages
independentofthebodyofthemessengertravelmuchfasterthrough
thetelematicnetworks.Theyalsobecomeubiquitous,areeverywhere
atonce.Inthiswaytheyestablishaphenomenonoftherationalthat
residesoutsidethebody,whichcanthereforebedeemedanartificial
extelligence. In the system of artificial extelligences, viruses rank
amongthetactics,perhapseventheguarantorsofeffectuation.The
minuteweleavethehighlysecurednon-terrainofthevirtualanden-
ter into the atmosphere of the rumbling, oscillating, uncontrollable
real,theintelligententityexposesitself.Thatisnotonlyitsgreatest
risk.Itisalsoitsgreatestfortune.“Themouthcomesintobeingwith
thescream,”wroteHeinerMüllerinhisNachtstück.8

As the medial producers that we are, we belong among the
“tradersofthewinds.”Wedealinillusions,inthatwhichonecannei-
therlayhandsonnorrelyon.Theveryleastthatoughttobedemand-
edofus(andthatweshoulddemandofourselves)isthatweplumb
theetymologicaldepthsofthemeaningofthismalapropismandthen
takeveryseriouslythefactthattheLatinverbilluderedoesnotonly
meantofib,tofool,tomakeabeautifulsemblance.Italsomeansto
takea risk, toput somethingat stake.That’s theprivilegeand the
obligationofthosewhosecreativeactivitiesareofficiallyclassedat
thestartof2020asnon-systemrelevant.

Inhispublishedpostscripttoa1988lectureattheArsElectron-
icafestival inLinz(Austria),theteleologicalthinkerBaudrillardsur-
prisedusrightattheend,withatwistheputinparentheses:

(But the recent appearance of electronic viruses doespresent
uswithanoteworthyexception:onemightsaythathereinisre-
vealedthemachine’sschadenfreudetogenerateorincreaseper-
verseeffectsandtoannihilateitsownfunctionalitybywayofits
ownoperations.That’sanironicandinterestingtwist.Itcouldbe
thattheartificialintelligenceparodiesitselfwiththislatestviral
pathologyand in thiswaydevelopsakindof real intelligence.)
(Baudrillard1989,131)

7  Cf. in depth Zielinski 1990.

8  Here cited from Karl-Heinz Barck’s magnificent text “Artaud” (Barck 1996, 10).
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Themostawfulofallpossibleconditions – towhichwenowmust
collectivelyreturn – isnormality.Atthemoment,thisisbeingextolled
asa return toParadiseLost.TheplaywrightHeinerMüller told the
story,brieflyandimpressively,likethis:“Ihadadream.Itwasanight-
mare.Iwokeupandeverythingwasbackinorder.”9 – Orderisasign
oflack.Weneedtheabundancethatembracesdisorder.Onlyoutof
abundancewillart,poetryanddesign,aswastefulpraxes,developto
thehighestlevel.

New faculties: The arts and the thinking & making  
to be designed/created
Now, what can interventionist thinking and doing mean in those
spheresinwhichweareactiveassubjectiles?10Howdowedealex-
perimentallywithourrealities,whichhavebecomehybridsofnature
and technics,of thebiologicaland the technological?Whatsortof
consequencesmightwedraw for themicrouniverses forwhichwe
are responsible and inside of which we think and act – namely,
academies,collegesanduniversitiesofartanddesign?

In light of the present confusions, once again in our history
two poles peel away, twomodes of potentially constructive inter-
vention.Theobviousoneisacyberneticallybasedpragmatism,like
that represented inpandemicdebatesby,amongothers,Benjamin
H.Bratton(2020).Thispragmatismtrustsinthelogicofappliedso-
cialsciences,whichbythispointareundergirdedworldwidebyad-
vancedinformationtechnology,sophisticatedstatisticalprocedures
andprobabilitycalculations. Itpursues thesense of realityand the
hopethateventhelastremaindersoftherealmightbemasteredby
whatamountsbasicallytotechnicalreason.Thetension-filledalter-
nativeisgroundedalbeitunbridledspeculation.Thisisboundabove
alltothesense of possibilityandpermitsitselfthefreedomandthus
theluxurytothinkandforgehorizons.

Mytrustinstatisticsandpurpose-drivendataadministrationis
limited. Thinking, designing, aesthetic doing should never become

9  Heiner Müller, Wolokolamsker Chaussee IV: Kentauren (1986), here cited from FM 
Einheit’s acoustic experiment “Resistance” on the MusicAeterna platform: https://
musicaeterna.org/en/media/fm_5_resistance/.

10  This neologism, formed of the words subject and tactile, was invented by Antonin 
Artaud; Jacques Derrida wrote an extensive commentary on it in his essay 
“Forçenerle subjectile,” in Thévenin and Derrida 1986.
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domesticated.Theconstantefforttomakeamoveintotheopen,to
travelintotheunknowniswhatallowsus,likeanethnologist,tosee
thealien insideourownand to let unfold the “continuitybetween
matter and the power of imagination.” “Matter and dreams forge
pathsthatarenotthesamebutthatcorrespond.”11Asamateriologist,
Iproceed,withtheArabicpolymathandphilosopherAvicenna,from
theassumptionthatformisthefiery truthofmatter.Whatispossible
asmaterialsensationisbynomeansexhaustedbywhathasalready
becomeofit.Andthisiswhatyieldsthepossibilityandnourishesthe
freedomtogoondreamingforward.12

Onthehorizon,an imagined academy is takingshape,notun-
likeItaloCalvino’s imaginedcities, inwhichthereareanenormous
varietyofdisciplinesthatcannotbeestablishedbecausetheyresist
institutionalizationandthatwillremainun-chairedbecauseonedoes
notsitthemout.Theyarenotonlytoocomplexforthesethings,but
toofractious.Rather,thefieldswearedealingwithareenergyfields,
motivationfields, irritationfieldsandtheirassociatedfaculties – in
thebestsenseof theword:as indissolubleunitsofpoiesisand in-
tuition,ofmakingandtheory.Theyhavethecharacteroftemporary
transversal cuts,13ofdiagonal praxesthatareinapositiontomediate
betweentheartsandsciences.

DIGNITYisthemostimportantfaculty,theelaborationofwhich
wewillhavetore-learnandtore-teach.AttheUniversityofGlasgow
inScotland,oneofEurope’soldestacademicprofessorialchairs is
dedicated to this.What’s at stake in this sort of faculty – beyond
theChristian-influencedethicsoftheage-oldpositionitself – isthe
elaborationofanall-encompassingrespectasalifeprinciple.They
practice – in thinking and doing – the appreciation of theOther,
whichentailsnotonlyotherwaysof thinking,othergenders,other
cultures,butalsotheOthersofnatureandtechnics.

Thissortofintellectualaswellasartisticactivity,whichiscon-
sciousofthereciprocal interplaybetweenthedifferentagenciesof

11  I am following and quoting here from Roger Caillois’s essay on the octopus (Caillois 
1973).

12  This forward-dreaming is a rhetorical figure from the philosophy of Ernst Bloch, 
whose re-reading of Avicenna I am referencing above (Bloch 2018).

13  Cf. Caillois 1964. It’s here that Caillois develops the demand “to give diagonal 
sciences a chance.”
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Fig. 2  Grandville, J.-J., Joseph Mery, Raban, and Emmanuel Brice. 1849. Les Étoiles: 
Dernière Féerie. Par J.-J. Grandville. Texte par Mery. Astronomie des dames, par  
le Comte Foelix. Paris: G. de Gonet.
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nature and technics, necessitates a faculty of theATMOSPHERIC,
ofwhichwe,asinhabitantsofEarth,areaconstituentpart.Theat-
mosphereisourhost.Weneedittoexist(persist),while,existentially
speaking,itdoesnotneedus.Wehaveacquiredamorethanpoten-
tiallyviralcharacterfortheatmosphere.

Unpredictableandunexpectedeventsrequirethatwecultivate
extraordinary expertise in EXTRAORDINARYMEASURES. InWest
Berlininthelate1980s,KurtJotterfoundedtheactivistgroupFDGÖ
(Foto,Design,Grafik,Öffentlichkeitsarbeit – or:photo,design,graph-
ics,publicoutreach);performingastheBureauforUnusualMeasures,
thegroupmadeartinterventionsinpublicspace.Thiscollectivegot
byjustfineabsentthepower-seekingvanitiesoftheZentrumfürPoli-
tischeSchönheit (ZPS).14Their key zoneof interventionwasurban
communications,particularlyundertheconditionsoftelematicrela-
tionsthatwerethenestablishingthemselves(Relation-Chips,1984).
Comparable groups emerged time and again throughout the 20th
century, from theStrayDogs in pre-warSt. Petersburg toGruppe
SPUR and the Situationists.We are always in need of groups like
thesewhenitcomestointerveninginsaturatedrelationsandirritat-
ingcomfortableharmonies.

Underconditionsofhighlynetworkedcommunicationrelations
andtheincreasingtechnificationofourwaysofliving,extraordinary
measures likethesemightbearticulatedinafacultythatwecould
call – withinternationalactivistslikeJulianOliver,DanjaVasiliev,and
GordanSavičić – CRITICALENGINEERING.Undersuchrubric,we
understandanequallyconstructiveandcritical,theoreticalandprac-
ticalactivitythatfollowsfrominterventionistthinkingandthatiscom-
mensurablewithelaborated,networkedmachines.Thisthenputsus
inapositiontoreinterpret,ortooccupyinstrangeways,artifactsas
wellas theconcrete technicalsystems inwhich theyarebound. It
wouldbealogicalcontinuationofafacultyforPATAPHYSICS.

Afacultylikethisiscloselyconnectedwithtechno-andpoeto-
logicalworkonNON-CENSORABLE,orbetter:HARD-TO-CENSOR
SYSTEMS,whichrepresentsoneofthegreatestchallengestoartand
design in thecomingdecade.On theoccasionofour international
conference“PotentialSpaces”inFebruary2017,Chinesemediathe-
oristGaoShimingoftheChinaAcademyofArtsurprisedeveryone

14  https://politicalbeauty.de/.
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withthefirstdraftofhis“HackingMedia/ArtManifesto,”whichwas
alsointendedasapositionstatementforhisfutureactivitiesasDean
inHangzhou. In it,hepleadedthecasefora“NeoMedia/Art” that
needstoorientateitselftoandadoptthoseinformationtechnologies
throughwhichmechanismsofdominanceunderadvancedcapital-
ismarerealizedasdatapoliticsanddatacontrol. It isonlythrough
thecriticalapplicationofthesetechnologiesagainsttheirownmech-
anismsofsurveillanceandcontrol,accordingtoGao(2019,50),that
thelattercanbeeffectivelyexposed:“NeoMedia/Arthastomakethe
mediainourhandthemostincisiveandcontroversialcontent,there-
byresistingagainstthenewtechnologiesofcontrolandseduction.”15

Wealsoneed topayspecialattention to the trainingof future
CHAOS-PILOTSandKAIROS-POETS.If,underthebannerofexpand-
edpossibilitiesforinterventionattheinterfaceofmedia-humansand
media-machines, it sohappens thatcreativityhasbecomea foun-
dationalsocialcompetenceandthetraditionalmodeloftheartistis
exhaustedintheartitself – evenasitadvancestobecomeaguiding
modelforsocialactivityingeneral –thenitseemsadvisableatleast
toworktowardsupplementaryidentities.Thecompetenciesthatart-
istsandintellectualsurgentlyneedforthefuturecanbeunderstood
(especiallyafterthepandemicof2020)astacticalfiguresthatdonot
letthemselvesgettransposedordeployedasstrategies:chaos-pilots
andkairos-poets – figureswhoare inapositionnot justtohandle
unpredictabilitiesbutwhocanalsoorganizethemwhilestillrefusing
toadministrate them, figureswhocanseize the fortuitousmoment
(onfilm,ontheweb,onstage,inthegallery,intheauditorium,inthe
museum)andgiveitacharge.Withoutatendencytowardcomplex-
ityandwithouta tendency toward time – the twoare inextricably
bound – neitheradvancedthinkingnoradvancedaestheticpractice
areevenimaginable.

Just likewe need artists and designerswho are in a position
tointerveneinthosetemporalstructuresthatundercutourpercep-
tiononthemicro-scale(asinhigh-frequencytrading),wealsoneed
thinkersandpoetswhocanoverflowourtime-spaceperceptionson
themacro-scale(asinastrophysics).IcallthisfacultyPALEOFUTUR-
ISM.Itwouldbeideallysuitedtoexploreanddevelopthespacesof

15  In the same conference publication, there is also an early and more detailed 
description of my proposed new faculties.
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possibility of past and futurepresents and togenerate from these
thesortsofsurprisesintherelationshipbetweenmedia-humansand
media-machinesthatareessentialtoourlives.

I am likewise calling for a re-start of pataphysical projects as
an elaborated CULTURA EXPERIMENTALIS. In Critical Engineer-
ingwealreadyfindacounter-proposaltothecultureoftestingand
system-optimization. Doubtless the uncompromising nurturing of
a culture of experiment ought to rank among the core faculties in
academiesofartanddesign.

And if in the endwe are to take seriously the challenge of a
non-territorialorientation,wewillbeunabletoavoidputtingbackinto
theforegroundofouranticipatoryattentionthoseskillsthatcomprise
theKNOWLEDGEOFTHEWINDSANDNAVIGATION.Thisfaculty
usedtobedecisive,backwhenrelationshipsofexchange – whether
ofknowledge,goodsorculturalexperiences – werestillprincipally
generated throughwatercraft.And itwill againbecomeanessen-
tial component of our future knowledge. From a pacific or ocean-
ic perspective, this state-of-affairsmight be liable to a completely
newinterpretationofa“moveintotheopen”(DietmarKamper).The
courageandtechniquesneededtonavigateacrossgreatdistances
in apparently unbounded and definitively ungovernable space are
clearly distinguishable from those required to negotiatewithin the
proximityofterritorialneighborhoods.

At no point should we cease to PROJECT ALTERNATIVE
WORLDS;norshouldwequitworkingtorealizeaborderlessHOSPI-
TALITY – asanessentialcomponentofanunconditioned university in
theDerridean sense, in the senseof anunconditioneddialogue in
whichWEarethespaceofpossibility.

Almostlimitlessmodesandmediaareavailabletousinthearts,
indesignandinthought,inwhichfacultieslikethesecouldoperate
effectively.Itisuptous,whetherandhowresolutelyandunderwhat
connectionswedecidetousethem.
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