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Rethinking European
Cyber Defense Policy

Toward a Defense Superiority
Doctrine

The United States has abandoned old-fashioned thinking that
focused on deterring cyber operations below the threshold of armed
conflict. It now opts for a new doctrine of “persistent engagement” in
cyberspace, which emphasizes offensive cyber operations to shape
Valentin Weber the behavior of adversaries. Rather than follow in the footsteps of
Research Fellow, the US, the EU should shape cyberspace into an environment of
Technology and Global P .
Affairs Program defense superiority, thereby helping forestall attacks both at and
below the level of armed conflict.

— The European Union should implement systemic measures to
improve cybersecurity by encouraging encryption and redun-
dancy in critical systems, as well as increasing the speed of
patching and the quality of open-source software.

— The EU needs to engage in strategic capacity-building abroad,
setting geographical priorities in Southeastern Europe and the
Middle East, as well as South and Southeastern Asia.

— It must foster the deception of attackers through decoy network
elements.

— EU member states should envisage conducting limited cyber
operations to disrupt ongoing attacks.
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The European Union lacks a doctrine in cyberspace,
concluded Thierry Breton, EU Commissioner for In-
ternal Market, in 2021 The EU’s current cyber strat-
egy from December 2020 neglects to develop such
a doctrine; instead, it engages in traditional deter-
rence thinking, which aims to deter attacks through
denial and punishment.? This strategy ignores the fact
that measures of denial and punishment have been
largely unsuccessful in deterring malicious interna-
tional behavior below the threshold of armed con-
flict. While the EU’s focus on the gradual increasing
of resilience and reducing the incentive for attack
through sanctions and verbal condemnations is nec-
essary, it is insufficient for fending off cyber opera-
tions.® In December 2021, a cyber operation targeting
the Belgian Ministry of Defense compelled segments
of its network — e.g., its mail system — to be taken of-
fline for days.* In January 2022, Germany’s domestic
intelligence service, the Bundesamt fiir Verfassungs-
schutz, revealed that APT27, a Chinese hacking group,
had been stealing intellectual property from German
pharmaceutical and technology companies.® Both of
these incidents show that adversaries are not de-
terred from conducting operations despite potential
punitive measures.

For its part, the United States has recognized that
old deterrence thinking needs updating and has con-
sequently changed its own doctrine and strategy
for cyberspace. The current US strategy of defend-
ing forward emerges from a doctrine that considers
traditional deterrence thinking as not appropriate
for fending off attacks below the threshold of armed
conflict. In other words, despite attempts to focus
on denial and punishment, the United States contin-
ued to be hit by attacks such as the Sony Pictures
hack and Office of Personal Management hack. The
new US strategy of defending forward also emerg-
es from the doctrine of persistent engagement. Per-
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EU CYBERSECURITY STRATEGY

On December 16, 2020, the EU presented its
new strategy for cybersecurity. On the one
hand, this strategy attempts to achieve denial
through regulation of the EU market, which
promotes resilience of devices, networks, and
actors on EU territory. On the other, it attempts
to do so through capacity-building abroad.
Punishment may be applied if a hostile state
disregards norms of responsible state behavior
by, for example, attacking national critical
infrastructure or undermining democratic
processes. In this case, the EU strategy rec-
ommends the use of the EU Cyber Diplomacy
Toolbox.

sistent engagement rests on the belief that states
like China, Russia, Iran, and North Korea engage in
persistent opportunism in cyberspace and need to be
countered constantly, rather than only in the event
of a major attack.’ The idea is to change the behavior
of the adversary by engaging them globally, close to
the source of malicious behavior. This means break-
ing into foreign systems, sometimes on allied terri-
tory.” Resilience and defense are also part of the US
posture, but they are mentioned only marginally.?

EU member states have mostly restrained them-
selves from taking an overtly offensive cyber posture
or using their offensive capabilities because they fear
further propelling the digital arms race. The experi-
ence of the United States confirms these fears since
the bold US narrative is likely to incite the further
militarization of cyberspace.’® If all countries, includ-
ing China, engaged in this kind of offensive thinking,


https://ec.europa.eu/commission/commissioners/2019-2024/breton/blog/how-european-cyber-resilience-act-will-help-protect-europe_en
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it would raise concerns not only in the United States
but also across the globe.!” Furthermore, trying to
shape the behavior of actors may not be as effective
as planned - both state and non-state adversaries
keep on compromising US networks successfully and
at a large scale, as demonstrated by the SolarWinds
hack and the Colonial Pipeline ransomware attack.

The primary lesson for the EU to learn from the US
experience is that it is futile to significantly alter the
behavior of adversaries through cyberspace. And yet,
the EU’s current defensive approach of trying to dis-
suade adversaries from attacking is futile too. Rath-
er than trying to shape adversary behavior, the EU
should shape the substance of cyberspace itself, which
would, in turn, raise the cost for malicious actors to
engage in offensive behavior. The EU doctrine should
explain why it is important to tilt the offense-de-
fense balance to the defender’s advantage.! It should
highlight why it is crucial to strengthen the defend-
er in each dyadic relationship with an attacker. This
doctrinal thinking can be summed up as defense su-
periority in cyberspace.”

Acting upon this doctrine, the EU should follow what
this policy brief defines as a strategy to secure the
cyber domain that focuses on the following:

» Making cyber operations less significant, i.e., redu-
cing the propagation of malware across companies,
ministries, and individuals, for example through
information sharing

* Decimating the disruptive effects of cyber opera-
tions through redundancy

* Limiting the depth of intrusions with tools such as
multifactor authentication

This proposed strategy does include some elements
of persistent engagement, such as limited cyber op-
erations to disrupt operations. However, those cyber
operations are not a priority here, and they are not
meant to change adversary behavior or gain relative
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advantages compared to hostile states. In the secur-
ing the cyber domain strategy, cyber operations are
only meant to disrupt ongoing malicious operations.
Moreover, this strategy differentiates itself from US
posture in cyberspace, which encourages malware to
be implanted in the critical national infrastructure of
an enemy, creating a deterrence mechanism by hold-
ing it at risk to discourage attacks above the thresh-
old of armed conflict.® The strategy of securing the
cyber domain does not subscribe to implanting mal-
ware for such a deterrent purpose.

IMPLEMENTING DEFENSE
SUPERIORITY THROUGH A
STRATEGY OF SECURING
THE CYBER DOMAIN

The doctrine of defense superiority states that,
in many instances, cybersecurity is best achieved
through a defensive rather than an offensive posture.
What is more, many sophisticated and high-resource
cyber operations are already more expensive for the
attackers than the defenders.® What the EU has failed
to do so far is to significantly increase the instances in
which the defender enjoys superiority. By increasing
the level of cybersecurity systematically throughout
the system - in society, the private sector, the govern-
ment, and the military - in the EU and beyond, the of-
fense-defense balance can be more strongly tilted to
the defender’s advantage.'® This strategy goes beyond
taking a defensive posture, which is what the EU cur-
rently does; it is about changing cyberspace to favor
the defense. In this process of enhancing cybersecu-
rity, hostile cyber operations will continue. However,
with time, their possibility to affect entire systems and
industries will be reduced and their occurrence made
more tolerable.

The internet was not built with security in mind,
but this can be changed over the medium and long
term with a securing the cyber domain strategy. To
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achieve this and become more secure, the EU will
have to shape not only the cyber-ecosystem with-
in its borders but also the cyber-ecosystem abroad.

More specifically, the strategy should consist of de-
nying cyber operations their significance through
these measures, each of which is explained in more
detail below:

* Systemic measures to improve cybersecurity

* Strategic cyber capacity-building abroad

* Deception

* Limited cyber operations to disrupt ongoing attacks

Systemic Measures to Improve Cybersecurity
Rather than minimizing the impact of attacks (inde-
pendently of what adversaries do), the main idea be-
hind current EU regulation is to build up defenses to
dissuade adversaries from attacking (deterrence by
denial). The way the EU and its member states is-
sue such regulations is piecemeal, often focusing
on threats against national critical infrastructure. In
no way does this approach follow a comprehensive
strategy to make cyberspace defense superior at a
systemic level.

With respect to regulation, the EU has already been
very active with several directives that aim to in-
crease the cybersecurity level in critical sectors such
as banking, drinking water, and health care.” These
industries are now required to conduct risk assess-
ments and report cybersecurity incidents to author-
ities. In the latest EU directive, new sectors have
been added that need to comply with these regula-
tions. Another of the EU’s notable regulatory mea-
sures is the Cyber Resilience Act, the goal of which
is the creation of a shared cybersecurity standard for
products related to the Internet of Things (IoT).® Ma-
jor challenges to implementing these regulations are
finding the human resources within member states
to monitor the cybersecurity standards that are
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being set for them and setting economic incentives
for companies to comply.”

The EU and its member states should also commit to
strong and ubiquitous encryption and enshrine this
in the regulatory environment.?’ Weakening end-to-
end encryption, as currently discussed in EU insti-
tutions, would weaken cybersecurity for everyone
in the EU and give foreign governments even more
advantage in their cyber operations, thereby tilt-
ing the offense-defense balance further in the at-
tacker’s favor. In addition, the EU needs a regulatory
framework that incentivizes the diversification of
networks. This could be achieved by increasing the
number of fiber lines and building resilient industri-
al and command and control systems that have re-
dundancy mechanisms in place.” Yet another way to
strengthen cybersecurity throughout the EU’s ter-
ritory would be to further roll out multi-factor au-
thentication, which blocks around 99 percent of the
most recurrent attacks,??> and make it easier to use.

Improving the security of software supply chains
should become an integral part of the national securi-
ty policymaking of the EU and its member states.?*This
could be done by setting up long-term funding to sup-
port the security and patching of vulnerabilities of
open-source software, which could reduce the fre-
quency of incidents such as the exploitation of a bug in
the widely used Log4j.** That bug was partly the result
of the fact that the library software was only looked af-
ter by three volunteer programmers - clearly, they did
not have the resources to provide proper security for
it. Especially given how many users rely on such open-
source software programs, investment in defending
them would be a valuable step.

The EU is particularly well suited to shape the cyber-
security landscape around the world as it could start
by doing so in its own market of 450 million consum-
ers. While import requirements could induce com-


https://www.atlanticcouncil.org/in-depth-research-reports/report/breaking-trust-shades-of-crisis-across-an-insecure-software-supply-chain/
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panies supplying EU markets to comply with high
cybersecurity standards, the EU is unlikely to be able
to secure the cyber domain all by itself. It will have to
create strategic partnerships with the United States,
Taiwan, South Korea, Japan, and other countries to
create synergies. For example, while the US might
not prioritize resilience in its cyber posture, there is
still much space for collaboration, such as in improv-
ing the security of open-source software.?

Strategic Capacity-Building

At the same time, the EU should engage in stra-
tegic cyber capacity-building. This means that it
must establish geographical priorities as to where
it provides financial and expert assistance, i.e., re-
gions from where much of the hardware and soft-
ware used in the EU originates. The EU must focus
its capacity-building efforts on the geographical area
spanning Southeastern Europe, the Middle East,
and South and Southeastern Asia. This area - which
this author has labelled the Vulnerable Technologi-
cal Crescent (see graphic 1) - is one of the world’s
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most important to the tech sector as it harbors an
abundance of technological supply chains.? And yet,
it remains fundamentally vulnerable. An obstruction
of this area would have enormous economic conse-
quences for the EU. Hence, resilience there is of ut-
most importance.

Countries within this crescent, for example Geor-
gia or North Macedonia, are also frequently used by
Russian state actors as testbeds for malicious cyber
tools. Hence, building resilience there would allow
the EU to get a better grasp on the threats lurking
in these systems today that could target EU member
states tomorrow. Similar geographical focal points
could be envisioned in Southeastern Asia in areas
along China’s Belt and Road Initiative, which are like-
ly riddled with Chinese malware.”

Meanwhile, the EU should anchor its doctrine of de-
fense superiority within its capacity-building pro-
grams to promote its worldview among other states.
The more states invest resources to implement this
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doctrine and collaborate with the EU by building ca-
pacities to achieve it, the more defense superior cy-
berspace will become beyond the EU’s borders.

Deception

The magnitude of attacks may also be reduced if it
takes attackers more effort to identify valuable da-
ta and systems.?® This effect can be reached through
deception. Endpoint deception, for instance, in-
volves the creation of decoy network elements that
are meant to consume the attacker’s time and lure
them away from real network elements.” If one is
bolder, one could use honeypots to lure the attacker
into downloading malicious software through which
the defender could disrupt ongoing attacks on its
networks.*

Limited Cyber Operations to Disrupt

Ongoing Attacks

The issue of conducting cyber operations is entire-
ly left out of both the 2020 EU Cybersecurity Strat-
egy and the EU Cyber Defense Policy Framework
that was updated in 2018.3' The EU Mutual Defense
Clause allows for assistance between states in the
case of a cyberattack that is severe enough in char-
acter, but it omits defense below this threshold,
which is the primary focus of this policy brief.*? The
usefulness of such capabilities is raised in the Euro-
pean Parliament resolution of October 7, 2021, on
the state of EU cyber defense capabilities; it states
that “cyber defense is more effective if it also con-
tains some offensive means and measures, provid-
ed that their use is compliant with international
law”®®* Those notions are vague and also do not ad-
dress the challenge of responding to less severe cy-
ber operations.

EU member states should have capabilities for con-
ducting cyber operations to disrupt ongoing at-
tacks.?* These could include taking down botnets
or ransomware operations when states that harbor
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such infrastructure remain uncooperative. In this
way, malicious cyber operations are prevented from
escalating and producing significant effects. The re-
sponse to such attacks should be bound by time - for
example, it should not be possible to use offensive
cyber means a year after an attack took place.

What is more, retaliation and the incurrence of
costs should be limited to other domains. Punish-
ment of cybersecurity or technology companies
should be imposed through economic sanctions, for
instance, rather than a cyber retaliation. This is due
to what appears to be the ineffectiveness of signifi-
cantly changing adversary behavior in cyberspace
through cyber means, as illustrated in the introduc-
tion. As a result, punitive measures outside the cyber
domain should be prioritized. Those are illustrated in
the EU Cyber Diplomacy Toolbox and involve sanc-
tions and public statements. While their effective-
ness can be questioned as both are often imposed
too late and have too mild an effect, they at least al-
low for clear signaling to an adversary that one dis-
approves of malicious cyberattacks. This showing
of disapproval is often difficult to achieve in cyber-
space, due to the secretive and often anonymous na-
ture of the cyber domain.®

WHY DEFENSE SUPERIORITY IS
THE RIGHT DOCTRINE FOR THE EU

Coherence in Cyber Defense and Diplomacy

The goal of securing the cyber domain both at home
and abroad translates into coherence in cyber de-
fense and diplomacy. In the United States, per-
sistent engagement and diplomacy are often at odds,
because the former inherently has an inclination
toward the weakening of cyber systems (maintain-
ing backdoors) and offensive behavior. On the oth-
er hand, US diplomats promote strong systems
that assure privacy and the freedom of expression


https://www.europarl.europa.eu/meetdocs/2009_2014/documents/sede/dv/sede200612mutualdefsolidarityclauses_/sede200612mutualdefsolidarityclauses_en.pdf
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2 - THE CYBER POSTURE OF THE UNITED STATES FOCUSES PRIMARILY

ON PUNISHMENT AND FRICTION

Doctrine

Persistent engagement

Doctrinal belief

The United States is in constant engagement with
adversaries in cyberspace and needs to use the offen-
sive advantage

Strategy

Department of Defense Cyber Strategy (2018)

Rationale behind the strategy

Through constant presence in enemy networks, malici-
ous operations can be preemptively identified, halted,
and deterred

Strategy for addressing operations
above the threshold of armed conflict

Offensive cyber operations are conducted to cause a
deterrent effect (punishment), e.g., malware implants
in the critical national infrastructure of an adversary
(see note 13)

Strategy for addressing operations below
the threshold of armed conflict

Offensive cyber operations are conducted to cause
friction and disrupt enemy attack infrastructure
(defending forward); the goal is to change adversary
behavior

Source: Author’s own compilation

(e.g., Signal Messenger) and restraint on offensive
cyber behavior (norms of responsible behavior in
cyberspace).

The EU’s defense superiority doctrine would avoid
these pitfalls, since it is based on the premise that
defense provides the best cybersecurity. Together,
the defense and diplomatic establishments could im-
plement a strategy that follows this worldview. While
law enforcement and intelligence agencies - includ-
ing in EU member states - have historically pushed
for a weakening of encryption to fight crime and ter-
rorism, encouraging signals come from Germany,
where the right to encryption is anchored in the co-
alition agreement of its new government.

A Proper Use of Military Capabilities
In the United States, the US Department of Defense’s
cyber budget is larger than that of the Cybersecurity

and Infrastructure Security Agency, Federal Bureau
of Investigation, and Department of Justice com-
bined.* These vast resources lead to the military be-
ing tasked with civilian responsibilities that it usually
should not be considered for.

Meanwhile, in Europe, the Dutch have been think-
ing out loud about using the military to fight ran-
somware attacks; like the United States, Germany
has already done so.3® The rationale for deploying
the military at home in such cases risks unnecessari-
ly militarizing cyberspace since other agencies could
do the job just as well. What is more, it drains re-
sources away from the military that it could use for
defending its own networks.

The defense superiority doctrine sees cyberspace as
a largely civilian space and suggests a wider dissem-
ination of resources to this space when it comes to

36 Valentin Weber and David Hagebdlling, “G7-Prasidentschaft: Warum Sich Deutschland Fir Starke Verschlisselung Einsetzen Muss” [G7 Presidency:
Why Germany Must Commit to Strong Encryption], German Council on Foreign Relations, February 11, 2022
https://dgap.org/de/forschung/publikationen/g7-praesidentschaft-warum-sich-deutschland-fuer-starke-verschluesselung (accessed March 21, 2022).

37 Gavin Wilde, “On Ransomware, Cyber Command Should Take a Backseat,” Just Security, November 30, 2021:
https://www.justsecurity.org/79361/on-ransomware-cyber-command-should-take-a-backseat/ (accessed March 29, 2022)

38 Oliver Noyan, “German County Targeted by Ransomware Asks Military for Help,” Euractiv, July 27, 2021: https://www.euractiv.com/section/
cybersecurity/news/german-county-targeted-by-ransomware-asks-military-for-help/; Erica Lonergan and Lauren Zabierek, “Cyber Command Is in the

Ransomware Game—Now What?”, Lawfare, December 16, 2021

https://www.lawfareblog.com/cyber-command-ransomware-game%E2%80%94now-what (both accessed March 29, 2022).
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3 — THE CURRENT STRATEGY OF THE EUROPEAN UNION FOCUSES ON
DENIAL AND PUNISHMENT ABOVE THE THRESHOLD OF ARMED CONFLICT

CURRENT PROPOSED
Doctrine None Defense superiority
Doctrinal belief None The offense-defense balance in cyberspace

can be tilted to favor the defending side

Strategy

EU Cybersecurity Strategy (2020)

Securing the cyber domain

Rationale behind
the strategy

Deter severe malicious activities
through denial and punishment

Limit the significance and impact of mal-
icious cyber operations by systematically
securing the technical infrastructure of
cyberspace and conducting limited cyber
operations to disrupt ongoing attacks

Strategy for addressing .

operations above the Diplomacy Toolbox

Punishment through the EU

Turning cyberspace into an environment
that favors the defending side:

Systemic measures to improve
cybersecurity
» Strategic capacity-building abroad

threshold of armed * Denial through regulation, for

conflict example the NIS2 directive and .
the Cyber Resilience Act

Strategy for addres- None

sing operations below
the threshold of armed
conflict

* Deception
* Limited cyber operations to disrupt
ongoing attacks

9

BECAUSE THE EU CURRENTLY HAS NO STRATEGY FOR CYBER OPERATIONS BELOW THE
THRESHOLD OF ARMED CONFLICT, IT SHOULD FOCUS ON PRIMING ITS TECHNICAL INFRA-
STRUCTURE FOR DENIAL IN THIS KEY AREA

Source: Author’s own compilation

cybersecurity. Civilian agencies and actors should
receive a good portion of the resources invested in-
to making cyberspace more secure, thereby avoid-
ing overreliance on the military to secure the domain.
Well-defined guardrails should be put into place to al-
low for specific cases of military protection of domes-
tic civilian networks.

Arguing for a cyber strategy focused on defense might
seem counterintuitive, especially in light of Russian
President Vladimir Putin’s war in Ukraine, which dan-
gerously exposes the EU’s eastern flank. One might
argue that a cyber power with highly developed of-
fensive capabilities would have a decisive advantage in

such a conflict and that the EU member states should
prioritize investing in such capabilities. But as of now,
it seems that offensive cyberattacks have had few size-
able impacts that would support the Russian military
invasion. As far as public sources reveal, Russia has
largely relied on traditional missiles to blow up critical
infrastructure rather than use cyberattacks to disable
it.* In short, the most important aspects in conven-
tional war are having hard power in the form of tanks
and fighter jets at the ready and ensuring the contin-
ued operation thereof, shielding them - as well as the
satellites and other communications infrastructure
that they rely on - from cyberattacks.

39 Thomas Rid, “Why You Haven’t Heard About the Secret Cyberwar in Ukraine,” The New York Times, March 18, 2022:
https://www.nytimes.com/2022/03/18/opinion/cyberwar-ukraine-russia.html (accessed March 29, 2022).
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CONCLUSION:
PEEKING INTO THE FUTURE

One should not engage in wishful thinking. Defense
superiority will not dissuade hostile states from at-
tacking in the cyber realm in the short and medium
term. Europeans doubling down on defense might
even incite additional malicious cyberattacks to test
what the new strategy and doctrine mean. The EU
will have to impose proportionate sanctions to pun-
ish individuals, entities, and industries involved in
these attacks while at the same time persist in secur-
ing the cyber domain.

The potential advantage for Europe in being the first
one to adopt this strategy is that, in the medium
and long term, attacking states such as China, Rus-
sia, Iran, and North Korea may find it harder to lead
cyber operations against the EU while they will re-
main vulnerable. This is because their authoritarian
governments rely on weakened security and back-
doors littered across their territory that provide the
regimes with full situational awareness of financial
and economic systems, social networks, and private
messages. In China, commercial cryptography is in-
tentionally weakened. To give an example, software
that Chinese companies use to file taxes is presumed
to contain vulnerabilities to allow for government
snooping.*® While these vulnerabilities may apply to
software that is predominantly used in China, these
weaknesses may also spill over to the EU when ex-
ported. Therefore, to turn cyberspace truly defense
superior, the EU and its member states must not on-
ly get allies and partners onboard but also authori-
tarian countries - principally among them, China.

ACKNOWLEDGEMENTS:

The author would like to thank James Shires,
Tyson Barker, Roderick Parkes, and Jantje
Silomon for their immensely helpful feedback.
All errors are the authors'.




DGAP

Advancing foreign policy. Since 1955.

RauchstraBe 17/18
10787 Berlin

Tel. +49 30 254231-0
info@dgap.org
www.dgap.org
H@dgapev

The German Council on Foreign Relations
(DGAP) is committed to fostering impactful
foreign and security policy on a German and
European level that promotes democracy,
peace, and the rule of law. It is nonpartisan
and nonprofit. The opinions expressed in
this publication are those of the author(s)
and do not necessarily reflect the views of
the German Council on Foreign Relations
(DGAP).

DGAP receives funding from the German
Federal Foreign Office based on a resolution
of the German Bundestag.

Publisher

Deutsche Gesellschaft fiir

Auswirtige Politik e.V.

ISSN 2198-5936

Editing Helga Beck

Layout Luise Rombach

Design Concept WeDo

Author picture(s) © DGAP

QOO0

This work is licensed under a Creative Commons
Attribution - NonCommercial - NoDerivatives 4.0
International License.




	undefined_15: 
	CURRENT: 
	Doctrine_2: 
	can be tilted to favor the defending side: 
	Strategy_2: 
	operations to disrupt ongoing attacks: 
	the Cyber Resilience Act: 
	conflict: 
	fensive capabilities would have a decisive advantage in: 
	undefined_16: 
	undefined_17: 
	undefined_18: 
	undefined_19: 
	undefined_20: 
	Button1: 
	Button2: 
	Button3: 
	Button4: 


