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INTRODUCTION

The member states of the European Union (EU) face an un-
precedented challenge arising from cybercrime perpe-
trated by both non-state actors and well-resourced state
actors. Europe’s industry suffers from industrial espionage
and its foreign ministries from advanced persistent threats.
In 2020, Germany even experienced what was described by
some as the first death resulting from cyber means when
a ransomware attack caused the unavailability of systems
at a hospital. A patient was consequently turned away from
Diisseldorf University Hospital and transferred to a differ-
ent hospital, leading to her death.

To look beyond the present and provide an outlook into the
future cyber threat landscape, the German Council on For-
eign Relations (DGAP) hosted several workshops in Septem-
ber 2021 with experts from industry, academia, European
ministries, and international organizations. In addition to
contemplating how a future cyber threat landscape might
look, participants envisioned strategies and mechanisms
that the EU could deploy to overcome the various challeng-
es that lie ahead.

These workshops employed scenario planning, a technique
widely used by think tanks, the intelligence community,
and the military. Workshop participants engaged in what
the RAND Corporation’s Herman Kahn once dubbed “ersatz
experience,” a term designating thought experiments that
draw on an imagined future - rather than on past experi-
ence, which is a notoriously bad predictor of future events.
In doing so, they crafted two plausible future scenarios for
European policy-makers that are characterized by different
levels of disruption.
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STRATEGIC FORESIGHT

The aim of any foresight project is to enable decision-mak-
ers to find effective and accurate strategies to reach a de-
sired future or to successfully deal with crises once they
occur. The first step is always to define the object of inves-
tigation in terms of theme, context, and time. This environ-
mental analysis is used to develop a system picture. Then,
scenarios can be developed that reflect different futures for
the object of investigation.

The object of investigation in our workshops was the de-
velopment of the cyber threat environment of the EU in
the next five years. Therefore, our first task was to iden-
tify themes/fields of influence - including state actors,
technological developments, etc. — that will affect the de-
velopment of the cyber and hybrid threat environment in
that time. Next, we had to define the factors that influence
each of these themes/fields of influence. An influencing
factor is a measurable or describable entity whose mani-
festation can change over time. Using intuitive methods to
brainstorm ideas, the workshop participants were asked to
first list as many factors as possible and then evaluate them
based on their level of relevance and uncertainty (uncer-
tainty analysis). The most relevant and interconnected fac-

FIGURE 1: THE STRATEGIC FORESIGHT
PROCESS (SCENARIO AND STRATEGY
DEVELOPMENT)
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tors were deemed key factors and, therefore, selected for
further processing.

Explorative scenarios were constructed based on these
key factors (e.g., malware, cybercrime, advanced persistent
threats) and how they are likely to develop in the future.
The scenario team’s next task was to identify up to five pos-
sible projections of each of the key factors. After sever-
al future projections were determined for the key factors,
scenarios could then be formed from them.

In the following step, workshop participants were divided
into two groups. Group 1 focused on imagining a disruptive
cyber threat scenario and Group 2 a non-disruptive cyber
threat scenario. The two teams picked projections fitting to
their scenario title. In this way, they created one scenar-
io per group out of a combination of several projections of
key factors.

After having created two scenarios, the next task was to
think of effective strategies for addressing each one - also
identifying the strategy best suited to react to both.

The strategies for each of the scenarios need to be suffi-
ciently complex and draw from a multitude of strategic op-
tions. Hence, the workshop participants had to analyze the
fields of action (e.g., security and defense policy, diplomacy)
for Europe in regard to the future cyber threat environment
and identify strategic options within those fields of action
(e.g., confidence-building measures, establishing contact
points between governments). Subsequently, they developed
strategies by choosing differing sets of strategic options for
each of the strategies while keeping in mind that the objec-
tive is to find a strategy that potentially suits both scenarios.

The core questions that guided the strategy development
process were:

* How must the respective strategy be designed (com-
posed of action options) to effectively counter the risks
and threats of the assigned scenario and, at the same
time, exploit and seize the opportunities of the scenar-
io as much as possible?

*  Which sets of strategic options should be selected to
develop effective strategies for each of the scenarios?

The final step for the workshop participants was to evalu-
ate the strategies to identify the most robust one that has
the potential to be effective in case either of the scenarios
materializes. Usually, this would be followed by the deduc-
tion of recommendations for action for both operative and
political decision-makers. By choosing and implementing
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FIGURE 2: STRATEGY DEVELOPMENT
AND EVALUATION
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a strategy, new focus points for future action are set and
policies derived. The steps illustrated in Figure 2 should be
repeated in the framework of future foresight workshops
to account for changing circumstances in the cyber threat
environment.

SCENARIO 1: A DISRUPTIVE CYBER
THREAT LANDSCAPE

A disruptive cyber threat landscape is defined as a land-
scape that is considerably more disruptive in the future
than today in terms of magnitude, scope, and duration.

This scenario expects an increasing automation of malware
that is inserted through supply chains. In such an environ-
ment, artificial intelligence (AI) gives the offense an ad-
vantage, which makes defense even more difficult than it
already is. More and more, both offense and defense will
rely on near-real-time Al to attack and defend. Humans
are increasingly being taken out of the loop. This brings up
questions of oversight over decisions taken by algorithms
and how it is used. To give an example, who is responsible if
damages happen during cyber operations in which humans
are not making the decisions?
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FIGURE 3: KEY FACTORS IN THE CYBER THREAT LANDSCAPE

Source: Foresight Strategy Cockpit' and DGAP workshop analysis

At the same time, this scenario expects the scope of attacks
against actors who hold offensive tools to increase consid-
erably. The acquisition of advanced offensive tools makes
the environment even more unstable. Although cyber espi-
onage operations become bolder, no norms could be agreed
upon in this respect.

Critically, cyber criminals enable state cyber operations,
leading to unintended escalation. The use of cyber merce-
naries increases, especially if states cannot agree on a state
actor that is responsible for non-state actor operations em-
anating from their territories. Workshop participants ex-
pect high grade attacks to still rely on state capabilities
even though they may be used by non-state actors. Orga-
nized crime groups also start working with terrorists, ele-
vating their potential to cause harm.

In a future in which digital natives enter the cybercrime
market, most crime relies on digital infrastructure. Regula-
tion of the cybercrime market is very difficult. Because the
market for cyber weapons is developed by too many actors,
major law enforcement agencies are unable to buy them
up. Also, many offensive tools are just not available for pur-
chase. The combination makes it very difficult to dry up this
market.

Regarding international negotiations in a disruptive envi-
ronment, the experts are almost certain that a new cyber-
crime treaty is concluded. Yet they remain unsure about its
content. A new round of discussions by the United Nations
Group of Governmental Experts (UNGGE) is unlikely to oc-
cur. Instead, more and more cyber security discussions are
held within the UN’s Open-ended Working Group (OEWG).
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SCENARIO 2: ANON-DISRUPTIVE CYBER
THREAT LANDSCAPE

The workshop participants who engaged in this second
scenario determined that a non-disruptive future cyber
threat landscape still includes regular high profile cy-
ber operations that receive widespread attention. How-
ever, countries and non-state actors refrain from bluntly
crossing red lines in cyberspace, such as attacking nucle-
ar command and control systems. Some geopolitical ten-
sions related to cyber security may be mitigated through
open standards, for example in the telecommunications
sector.

The participants expect the continuing use of phishing to
activate viruses and malware. “Interaction” remains the
most pertinent vector for delivering malware. Due to the
fact that funding for Al is funneled into both offensive and
defensive technologies, neither the offense nor defense is
provided a clear advantage by Al and machine learning.

In the information domain, both information and disin-
formation are used as part of hybrid activities that fall
within the broader strategy of malicious actors. This inten-
sification of hybrid activities increases the fog of war for the
defense.

The public sector - including ministries, police, and
e-governance - grows to be even more tech dependent,
making it a valuable target. Few sectors face a more chal-
lenging threat environment than the public sector. Recent
ransomware and sophisticated supply chain attacks, for
example the ransomware attack on the Health Service Ex-
ecutive of Ireland in May 2021, remain a valuable remind-
er of that. In this non-disruptive cyber future, though, the
public sector does not enhance its cyber security mea-
sures. This leads to considerable vulnerabilities in EU
member states.

Workshop participants see incompatible strategic cultures
within the EU leading to prolonged struggles over digital
sovereignty — with alliances within the EU changing ac-
cording to interests and opportunities. At the same time,
the United States is likely to remain a major cyber pow-
er that continues defending forward with little restraint.
Meanwhile, China seeks to amass more power through cy-
ber diplomacy and strategic investments funneled through
its Digital Silk Road. Russia tests the threshold for cyber
conflict with aggressive campaigns, but it does not cross
major red lines in cyberspace.
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EU STRATEGY 1: TAKING ON A
DISRUPTIVE FUTURE CYBER THREAT
LANDSCAPE

In a highly disruptive environment, the European Union
should focus on three main things:

The EU must assume a values-based de-escalatory cyber
posture.

Unlike the United States, which has taken a defending for-
ward cyber posture, the European Union should take on a
more defensive posture. Workshop participants agreed that,
in a future in which the environment is highly unstable, en-
gaging in highly offensive operations would be non-benefi-
cial to the EU.

The EU should take a values-based approach that places
fundamental human rights at the core of its cyber foreign
policy. Its stance should be that it cannot exclude human
rights considerations from its decisions on cyber risk, for
example its assessment of equipment that goes into criti-
cal infrastructure.

At home, the EU needs to continue to build resilience. It
ought to encourage a change in the behavior of consumers
by nudging them toward secure behavior through security
by design, which is intuitive and does not require IT skills.

EU member states need to be bolder in UN negotiations.

In upcoming negotiations in the UN’s OEWG, as well as in
cybercrime treaty negotiations, EU member states should
also pursue a values-based cyber foreign policy.

EU member states should prevent terms that focus on the
manipulation/security of information from gaining traction
in UN discussions. In a disruptive cyber threat landscape,
the EU needs to make sure that whenever discussions occur
at the international level, they result in a clear roadmap to
implementing any agreement with consequences and verifi-
able action. As one of the workshop participants noted: “Do
we want to negotiate a [cybercrime] treaty for five years if it
won'’t be implemented?”

EU member states need to make their statements on how
international law applies to cyberspace more coherent. In
an unstable future, they also need to abandon their reti-
cence to invoke international law. In addition, EU member
states should push for provisions on the role of states to
monitor and be accountable to the actions of non-state ac-
tors that operate from their territory.
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Sanctions are unavoidable but should not be prioritized.

The participating experts agreed that sanctions, although
necessary, should not be prioritized in the EU’s strategy.

Targeted sanctions against individuals, which include trav-
el bans and asset freezes, represent the status quo. This ap-
proach currently appears to be quite ineffective and might
be even more so in a disruptive environment.

Sector-based sanctions might not be a satisfying solution
either. Those sanctions would affect sectors related to an
attack. For example, the EU could prohibit some IT equip-
ment coming from Russia or China from entering the EU
market. Such an approach may prove toothless in regard
to Russia because so little equipment is of Russian prove-
nance. It would also be difficult to implement with regard
to China since the EU relies on technology from China and
could not easily find a substitute supplier for equipment in
the short term.

EU STRATEGY 2: TAKING ON A NON-
DISRUPTIVE FUTURE CYBER THREAT
LANDSCAPE

In a non-disruptive cyber and hybrid threat landscape, the
European Union should focus on three main things:

The EU must pursue strategic autonomy and some of-
fense in its cyber posture.

Although the EU should closely coordinate with the Unit-
ed States, it should pursue long-term strategic autonomy
and the ability to pursue independent actions in the tech-
nological realm. With regard to Russia, EU member states
should keep their distance while maintaining diplomatic di-
alogue. The same approach counts for China. Due to the
non-disruptive nature of the threat environment, it is less
likely that the EU will develop coherence in responding to
external threats. Workshop participants believe that while
some member states could engage in a more active way in
responding to cyber threats, others could take a posture fo-
cused on defense. Taking an active posture in a non-disrup-
tive environment may lead to less escalation and instability
than in a disruptive environment.

The EU should increase its use of sanctions and market
leverage.

Workshop participants in the non-disruptive group had dif-
ferent views on the effectiveness of sanctions from those in
the disruptive group, resulting in opposing views on their
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use. In this non-disruptive scenario, the EU should expand
its cyber diplomacy toolbox and define red lines for hostile
cyber operations. The use of sanctions should be extended
from current targeted sanctions against individuals and en-
tities to sector-based sanctions. The EU should also con-
sider a broader use of its market size as leverage against
hostile states. Imposing sanctions and publicly blaming
hostile actors as a response to cyberattacks will require
considerable investment in the attribution capabilities of
EU member states.

The EU should invest in cyber attribution and multi-do-
main situational awareness capability.

Due to the multi-domain activities of malicious actors, the
EU should focus its ambitions toward the use of Al on en-
hancing situational awareness in the information manipula-
tion space and attribution capabilities in the cyber domain.
This effort aims to detect anomalies, indicators, and new
trends and developments to identify hybrid activities and
threats. This should help with the analysis of emerging ac-
tion patterns of hostile actors.

WHY THE EU SHOULD PURSUE
STRATEGY 1

Having crafted multiple scenarios and strategies, workshop
participants found that a disruptive future cyber threat
landscape (Scenario 1) is more likely than a non-disrup-
tive one (Scenario 2). The participating experts also agreed
that Strategy 1, which was designed to face a disruptive cy-
ber threat environment, could simultaneously cope well
with a non-disruptive cyber threat landscape. Moreover,
they determined that, when comparing a disruptive and
non-disruptive scenario, it is best to prepare for the worst.
Therefore, Strategy 2 was perceived to be less suited to a
disruptive cyber future because it recommends that some
EU states take on a more offensive cyber posture, which
would likely be escalatory in such a landscape. Consequent-
ly, workshop participants picked Strategy 1 for EU member
states to pursue.
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CONCLUSION

The primary goal of these workshops was not to produce a
comprehensive and extensive report. Rather, they aimed to
provide an initial assessment of potential future cyber sce-
narios and to create some “ersatz experience” for EU poli-
cy-makers. We hope that this written output will give some
impetus to conduct further foresight exercises in a cyber-
security context and that these methods will be further in-
tegrated into political decision-making processes within
the EU.

Workshop Report

This report sums up the main points of the workshop discus-
sions as perceived by the rapporteurs. It does not necessarily
reflect their opinions. Participants included representatives
from ministries, industry, and academia from both sides
of the Atlantic. We thank all participants and insightful
speakers for their valuable contributions as well as Leopold
Schmertzing for his thoughtful comments on an earlier draft
of this report.
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