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Abstract

Governing Surveillance Infrastructure is a study that discusses how governance and surveillance are 

performed  in  the  Snowden  documents.  This  thesis  is  performed  in  the  intersection  between 

‘Surveillance Studies’ and ‘Science and Technology Studies’ (STS), with the aim to contribute to the 

discussions within the field of ‘Surveillance Studies’. In an ongoing debate about how surveillance 

affects  security  and our  privacy this  thesis  takes  a  step away from this  dominating narrative and 

discusses the governing mechanisms of this surveillance infrastructure as performed in the Snowden 

documents.  Avoiding the use of  the traditional  metaphors  used to study surveillance this  study is 

proposing that understanding governance mechanisms enable us to broaden how surveillance can be 

understood and studied. By identifying and discussing the governance mechanisms as performed in the 

Snowden documents, I will not only be able to understand how they function in this particular setting. 

It will also enable me to introduce a way to study surveillance through governance that contributes to a 

more nuanced way of understanding how surveillance is performed today.

Keywords: Surveillance Studies, Science and Technology Studies (STS), Infrastructure, Governance, 

Surveillance, Foucault, Snowden, NSA  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1. Introduction
On June 6th, 2013, the newspaper The Guardian published the first article of what has come 

to be known as the 'Snowden Revelations'. These revelations made the following three things 

known to the public about the United States National Security Agency (NSA) surveillance 

practices.  Firstly,  governments  perform mass  surveillance  on  their  citizens.  Secondly,  the 

internet and telecommunications companies share their data with the government, and last, 

but not least, ordinary people participate in creating material to surveil through their everyday 

usage of mobile phones, social media, etc. (Lyon, 2015: 141). These revelations sent a wave 

of shock through the world and as Snowden intended it sparked "a worldwide debate about 

privacy, Internet freedom, and the dangers of state surveillance" (Greenwald, 2014: 31). This 

debate is still ongoing today, and these discussions tend to centre around privacy vs. security 

(Eidam, 2017-06-07). The discussions were intensified in late 2015 after the San Bernardino 

shooting in which the US government ordered Apple to hack the terrorist's phone (Segall, 

2016-03-29).  This  debate  has  the  tech  companies  on  one  side  aiming  to  protect  their 

customers' privacy by not wanting to build in backdoors into their technology which they 

argue,  even  if  intended  to  be  used  for  a  targeted  occasion,  will  jeopardise  security  for 

everyone. On the other side, we have the US government arguing that they need this type of 

access to protect  the people against  threats  of  terrorism (Segall,  2016-03-29 & Snowden, 

2016-06-08 & Eidam, 2017-06-07). 

Media has rightfully recognised the concerns of privacy and security, but as pointed out by 

Lyon (2015:  142),  these  discussions  mostly  centre  around that  surveillance  is  a  threat  to 

individuals. Giving more fire to this came when a federal judge in the US reviewed the NSA's 

surveillance  programs  after  the  Snowden  revelations  and  deemed  them  likely  be 

unconstitutional and Orwellian (Foster, 2013-12-16). Snowden has adopted this analogy and 

refers to the surveillance the NSA performs as Orwellian when speaking publicly about this 

(Snowden,  2014).  The  focus  of  the  privacy  debate  within  popular  media  together  with 

depicting  surveillance  in  an  Orwellian  Big  Brother  manner  has  sparked  research  to  be 

conducted regarding the legal framework and policies that aim to protect these rights (Moore, 

2014 & Hintz and Dencik, 2016 & Joh, 2015 & Staben and Leistrer, 2017). Talking about 

surveillance as Orwellian is not something new within the Surveillance Studies field. It is 

something  that  has  been  discussed  for  several  centuries  by  referring  to  surveillance  as  a 

centralised 'Big Brother'  that watched over us all and aims to control our thoughts (Lyon, 
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1994: 57 and Marx, 2012: xxiii). In Orwell's ‘Nineteen Eighty-Four' surveillance stemmed 

from the rationality that came with bureaucratic procedures, but in today's society Snowden 

has pointed out that the world we live in is "much more unpredictable and dangerous" than 

Orwell could have imagined (Lyon, 2015: 141). 

Within the Surveillance Studies field, there are two other dominant strands of thought for how 

to discuss surveillance. The first of them is the Panopticon that builds on Foucault's discussion 

on  Bentham's  prison  in  which  the  architecture  disciplined  the  inmates  to  adjust  their 

behaviour to the desired behaviour as they might be observed all the time (Foucault, 1977: 

201f). The second line of thought stems from Deleuze; and Haggerty and Ericson (2000) has 

developed the concept of the ‘surveillant assemblage' based on these thoughts. Surveillance is 

here, instead of being discussed in a centralised manner (i.e. centralised in the sense that the 

state has the control and surveils its people) as with the Panopticon or Big Brother, talked 

about  as  being  practised  in  a  more  heterogeneous  manner  by  numerous  institutions  and 

individuals (Bakir, 2015: 16f). These different strains of thoughts do not cancel each other 

out, but as Stadler and Lyon (2003: 90) reminds us, they co-exist. However, as Lyon (2015: 

139) observes, the response to the Snowden revelations by the Surveillance Studies field lacks 

an understanding of the ‘complex, large-scale, multi-faceted panoply of surveillance". 

As elaborated above several research projects have been conducted following the dominant 

mass-media narrative about privacy or by discussing how the dominant thoughts within the 

surveillance  studies  field  can  be  re-thought  or  utilised  in  a  post-Snowden  setting.  These 

studies about privacy are of course important, but what sparked my interest when learning 

about the Snowden revelations were how this surveillance system was created, and how it 

functions. In reviewing what has been written about surveillance I have, just like Lyon (2015) 

mentions, lacked studies that deal with the complexity of the surveillance society of today. As 

I see it, the academic material that has been published after the Snowden revelations addresses 

surveillance in two different manners. The first one is on a large scale where the discussions 

centred around the thoughts  behind how surveillance is  performed,  such as  if  it  is  a  Big 

Brother or panoptic sort (Lyon, 2014, 2015 & Bakir, 2015). In the other one surveillance is 

discussed in and through an empirical setting, that brings conclusions on how surveillance 

works in that particular setting (Hintz and Dencik, 2016 & Joh, 2015 & Staben and Leistrer, 

2017 & Young, 2014). The complexity that I lack in the studies is a combination of these two 

aspects,  i.e.  a  study  that  through  an  empirical  case  engages  with  and  contributes  to  the 

discussions on what the thoughts behind surveillance look like today. By using the NSA and 
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studying how governance is performed in the Snowden documents my aim is to be able to 

combine these two aspects.

In order to achieve this combination it seems relevant to not only study the content of the 

surveillance programs that can be seen in the Snowden documents, as done by Landau (2013), 

Andrejevic and Gates (2014), Lyon (2014), Clement (2014), and Cayford, van Gulijk and 

Gelder  (2015),  but  to  also  study  how  surveillance  is  performed.  To  understand  how 

surveillance is performed in the Snowden documents we have to move on from looking at the 

technical tools or the policies that aim to shape the practices and look at the larger system in 

which these operate. By looking at the system of surveillance that can be seen in the Snowden 

documents  we  can  study  the  governance  mechanisms  and  the  thoughts  behind  how  the 

surveillance  infrastructure  is  performed.  Doing  this  will  thus  enable  a  way  to  utilise  the 

empirical  case  of  how  the  NSA performs  surveillance  in  the  Snowden  documents  to 

contribute to the discussion on how to discuss the thoughts and mechanisms of surveillance 

on a larger scale, such as in a Big Brother or panoptic manner. I will do this by utilising 

Dean's (2010) concept of ‘analytics of government' together with Bowker and Star's (2010) 

discussions about infrastructure and classification systems to uncover and discuss governance 

mechanisms. To do this, I will study the following question: 

 

How are governance and its surveillance infrastructure performed in the Snowden documents?

1.2. Outline of the paper

The outline of the rest of the thesis is as follows. In the next chapter, I will contextualise these 

studies through a literature review of the field of Surveillance Studies. The next section will 

outline how I am combining the theoretical concepts I will utilise to explore the empirical 

material. In the research methodology and method section, I will present my ontological and 

epistemological assumptions, as well as discussing and reflecting on my data selection and 

analysis. After this, I will introduce you to who the NSA is and give a summary of what 

information which can be found in the Snowden documents. The chapter after that one holds 

the analysis in where I discuss the empirical findings through the chosen theoretical concepts. 

Last,  but  not  least,  you will  find a  summary of  the  findings  and the  contribution of  this 

research is outlined. 
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2. Literature Review
This chapter will outline some of the more prominent lines of thought within the Surveillance 

Studies  field  and  occurrences  in  which  these  line  of  thoughts  have  been  influenced  or 

combined with Science and Technology Studies (STS). Lastly, I will discuss the studies that 

have  been  performed  about  the  empirical  topic  of  the  Snowden  revelations  within  the 

Surveillance Studies field. I will finish by utilising this section to identify an interesting and 

relevant area of research.  

There seems to be a consensus that the terrorist attacks on the United States on 9/11 2001 

acted as an escalation point of data surveillance (Harding, 2013 & Richards, 2013 & Lyon, 

2003 & Lyon, Ball and Haggerty, 2012 & Marx, 2015 & Monahan, 2010). As Lawner (2002: 

439) elaborates on, after the 9/11 attacks, the experts at the time were in agreement that the 

way to fight international terrorism was to gather as much intelligence as possible. Nations 

throughout the world adopted measurements as to prevent  terrorism, and more than forty 

countries declared their "wholehearted support" for sharing intelligence data with each other 

(Lawner,  2002:  456f).  Gathering  intelligence  by  intercepting  data  on  a  global  scale  was 

however nothing new as the surveillance program Echelon had done this since the 1970s by 

intercepting telecommunication, fax and e-mail (Lawner, 2002: 452f). One of the differences 

between Echelon and what happened after 9/11 is that Echelon was a collaboration between 

the UKUSA countries  (also known as  the Five Eyes collaboration),  i.e.  the  US,  the  UK, 

Canada,  Australia  and New Zealand.  Whereas  the  events  after  9/11  united  more  than  40 

countries (Lawner, 2002: 452). As Lawner (2002: 456f) explains, the changes in policies; such 

as the Patriot Act that was passed in the US, and the EUs thirty-seven proposals to strengthen 

policy  and  cooperation,  enabled  countries  to  enhance  its  operations,  tools,  coordination 

practices and information sharing. 

The increase in surveillance after 9/11 also lead to an increase in the field of Surveillance 

Studies and the online journal ‘Surveillance & Society Studies' was launched in 2002 (Lyon, 

Ball and Haggerty, 2012 & Marx, 2015 & Surveillance & Society Journal, nd). However, as 

Marx (2015: 734) points out, academia has had an interest in surveillance since at least the 

1950s. Authors Lyon (2003 & 2014), Lauer (2012), Marx (2012) and Lyon, Ball and Haggerty 

(2012) present surveillance as linked to modernity in the sense that it  was born from the 

emergence  of  the  industrialisation,  urbanisation  and  introduction  of  the  capitalist  system 

during the 19th century. Lauer (2012: 569) suggests that surveillance can be thought of as two 
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distinct narratives, the first one establishing surveillance in the rise of bureaucracy relying 

heavily on thoughts from Weber and Foucault (Haggerty and Ericson, 2000 & Lyon, 1994 & 

Lauer,  2012 & Marx, 2012).  The second narrative that Lauer (2012: 569) proposes it  the 

development  of  information technology in the 1960s.  This  observation stems from James 

Rule's study in the 1970s on the shift from utilising paper files to computer systems (ibid). 

Lyon (2003: 167) observes that the introduction of computers brought with it consequences 

for surveillance. Surveillance has been conducted through centuries stemming from the logic 

of keeping records and creating visibility, and the computer added a new layer of complexity 

and capacity to surveillance techniques (Lauer, 2012: 569 & Lyon, Ball and Haggerty, 2012: 

4). 

As Lyon (2003: 167) elaborates, the combination of these two narratives; bureaucracy and the 

development  of  information  technology  bring  us  an  automated  process  of  handling  our 

personal data that includes everything from payroll management to insurance claims. This 

practice is something Clarke (1988: 500) describes as ‘dataveillance', in which the systematic 

use of personal data systems to monitor or to investigate the communication or actions of one 

or more people. During the 1980s Marx (2012: xxiii) discussed the society of dystopia that 

George Orwell had predicted in his book ‘Nineteen Eighty-Four' from 1946 and made the 

evaluation  that  surveillance  had  moved  in  the  opposite  direction.  In  Orwell's  ‘Nineteen 

Eighty-Four' we were introduced to a state where a vast bureaucratic machine was combined 

with  ‘thought  police'  and  the  presence  of  Big  Brother  on  every  TV-screen  to  watch  and 

intervene in every detail of people's life (Lyon, 1994: 57). Surveillance methods in the year 

1984 were less violent,  and more subtle and less coercive forms of control had emerged. 

Clarke came to coin the term ‘new surveillance'  to describe these changes that he saw in 

society and through his study of undercover police work in the United States. In his work, 

Clarke showed how computer-based surveillance had become decreasingly visible, but at the 

same time increasingly powerful. Through his research, he also began to see a trend toward 

‘categorial suspicion', in the sense where computer generated lists will show categories of 

people who are more likely to violate rules (Clarke, 1988 & Lyon, 2003). This line of thinking 

invoked  discussions  on  privacy  regarding  the  value  of  personal  information,  but 

simultaneously raising questions as to if privacy was the antidote to surveillance (Lyon, Ball 

and Haggerty, 2012: 5). When the 1990s came rolling in Lyon (1994: 58) pointed out that 

Orwell's ‘Big Brother metaphor' used to describe surveillance, was becoming a less useful 

way to talk about surveillance. Although some concepts were still of importance, Orwell did 
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not anticipate the globalising phenomenon surveillance had come to be, nor a situation in 

which the state was not the only instance performing surveillance on people. 

As argued by Lyon (1994: 58) the new mode of surveillance analysis could be described 

through the use of Foucault's notion of the Panopticon. Foucault describes the Panopticon, by 

using Bentham's vision of the ideal prison as a round building with a tower in the middle 

where the prisoners are all  in cells facing the tower in the middle. Foucault (1977: 201f) 

points out that this architectural apparatus implies a constant and conscious visibility of the 

inmates.  The Panopticon creates  a  power relation that  is  independent  of  who exercises  it 

where "…in the peripheric ring, one is totally seen, without ever seeing; in the central tower, 

one sees everything without ever being seen" (Foucault, 1977: 202). What this implies is that 

the prisoners should always expect that someone is watching them from this tower and thus 

adjust his or her behaviour according to the rules and instructions. The aim is that the inmates 

internalise the rules and themselves take responsibility for their behaviour, the inmates are 

thus "…caught up in a power situation of which they are themselves the bearers" (Foucault, 

1977: 201). The reasoning behind Lyon's discussion about the usage of the Panopticon as the 

new metaphor for analysing surveillance is grounded in the findings of studies that point to a 

softer approach to power. Such as the previously mentioned study by Marx of the undercover 

police in the US, Stanley Cohen's study on crime control and Diana Gordon's study of the 

National Crime Information Centre (Lyon, 1994: 71).

2.1. Post-Panoptic Analyses

Lyon (1994: 78f) points out that the majority of contemporary studies of surveillance up until 

the 1990s has been heavily influenced by either Orwellian or Foucauldian ideas, but that the 

metaphors suggested by them should not be the only ones to utilise for analysing surveillance. 

They do however offer important clues, but no metaphor or model can accurately be used to 

describe the state and centrality of surveillance (ibid). During the late 1990s, Mark Poster 

started  questioning  the  increasing  ways  of  identifying  and  classifying  individuals  within 

database management, with regards to how this data image corresponds to the real individual. 

This line of thought builds on what Clarke started to discuss about ‘categorial suspicion' a 

decade  earlier  (Lyon,  2003:  175).  Poster  ultimately  critiques  the  panoptic  analysis  of 

surveillance  in  a  society  that  utilises  digital  information  through  his  notion  of  the 

‘superpanopticon'.  The  ‘superpanopticon'  is  a  term  for  describing  a  Panopticon  without 

technical limitations (Lyon, 1994: 71). Electronic communication systems create subjects who 
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are doctrines with a norm of participating in a society that is driven by data, and that creates a 

data versions of them (selves) that have the possibility to control and alter their human selves 

(ibid). Around the same period, William Bogard coined the term ‘hypersurveillance' as an 

extension of the ‘superpanopticon'. 'Hypersurveillance' is described by Lyon (2003: 176) as a 

simulation that is ‘panoptic imaginary'. What Bogard imagines is surveillance without limits 

that sees everything, and can also foresee the future; "any image is observable, that any event 

is programmable, and thus, in a sense, foreseeable" (Lyon, 2003: 176). 

Around the same time that critiques of the panoptic model started to pop up, Deleuze (1992) 

unveiled  his  notion  of  ‘societies  of  control'  as  a  critique  towards  Foucault's  disciplinary 

society.  Deleuze's  notions  came  to  influence  a  lot  of  the  thinking  within  the  field  of 

Surveillance Studies moving forward. As Deleuze (1992: 3) elaborates, the change from the 

disciplinary society accelerated after World War II, and it emphasises a move from analogue 

to  digital.  For  Deleuze  (1992:  5)  the  disciplinary  society  has  two  poles  consisting  of  a 

signature that designates who an individual is, and an administrative numeration to indicate 

the individual's position within the mass. The disciplinary society did not see a compatibility 

between these two, which the society of control does. The numbers are no longer important, 

but a code that marks access or rejection to information is. The division between mass and 

individual  numeration  has  been  transformed  into  ‘dividuals'',  and  masses,  samples,  data, 

markets, or ‘banks'. This marked a societal change in which the individual does not start over 

as s/he moves through life's  stages and gets  assigned new numbers as in the disciplinary 

society  but  instead  carries  the  code  with  them  throughout  their  lives  stages  (ibid).  The 

interpretation I make of this is that the move in between the ‘disciplinary' and ‘control' society 

brought changes in how people are assigned identifiers. The introduction of a number (or the 

code)  that  identifies  a  person in  relation to  other  individuals  in  the  ‘control  society'  thus 

enables tracking of an individual through his/hers life and comparing the person to the rest of 

a population based on e.g. gender, age, etc.

The extension and intensification of  surveillance during the 1990s had an intent  to  bring 

technologies and practices together and to intertwine these different  systems into a larger 

whole was the foundation on which Haggerty and Ericson (2000: 610) created their notion of 

the  ‘surveillant  assemblage'.  This  concept  draws  from  some  of  Deleuze  and  Guattari's 

concepts, specifically their ideas about thinking otherwise and utilise theory as a toolkit in 

which they can selectively choose which concepts to use depending on the task at hand. What 

Haggerty  and Ericson draw upon are  Deleuze  and Guattari's  thoughts  on assemblages  as 
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consisting of ‘multiplicity of heterogeneous objects' (Haggerty and Ericson, 2000: 608). What 

sets Haggerty and Ericson's (2000) notion of the surveillant assemblage apart from previous 

thoughts  within  Surveillance  Studies  is  that  instead  of  taking  about  as  they  describe  it 

‘hierarchical'  way to analyse power and surveillance where the state is  the one doing the 

surveillance they suggest the metaphor of a ‘rhizome'. The notion of a ‘rihzome' comes from 

Deleuze  and  Guattari  (1987)  and  are  described  by  Haggerty  and  Ericson  (2000:  608)  as 

something  that  grows  like  weeds  across  interconnected  roots  and  pops  up  in  different 

locations. A ‘rhizome' can never be fully extinguished for the reason that if you manage to 

break it at one point, it will appear on another (ibid). By utilising the notion of a ‘rhizome' 

Haggerty  and  Ericson  offers  a  different  view  of  surveillance  than  the  Orwellian  and 

Foucauldian inspired Panopticon views, which holds a rather centralised view. Instead, they 

offer a standpoint in which there is a multiplicity of heterogeneous objects that construct the 

surveillance environment. The surveillant assemblage implies that surveillance is practised by 

numerous institutions and individuals not only in a top-down manner, where the state are the 

ones that in a centralised manner performs surveillance upon its population. The notion of the 

‘surveillant assemblage' has become rather popular, but Stadler and Lyon (2003: 90), offer a 

warning that this model does not mean that the centralised, ‘Big Brother' type of surveillance 

is a thing of the past, but still is very much in existence. 

Another, however quite different, critique of the panoptic model of surveillance comes from 

Mann, Nolan and Wellman (2002) who explain that the panoptic model cannot account for the 

non-hierarchical  and  decentralised  modes  of  surveillance  that  occurs  in  a  society  where 

everyone watches everyone. They describe a society where traditional surveillance is being 

challenged and problematised by individuals constantly carrying digital devices with them 

that enables them to record and thus surveil individuals and/or institutions of authority. They 

call this ‘sousveillance', in which the surveillance comes from ‘below' as well as ‘above'. An 

example of this kind of surveillance is individuals filming police officers in duty in situations 

where they have been violent  towards citizens.  This type of surveillance tends to be less 

acceptable in society, but Mann et al. (2002: 347) insist that it is very valuable to hold up a 

mirror to society particularly as it disrupts the relationship of surveillance and restores what 

the institutionalisation of the panoptic model of surveillance disrupted. What this does is first 

to emphasise the value in problematising the social interactions and factors of everyday life to 

create discussions and dialogues (ibid). Secondly, as I interpret it, Mann et al.'s (2002: 347) 

discussion about what is restored through the disruption of the panoptic institutionalisation of 
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surveillance entails that who holds power are not centralised, or one-way. Power is instead 

given back to the people to surveil the ones who traditionally have surveilled them. 

Continuing  the  discussion  that  surveillance  is  everywhere  in  society,  Lyon  (2003a:  13) 

expands  on  how surveillance  has  moved from being contained within  the  borders  of  the 

nation-state into an international setting. Today it is a feature of everyday life where numerous 

agencies that trace and track the mundane activities of individuals for different reasons and 

purposes. Through his discussion Lyon (2003a) simultaneously builds on Clarke's notion of 

‘categorial  suspicion',  Poster's  discussion on ‘data  images'  and the  networked ‘surveillant 

assemblages' put forward by Haggerty and Ericson. Instead of using Poster's notion of ‘data 

images' Lyon (2003a: 22) uses the concept of ‘data doubles' to describe the personal data that 

represents  an  individual  within  a  network  or  a  bureaucratic  setting.  Because  of  the 

digitalisation  of  personal  records,  searchable  databases,  mobile  phones  and  the  usage  of 

location  pinning services  such as  digital  maps  these  ‘data  doubles'  do  not  exist  only  for 

governments usage, but also for major companies and the advertising industry. Combining 

these notions of the ‘data double' with Clarke's notion of ‘categorial suspicion' in Haggerty 

and Ericson's networked society, Lyon (2003a: 13) points to that the drive of surveillance is 

‘social sorting'. This has the function of highlighting the drive for discussing classification. 

Lyon (2003a:  23)  uses  Lawrence  Lessig's  notion  that  ‘code  is  law'  to  explain  that  many 

surveillance  mechanisms  are  built  into  the  codes  that  control  data,  and  especially 

categorisation. The data obtained about and from individuals is used to classify people and 

populations according to different criteria's to decide who is eligible for suspicion, special 

treatment, access, inclusion, exclusion, etc. (Lyon: 2003a: 20). 

2.2. Surveillance Studies Post-9/11

As  described  previously  in  this  chapter  the  events  of  9/11  in  2001  brought  with  it  an 

intensification in gathering intelligence and more international collaborations for sharing this 

intelligence to fight international terrorism. Many surveillance scholars decided to re-visited 

Foucault in the aftermath of these events and took another look at the possibility to utilise the 

Panopticon  to  think  about  surveillance  (Simon,  2002  & Wood,  2003  & Lianos,  2003  & 

Murakami Wood, 2007 & Gad and Lauritsen, 2009). The journal ‘Society and Surveillance' 

released the Issue ‘Foucault and Panopticism Revisited' in 2003 dealing with this topic. Simon 

(2002:  2)  points  out  that  the  matter  of  concern  for  Surveillance  Studies  and  the  above-

mentioned Issue re-visiting Foucault and panopticism is whether or not the new modes of 
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surveillance  conforms  to  the  social  order  of  the  Panopticon.  Highlighting  that  different 

scholars perceive and interpret Foucault in various ways, Simon (2002:2) emphasises that the 

point of the discussion is not that surveillance scholars have to be anti- or pro- Foucault. 

However, Murakami Wood (2007: 251) points out that one of the few things surveillance 

scholars  agree on is  that  Foucault's  line of  thinking did not  discuss the impact  of  digital 

technologies.  Murakami  Wood  (2007)  therefore  argues,  by  utilising  Deleuze  (1992)  and 

Lianos (2003) for support, that Foucault's thinking about the Panopticon is historically bound, 

and  it  thus  seems  rather  strange  to  utilise  it  while  studying  surveillance  and  new socio-

technological  developments  two  centuries  later.  Simon  (2002:  14)  agrees  with  this  and 

observes that panoptic discipline cannot work solely through technology without the material 

aspect  e.g.  a  prison,  and the  totalising system thus  fails  without  an  equally  sophisticated 

cultural apparatus to remind people that they are being watched. I would, however, like to 

point out that Deleuze's thoughts are also historically bound, but more surveillance scholars 

appear to be inclined to critique the panoptic discourse. 

Murakami Wood (2007: 253) suggests two rather broad ways to talk about surveillance that 

moves on from the Panopticon and Foucault's book ‘Discipline and Punish'. The first one is 

through  the  thematic  or  methodological  trajectories  presented  in  the  book  or  through 

Foucault's other work. Murakami Wood (2007: 254) argues that Deleuze's thoughts are the 

most productive way to move on from Foucault. One of the ways to do so is identified by 

Murakami  Wood  as  the  movement  towards  a  consumer  society,  in  which  the  things 

individuals consume is what also has the function of surveilling them. The most prominent 

focus for  numerous scholars  has  been on technological  development,  such as  algorithmic 

surveillance, ‘digital rule', automation, electronic tagging of offenders and face recognition. In 

these  studies,  it  is  argued  that  new  technology  has  enabled  new  forms  and  qualities  of 

surveillance, but they have in common that they theoretically utilise Deleuze's notion of the 

‘control society' (Murakami Wood, 2007: 253). To end his discussion about how to move on 

from  studying  surveillance  though  panopticism  Murakami  Wood  (2007:  245)  suggests 

utilising a combination of Deleuze's thoughts and Actor-Network Theory (ANT). 

2.3. Science and Technology Studies engagements with Surveillance

Murakami Wood (2007: 256) argues that utilising ANT to study surveillance means that the 

‘technical fetichism' can be avoided and it can offer a more practical stand and the outcome 

becomes  richer.  Actor-Network  Theory  (ANT)  is  put  forward  by  Bruno  Latour,  Michel 
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Callon, and John Law. ANT is according to Sismondo (2010: 81) often used to study networks 

and does not distinguish between humans and non-humans as they try to form associations 

within the network. The practice of utilising ANT for analysing surveillance is something 

Murakami Wood (2007: 256) points out as being a new occurrence at that time, only having 

seen it in a paper by Ball (2002). In my research, I have come upon an article by Adey (2004) 

that  uses  Lyon's  concept  of  ‘social  sorting'  together  with ANT for  an empirical  study on 

airports and mobility. Since this point, several other empirical studies utilising ANT (some of 

them utilising other concepts from the field of ‘Science and Technology Studies', STS as well) 

has  been  made.  For  example  in  the  following  areas;  CCTV in  Netherlands  (Timan  and 

Oudshoorn, 2012); CCTV in Denmark (Lauritsen and Feuerbach, 2015); surveillance cameras 

in  general  (Kroener  and  Neyland,  2012);  gamification  and  algorithmic  surveillance 

(O'Donnell, 2014); Cybersecurity (Balzacq and Dunn Cavelty, 2016); Security Technologies 

(Davidshofer, Jeandesboz and Ragazzi, 2016); Conservation Biology (Braverman, 2014); Big 

data practices and public health/healthcare (French,  2014) and Danish fisheries inspection 

(Gad and Lauritsen, 2009). 

While Murakami Wood (2007) argues for ANT being the interesting lens to use for a post-

Foucauldian analysis of surveillance, Gad and Lauritsen (2009) opens up for other concepts 

within  the  field of  STS,  such as  Donna Haraway's  ‘situated analysis'  and Bruno Latour's 

‘oligopticon'. Utilising these concepts allows Gad and Lauritsen (2009: 51) to adopt a partial 

and limited view that utilises maps, documents and computer programs to create a detailed 

observation of the Danish fisheries. The ‘oligopticon' is developed by Latour as a critique of 

the Panopticon in which it treats surveillance as an ‘event' that studies the things mentioned 

above and has to do so from the point of view of the person performing the work instead of an 

outside  view  (ibid).  Further  discussion  on  how  STS  has  been  used  after  the  Snowden 

revelations will be elaborated on in the next section. 

2.4. Surveillance Studies Post-Snowden

In June 2013, when Edward Snowden unveiled the documents to the world about the NSA's 

surveillance practices it sent a wave of shock throughout the world (Greenwald, 2014: 98fff). 

The same cannot be said for the surveillance studies community, as Lyon (2015: 149) points 

out by stating that the surveillance society was already well developed before the revelations 

that it should not come as any surprise that surveillance is being performed. What became 

evident  through  the  Snowden  revelations  is  that  we  now  know  how  national  security 
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surveillance is practised in the 21st century. As an addition to the articles published in media 

about the different documents released, the journalists Glenn Greenwald (2014) and Luke 

Harding  (2014)  released  books  on  their  meetings  with  Edward  Snowden and  what  these 

revelations brought with them. The documentary filmmaker Laura Poitras also released the 

documentary  ‘Citizenfour'  in  2014  documenting  Edward  Snowden  and  the  journey  they 

together went on with the journalists mentioned above in releasing the information to the 

world. 

In academia, reports were being released that analysed the contents of the documents revealed 

by Snowden. In the direct aftermath of the revelations Landau (2013), Andrejevic and Gates 

(2014), Lyon (2014), Clement (2014), and Cayford, van Gulijk and Gelder (2015) published 

papers dealing with the different surveillance programs and how they perform surveillance. 

While Landau (2013) points out that there is a problem concerning over classification and 

privatisation  of  intelligence  work,  Lyon  (2014)  and  Andrejevic  and  Gates  (2014)  starts 

introducing the notion of big data to the field of surveillance. Canadian researcher Clement 

(2014) introduces us to the tool iXmaps that creates a map of where the fiber-optic splitters 

are located (i.e. where the NSA wiretaps and duplicates data), thus enabling ordinary citizens 

to see if their data are passing through one of the many hubs that the NSA utilises to collect 

data. Cayford et. al. (2015) argues against media's narrative that the surveillance conducted by 

the  NSA and  their  allies  are  mass  surveillance.  They  do  this  by  analysing  the  different 

surveillance  technologies  and  coming  to  the  conclusion  that  most  of  them  are  targeted 

programs that cannot be used for mass surveillance. 

A lot of the debate post-Snowden has been concerned with what legal framework exists and 

should be put in place to protect human rights. Moore (2014) looks into the setting in the UK 

with a focus on RIPA, while Hintz and Dencik (2016) concentrates on the ‘Investigatory 

Powers Bill' that was introduced in 2015 in the UK. On more general terms, Joh (2015) looks 

at what effects automated, and mass surveillance techniques have for effects in policy making, 

while Staben and Leistrer (2017) investigates at international cross IT surveillance and what 

legal loopholes exists for intelligence actors and services to utilise. This speaks to a setting in 

which the Internet crosses numerous legal spaces and can thus be the object of surveillance 

from not only domestic actors, but also from foreign states (ibid). Many of these studies can 

be said to deal with infrastructure inadvertently, however not explicitly stated. More explicitly 

Purkayastha and Bailey (2014) discusses surveillance and internet infrastructure, and how the 

US has come to monopolise how the internet is governed. They do this by having most of the 
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largest internet companies abiding under its law as well as being the home for many of the 

governing agencies and treaties produced meant to protect citizens against surveillance. Other 

researchers have focused on the public opinion about the NSA, government and surveillance 

with the conclusion that it is important to utilise a multi-method approach as their findings 

showed  variated  results  depending  on  which  medium was  used  for  extracting  such  data 

(Reddick, Chatfield and Jaramillo, 2015). Young (2017) uses background investigations as a 

way to illustrate that NSA's capabilities for surveillance are a failure as they did not manage 

to predict that Edward Snowden would leak a huge amount of classified information. 

As can be seen above, many researchers have in a post-Snowden environment focused on 

legal  aspects  and  how the  internet’s  physical  infrastructure  is  governed.  Adding  to  these 

discussions,  DeNardis  and  Musiani  (2016:  3)  are  writing  about  internet  governance  by 

discussing  what  they  call  a  "turn  to  infrastructure  in  Internet  Governance".  This  ‘turn  to 

infrastructure'  stems  from  the  recognition  that  the  internet  is  a  basic  infrastructure  that 

supports economic and social life, which in turn draws attention to the underlying technical 

and institutional systems that keep the internet secure and operational (DeNardis and Musiani 

(2016: 2). In doing so, they turn to the field of STS and the studies within this field that 

centres around infrastructure. They discuss notions by Star and Ruhleder (1994), Star (1999), 

and Bowker et. al. (2010) to elaborate on that infrastructure often exists in the background, 

are taken for granted. This thus implying that the ‘politics' inscribed in the infrastructure is 

hard  to  trace  as  well  as  the  work performed in  maintaining an  infrastructure  is  invisible 

(DeNardis and Musianim, 2016: 4f). 

The way Surveillance Studies are conducted after the Snowden revelations have, according to 

Lyon (2015), become more diverse in its approach as it is much harder to pinpoint who is 

performing the surveillance. The lines between the people who surveil someone and the one 

being surveilled has become more blurred (ibid). As we can see from the numerous empirical 

topics discussed above,  there are many things to focus on empirically.  When it  comes to 

surveillance theory, the aftermath of the Snowden revelations has brought with it discussions 

building on Mann et. al.’s (2002) notion of ‘sousveillance' and Haggerty and Ericson's (2000) 

notion of ‘the surveillant assemblage'. Bakir (2015) combines these metaphors and proposes 

the usage of the ‘veillant panoptic assemblage'. The ‘veillant panoptic assemblage' implies an 

unequal mutual watching, where citizens watching themselves and others through corporate 

channels are fed back into the loop of state surveillance. What becomes clear is that entering 

the field of surveillance studies today means entering at a time where there is no underlying 
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thought guiding how to perform surveillance studies, as it was previously when the Panoptic 

or Big Brother metaphor was utilised. With the event of 9/11 and the Snowden revelations 

these notions seem to have made a re-appearance, but in a new manner where these thoughts 

are combined with other modes of analysis. In recent literature, there appears to be a focus on 

empirical settings in which various modes of analysis are utilised to discuss surveillance. 

This thesis contributes to the surveillance field, not by discussing how surveillance should or 

should be studied, but through studying a particular empirical case to discern what it says 

about surveillance practices. These discussions utilise the documents released by Snowden as 

the empirical case. I will build on the trend within the Surveillance Studies field in moving 

towards utilising STS to study surveillance practices. This thesis will however not engage 

directly with ANT, as the aim is not to discuss the actors in a networked setting. Instead, I 

will,  as  inspired  by  DeNardis  and  Musiani  (2016),  utilise  the  STS  concepts  concerning 

infrastructure to discuss my empirical case. I will also not follow Murakami Wood's (2007: 

253) advice to study surveillance by utilising Deleuze, I am instead taking his other advice on 

using other thoughts by Foucault, besides the Panopticon, to study surveillance. By utilising 

concepts  inspired  by  Foucault  I  will  go  through  what  type  of  governance  is  visible,  the 

techniques used, the thought behind it and how this creates particular subjects. I do however 

want to argue that by utilising STS concepts I am combining the thoughts of Foucault and 

Deleuze, as the notions that I  will  be using from STS shares many aspects with the way 

Haggerty and Ericson utilise Deleuze's way of thinking. 
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3. Analytical Apparatus
Throughout this chapter I will elaborate on the theoretical concepts I will use to discuss the 

empirical  material.  This  section  is  called  an  ‘apparatus'  as  it  aims  to  show how I  have 

combined different theoretical concepts that enable me to discuss my aim with this research. 

Continuing from the previous chapter in which I discussed the dominating thoughts within 

Surveillance Studies,  I  will  now elaborate on how this thesis theoretically approaches the 

empirical material. As discussed, the dominant thoughts within the field have over the past 

decades been influenced by the thoughts of Deleuze and Foucault, in which surveillance had 

either been discussed as a centralised or decentralised phenomenon (Lyon, 2015 & Haggerty 

and Ericson, 2000 & Bakir, 2015). As Lyon (2015) points out, we live in a world where it was 

difficult  to  pinpoint  who  is  performing  surveillance.  As  the  main  component  of  today's 

surveillance is data, it implies that the surveillance gathered comes from people that utilise 

technologies such as their phone, computers and social media to generate this data. This data 

can then be monitored by for example companies and government, but individuals can also 

use  the  data  to  monitor  each other  (Bakir,  2015).  As  has  been pointed out  on numerous 

occasions, this thus implies that we live in a society where both of these main thoughts within 

surveillance studies co-exists. This thesis will not engage with how people monitor or surveil 

each other by utilising data.

As I mentioned in the previous chapter a trend within the Surveillance Studies field has been 

to utilise Actor-Network Theory from the field of Science and Technology Studies (STS) as a 

way to  approach how surveillance  is  being performed.  Utilising  ANT as  a  way to  study 

surveillance  shares  some  similarities  with  Haggerty  and  Ericson's  (2000)  notion  of  the 

‘surveillant assemblage' as they both proclaim to study the multitude of heterogeneous objects 

as what constructs up the surveillance environment. These notions have in common that they 

both  take  an  outset  in  that  surveillance  is  not  solely  performed by one centralised  actor. 

Although ANT offers  an  interesting  approach  for  how to  study  the  heterogeneous  actors 

present in the controversy of privacy vs. security, it is not the aim of this thesis, and I will not 

be using ANT as one of  my theoretical  approaches.  This  thesis  seeks to  understand how 

governance  is  being  performed,  and  to  study  this  I  want  to  combine  sensibilities  from 

Foucault with concepts from the field of STS. 
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Going back to Foucault does not necessarily entail adopting the Panopticon as the way to 

study surveillance. In my point of view, the Panopticon tells us a specific story of how people 

are being governed because of its construction. This is because, as Rabinow and Rose (2003: 

11)  points  out,  the  Panopticon  is  a  "specific  strategic  response  to  a  specific  historical 

problem", i.e. that of how to discipline prisoners. What the Panopticon is, is what Foucault 

would call  an apparatus.  An apparatus is a set of techniques utilised to solve a particular 

problem  of  government,  and  is  described  by  Foucault  (1980:  194)  as  a  "heterogeneous 

ensemble consisting of discourses, institutions, architectural forms, regulatory decisions, laws, 

administrative  measures,  scientific  statements,  philosophical,  moral  and  philanthropic 

propositions". The architectural form of Bentham's prison thus enabled a particular form of 

government, and is one of the heterogenous aspects that at a specific point in time could solve 

the problem of how to discipline prisoners. As what I want to understand is in which way the 

NSA governs, my way of utilising Foucault is to utilise my empirical material to try to figure 

out through which elements and relations the NSA's apparatus has been configured. 

Although I have studied Foucault and his thoughts on governance and government, I find that 

Dean (2010) has summarised his thoughts in a model called ‘analytics of government' that I 

find very useful to understand how the NSA governs. However, before I get into that let us 

first take a look at what Foucault means when he talks about government. Government is 

described by Foucault (1982: 790) as "the way in which the conduct of individuals or groups 

might be directed". This implies that ‘to govern' aims at directing the possible fields of action 

of others in a more or less calculated manner. To discuss government is to discuss power and 

freedom and the relationship between them by analysing the institutions that make up this 

power relationship (Foucault,  1982: 790f).  The aim of studying this is to understand how 

humans  are  being  turned  into  subjects,  by  talking  about  different  ways  they  are  being 

objectified or divided, either by themselves or by others (Foucault, 1982: 777f). Subjects exist 

according to Foucault (1982: 781) in two ways, firstly one that is subjected to someone else 

through control or dependence, or the subject of one's identity through self-knowledge and 

conscience. This implies a form of power that is present in an individual's everyday life and 

categorises the individual by imposing a truth that becomes attached to the person's identity 

that the individual must recognise in oneself and by others,  and through this process,  the 

individual  becomes a  subject.  When Foucault  (1982:  790)  explains  that  "to  govern,  is  to 

structure the possible field of actions of others" he pre-supposes that these subjects are free in 

the sense that they are faced with and can choose from numerous options for how to behave 

and act.
�20



Like I mentioned previously I am choosing to use Dean's (2010) reading of Foucault summed 

up in the model ‘analytics of government'. This model offers a way to problematise practices, 

to  identify  the  techniques  of  government,  discuss  the  thought  behind  government  and  to 

understand how individuals are turned into subjects in a particular setting. An analytics of 

government starts, according to Dean (2010: 32), with investigating how certain regimes of 

practices  are  problematised.  Regimes  of  practice  are  defined  by  Dean  (2010:  31)  as 

institutional practices, i.e. routinised and ritualised ways we do things at certain times and 

places.  The central  concern for this  type of analysis  is  how we govern and are governed 

within certain discourses and how these discourses came to be and are transformed (Dean, 

2010: 33). This is a ‘material analysis', which Dean (2019: 41), elaborates, means that the 

regimes of practices are the central focus for the analysis end it aims to unveil the logics of 

these  practices.  The  analytics  of  government  analysis  practices  along  four  different 

dimensions; the field of visibility of government, technologies of government, the ‘episteme 

of government' and how subjects are formed (Dean, 2010: 41ff). 

Firstly, certain forms of government can be identified through what is visible, and different 

regimes or discourses can show different ways of government. This can be studied through 

e.g. drawings, maps, charts, tables, etc. that visualise various forms of power and authority 

(Dean, 2010: 41). Dean (2010: 41) explains that one of the more famous visualisations is 

Bentham's Panopticon. Secondly, the ‘technologies of government'  investigates the means, 

procedures, mechanisms, techniques, tactics, instruments, vocabulary by which authority and 

power  are  achieved.  To  reach  its  aim,  government  must  use  technical  means  that  are 

conditions that often impose limitations of possible fields of action (Dean, 2010: 42). Thirdly, 

‘the episteme of government' is concerned with the types of knowledge that form and arise 

from governing. Here one can ask what rationality, knowledge, thought, strategies, expertise 

and means of calculation are used in the regimes of practices. It also investigates what forms 

of truth arise from a particular mode of governing and how certain modes of thinking creates 

certain governable problems, issues and domains (Dean, 2010: 42). Fourthly, ‘how subjects 

are formed' aims to investigate how the practices and programmes of government form certain 

individual and collective identities.  Here one investigates the identity and forms of self  a 

particular mode of governing targets, and what form of behaviour is expected from them and 

how  their  behaviour  is  problematised,  etc.  Regimes  of  government  do  not  determine  a 

particular form of subject, but rather foster and value certain capabilities and behaviour and is 

successful if the subjects start identifying with, experiencing and expressing themselves to 
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align  with  such  capabilities  (Dean,  2010:  43).  Dean  (2010:  44)  emphasises  that  these 

dimensions presuppose each other,  but  cannot be reduced to one since transformations of 

regimes of practices can occur on any of these axes and such transformation may trigger a 

transformation in any of the other dimensions.

Identifying and discussing the aspects of the ‘analytics of government' allows me to study 

how government is being performed by the NSA through the Snowden documents. As a way 

to discuss and understand these different aspects better, I decided to turn to STS to utilise 

concepts that emerged from the material with the intent to bring another depth to my analysis. 

How I came to utilise infrastructure as the concept utilised for analysis was partly inspired by 

DeNardis and Musiani's (2016) ‘turn to infrastructure' in studying Internet governance and its 

way of looking at the Internet's underlying technical and institutional systems to understand 

social life. The other part was that in reviewing the material released by Snowden a pattern of 

different  technologies,  physical  aspects,  and  relations  started  to  crystallise  as  interesting 

aspects of how the NSA operates. You can read more about the process in which these aspects 

became visible in the next chapter. 

As  stated  in  the  introductory  chapter  my  aim  is  to  research  how  governance  and  its 

surveillance infrastructure are performed in the Snowden documents. Utilising Dean's model 

of ‘analytics of government' enables me to discuss how the NSA performs governance in the 

Snowden document. The analysis will follow the different aspects of this model, and within 

them, I will discuss the aspects of the surveillance infrastructure. In the first section in the 

analysis where I will utilise visualisations found in the Snowden documents to discuss what 

and who is being governed. I do this by drawing inspiration from Anand's (2011) work and 

start by looking at the physical infrastructure as a way to enter the field and to see the social 

aspects of the infrastructure. I then move to discuss what is being governed by utilising Star 

and Bowker's (2006) and Bowker and Star's (2000) notions of classifications and standards to 

discuss how the NSA's practices are informed by them and also how these aspects inform 

whom they govern. I continue by using Bowker et.al.'s (2010) identification that to understand 

infrastructural work and how the physical and inter-organisational aspects of the infrastructure 

act as a technique of government we need to look at the political, ethical, and social choices 

that were made during its development. By applying Bowker and Star's (2010) concept of 

classification to a systems thinking, I then proceed to discuss how the NSA's classification 

system  acts  as  a  technique  of  government.  When  I  start  discussing  the  ‘episteme  of 

government' I will utilise Gitelman (2013) and Dunning (2015) to discuss how the data the 
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NSA gathers  are  imagined and how data  acts  as  a  what  Bowker  and Star  (2000)  calls  a 

boundary  object  between  different  social  worlds  that  exist  within  the  surveillance 

infrastructure. I will also elaborate on the thoughts that inform how the NSA governs through 

its  classification  system.  Lastly,  I  discuss  how the  classifications  system turns  the  NSA's 

employees into governable subjects,  and how people are turned into targets.  Utilising the 

framework of infrastructure as a way to discuss how the NSA governs has helped me to 

identify important aspects in how the NSA's surveillance infrastructure has been constructed. 

To summarise, by combining Dean's (2010) ‘analytics of government' together with thoughts 

from the infrastructural discourse within STS, mainly influenced by Bowker and Star (2010), 

has helped me to ask the questions below to guide my analysis of the Snowden documents: 

- Which  physical  aspects  of  the  infrastructure  are  visible  and  what  social  aspects  are 

connected to them?  
- What and who is being governed?
- How and by whom are the components of the surveillance infrastructure constructed?
- How are the people that act within this surveillance infrastructure turned into subjects? 
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4. Research Methodology and Method
In this chapter, I will elaborate on the considerations that have informed the work with this 

thesis. Firstly I will give an introduction to the empirical material followed by a discussion on 

how I have approached my empirical material. I will then elaborate on the process I have 

used to narrow down the material that enabled me to find my focus. At the end of this chapter, 

I will offer my reflections on this process.

4.1. An introduction to the empirical material
The empirical  data  that  have  been  used  in  this  thesis  comes  from the  ‘Snowden Digital 

Surveillance Archive' which can be found at snowdenarchive.cjfe.org. This archive contains 

all the documents that have been released to news media from the NSA documents leaked by 

Edward Snowden. At the time that I am looking at this database, the collection of documents 

contains  1182  documents  with  the  last  one  being  added  on  August  19,  2016  (Snowden 

Archive, 2016-08-19). It is rumoured that the number of documents that Snowden got a hold 

of  ranges  from 58  000  (Clement,  2014),  to  over  1  million  (Lyon,  2015),  to  1,7  million 

documents (Bakir,  2015). The reason I am bringing up the number of documents that are 

accessible  is  to  show that  the  archive I  am utilising as  my source  does  not  have all  the 

documents that Snowden took. However, it is impossible for us to know how many of the 

documents that he took were duplicates or what documents were comprehensible enough to 

be understood or published. The point is that this archive offers the most complete collection 

of the documents that have been released to the public. The ‘Snowden Digital Surveillance 

Archive' is a collaboration between Canadian Journalists for Free Expression (CJFE) and the 

Politics of Surveillance Project at the Faculty of Information at the University of Toronto 

(Snowden Archive, 2017-06-13). Their aim to create greater awareness of the "implications of 

the global surveillance infrastructures and practices that Edward Snowden's historic document 

leak reveals" (ibid). 

The reason for utilising the Snowden documents is that my research interest makes it difficult 

to get access to individuals to interview or observe. Intelligence work is for safety reasons 

kept secret, and intelligence organisations are not very willing to let outsiders in to observe 

their everyday work nor interview their employees. Therefore I have instead chosen to utilise 

classified material that has been leaked by Snowden and journalists as the empirical material 

of my research. As this material has been written by using code words I have utilised some of 

the interviews with Snowden where he explains some concepts to better understand them. I 
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used Snowden as a partial translator for when the material was hard to understand. More on 

the material from the Archive will  be elaborated on later,  for now, let us focus on how I 

approached this material. 

4.2. Ontological and Epistemological Assumptions

Methodology is described by Ramanzanoglu and Holland (2002: 11) as specific rules for how 

data should be approached and investigated. The ultimate aim becomes to offer guarantees for 

a faster way to reach the destination of ‘valid knowledge' (Law, 2004: 9). Each methodology 

produces  ‘valid  knowledge'  through  procedures  established  by  particular  ontological  and 

epistemological standpoints. While ontology concerns itself with our beliefs on what exists 

and the essence of its existence (such as whether something is inherent natural or social), 

epistemology discusses how to establish and produce valid knowledge (Ramanzanoglu and 

Holland, 2002: 11). 

In this thesis, I will draw on Science and Technology Studies (STS), which entails taking an 

outset  in  social  constructivism,  which  brings  with  is  three  important  ontological  aspects. 

Firstly, that science and technology are social, secondly, that they are active, and third that the 

outcome  of  the  study  is  not  natural,  but  socially  constructed  (Sismondo,  2010:  57).  As 

Sismondo (2010: 58) discusses, most forms of social constructivism oppose forms of realism, 

in which it is assumed that the world can be discovered and represented accurately from the 

natural  world  than  the  people  who  discuss  and  articulate  them.  Social  constructivism  is 

defined by Sismondo, (2010: 58) by referencing Berger and Luckmann (1966), as knowledge 

that is developed in social situations. To study something one has to do so in its process of 

construction to understand what aspects of the knowledge that is taken for granted. STS has 

however moved beyond social constructivism through its engagement with materiality.  As 

described by Sismondo (2010: 82) Actor-Network Theory (ANT) is a materialist theory that 

shows us that STS studies translate material forces and actions from one form to another. This 

thesis  engages  with  materiality  in  an  analytical  sense  through  discussions  on  how  the 

technical  infrastructure  and  the  classification  system  shapes  and  are  shaped  by  NSA's 

practices. It does however not engage in materiality in the sense that the empirical material 

does not allow translation from, e.g.  something that can be observed in a laboratory to a 

textual  format  (Law,  2004:  19fff).  I  also  want  to  emphasise  that  this  thesis  takes  an 

epistemological outset in what Law (2004) describes as method-assemblage. What this means 

is that the methods, techniques and practices one uses to study something not only describe 
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this reality but also helps to produce it (Law, 2004:5). What I want to illustrate by this is that 

the way I study the Snowden documents enacts and shows us a particular reality, and in this 

case, it offers a different reality than the one that mass-media has produced. 

Throughout the work with this thesis, I have been struggling with that the narrative of the 

story told by Edward Snowden and the journalists is written in a rather relativistic manner. As 

I elaborate on in my literature review of the surveillance studies field, this seems to be a point 

of view that is echoed by many of the researchers that discuss the issue of data surveillance. 

My aim with this thesis is to try to step away from this narrative and instead discuss how what 

we can see in the Snowden documents are socially constructed. Despite trying my best in 

stepping away from these relativistic points of views, it has been immensely difficult, and 

unfortunately, some of these aspects probably have, despite my best effort, slipped into my 

writing. 

To approach my topic, I had to determine what kind of empirical data I should use and how to 

approach this data. As my research interest comes with limited ways in which to study the 

topic,  it  meant  that  the traditional  way to approach the empirical  setting and subjects  by 

performing interviews and observations was not possible (Silverman, 2010: 123). The data I 

am using comes from an archive, and I want to argue that this data can be considered to be 

qualitative data. I am utilising documents produced by subjects that I have never interacted 

with as a source for textual analysis. Although I would consider the empirical data and how I 

engage with it to be done in a qualitative manner, the way in how I have approached the data 

can be seen as  quali-quantitative.  As the archive,  I  am engaging with contains  numerous 

amounts of documents I had to find a way to narrow them down without having to engage 

with all of them as the time frame for this thesis did not allow for this. 

The term quali-quantitative is a notion discussed by Venturini and Latour (2010: 92) as a way 

to bridge the borders between the micro and macro perspectives of statistical analysis and 

ethnographic observations when dealing with analysing huge amounts of data. It is a way to 

approach data that has been used to study controversies using digital methods for studying 

data that is ‘born' digitally (Rogers, 2013: 19). Although my research process does not include 

all of the element in performing an analysis utilising digital methods, it has been beneficial 

since the data I am studying comes from a digital archive and I was able to utilise a script to 

pull out the data and then visualise it using digital tools. What makes the quali-quantitative 

approach interesting to use is that it has allowed me to narrow down the amount of data by 
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going back and forth between statistically categorising what kind of data exists in the archive 

and then going more in  depth in  a  qualitative manner.  I  have done this  to  decide which 

material is of interest and then repeating this process (see below). 

Continuing from how I utilised the quali-quantitative approach to engage with the data there 

is  also  the  interplay  between  data  and  theory.  There  are  different  ways  to  do  this,  and 

Alvesson and Sköldberg (2009:  3f)  tells  us  that  an inductive approach takes its  outset  in 

empirical  data  and utilises  the  findings  to  make a  theoretical  claim.  On the  contrary,  the 

deductive approach takes an outset in theory and utilises it to explain the empirical findings 

(ibid). For the purpose of my studies, I found both of these approaches a bit constraining and 

instead I have utilised a combination of the both, which is called abduction. Like induction, 

abduction takes an outset in empirical material but does not reject theoretical preconceptions, 

which  is  similar  to  the  deductive  approach (Alvesson and Sköldberg,  2009:  4).  The  first 

theoretical interests I had when starting this thesis writing process was to investigate what 

governance mechanisms that  could be derived from the material  in the Snowden archive. 

These  preconceptions  stemmed  from  a  rather  broad  understanding  from  having  studied 

governance from a Foucauldian point of view. Starting out I did not have a theoretical way 

that I wanted to approach the material in mind, but I let what I found in the material guide 

what theories were interesting to apply. This interplay of going back and forth between the 

empirical material and theory continued throughout the writing process, which is why the 

abductive approach is applicable for this thesis.

4.3. Data Analysis

In this thesis, I have chosen to utilise the concepts of document analysis from Bowen's (2009) 

article ‘Document Analysis as a Qualitative Research Method'. Bowen (2009: 27f) states that 

document  analysis  entails  looking  at  documents  that  contain  words  and  images  in  "a 

systematic  procedure  for  reviewing  or  evaluating  documents".  What  is  significant  about 

document analysis is that the documents have been recorded without the invention of the 

researcher.  To understand the documents and develop empirical  knowledge the researcher 

must examine and interpret the documents. This is a process of finding, selecting, making 

sense of, and synthesising the data. The data are organised into major categories, themes and 

case examples through content analysis (ibid). Bowen (2009: 32) explains that this type of 

analysis  of  the  documents  it  entails  superficial  examination  (skimming),  thorough 

examination (reading), and interpretation. This process includes both thematic analysis and 
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content analysis. The content analysis includes a ‘first-pass document review', in which the 

main  point  is  to  sort  out  what  is  relevant  information  or  data.  Thematic  analysis  entails 

recognising  patterns  within  the  data  together  with  emergent  themes  that  are  forming  the 

categories for analysis. In this process, the researcher does a more focused review and re-

reading of the data, in which the chosen data is coded and formed into categories based on its 

characteristics (ibid). When studying documents, it  is also important that the researcher is 

critical of the documents and they should not be viewed as an accurate, complete or precise 

recording of  events.  The researcher  should also take the documents  original  purpose into 

consideration as well as its intended target group as it can be helpful in the analysis (Bowen, 

2009: 33). 

Some of the limitations of document analysis include the selectivity can be biased, difficult to 

retrieve the documents and insufficient detail (Bowen, 2009: 31f). In the process of working 

on this thesis, I have experienced all of the above limitations. It is frustrating not to have 

access to all of the documents that were obtained by Snowden because it feeds the sense that 

one  cannot  obtain  information  that  may  be  of  importance  for  the  type  of  study  I  am 

performing. This is also connected to the limitation of insufficient detail. When one is not able 

to obtain the full range of documentation, it is inevitable that certain details that may exist will 

not appear in the research since they are out of reach. I have struggled with the notion of 

insufficient detail existing in my empirical material throughout the research process, which 

has been handled by tailoring theoretical  approaches to the material  I  do have access to. 

Regarding biased selectivity, this can be attributed to Edward Snowden himself since we do 

not  know the  criteria  he  based his  selection of  which material  to  take.  This  can also  be 

attributed to the journalists and Snowden in the process of picking which material to publish, 

thus making available. After Snowden's involvement in helping the journalists choosing what 

material to publish, it is the journalists alone that have had access to and determined what 

material they deem interesting and fitting to publish. However, the advantage of utilising these 

type of documents is that bias in selection does not come from the organisation, The NSA, 

that is ultimately studied. This bias by Snowden does also include the political and economic 

agendas that lie behind their reasoning for publishing this material. The narrative expressed 

by Snowden and the journalists has a particular political agenda regarding how it aims to 

change policies and to convince us that surveillance is inherently bad. 
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4.4. Data and Theory Selection Process

As mentioned previously the ‘Snowden Surveillance Archive'  contains 1182 documents.  I 

have not examined all  of them but instead, I  have utilised how the documents have been 

categorised in the archive to examine their content and determine what documents would be 

of  interest  for  further  analysis.  Below you  will  find  a  screenshot  (figure  1)  of  what  the 

archive's  website  looks like,  in  which you can see that  the  creators  of  the archives  have 

already given us categories for how the information can be viewed. These categories are; 

creating agency, security classification, distribution, publishing source, journalist,  program, 

data created and data first published. Besides this, it offers us a search function where one can 

type in words and documents linked to these search terms. 
   

Figure 1: Screenshot of the Snowden Surveillance Archive website

In approaching the material, I have utilised what Glaser and Strauss (1967) named ‘Grounded 

Theory’ as inspiration for how to approach the data (Alvesson and Sköldberg, 2009: 62). The 

parts of ‘Grounded Theory’ that I have embraced concerns how to code data. Below I will 

describe  how  I  have  performed  this  process.  As  I  will  outline,  this  has  been  a  quali-

quantitative process in which I move back and forth between these aspects of the material. 

Doing so has entailed that I  have moved in between different categories.  I  started out by 

following the categories offered by the archive, i.e. what Strauss talks about as ‘in vivo codes', 

i.e.  the  categories  that  can  be  found  directly  in  the  empirical  material  (Alvesson  and 

Sköldberg, 2009: 62). Utilising the quali-quantitative approach when moving in between the 

material has enabled me to get a deeper understanding for how these different categories are 

interconnected, something that you can see a description of in my introduction to the NSA's 

surveillance practices in the next chapter. The second type of coding I have done is what 
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Strauss describes as ‘in vitro coding', where I as the researcher constructs categories from the 

material  (Alvesson  and  Sköldberg,  2009:  62).  I  will  describe  this  process  more  in  depth 

further down in this chapter, where I will also offer you a visualisation of the colour coding I 

did to uncover these categories. The categories that emerged has together with theory shaped 

how my analysis has been written.  

What I have done when approaching the material is first to utilise two of these categories, 

namely ‘date first published' and ‘program' to understand what information is available and of 

interest in the archive. The reason for looking into the category ‘date first published' is that my 

initial  knowledge  about  the  Edward  Snowden  leaks  was  through  the  documentary 

‘Citizenfour'. In this documentary released in 2014 Laura Poitras films the interactions with 

Edwards  Snowden  and  the  journalists  when  they  are  releasing  the  material  that  was 

subsequently published by news sources such as The Guardian and The Washington Post. By 

watching this documentary, it  became apparent to me that Snowden had a hand in which 

material was published, and one can make the assumption that since Snowden was the one 

who  had  access  to  the  information  in  its  eternity  and  was  working  with  the  different 

surveillance programs,  he would promote the information he deemed the most  important. 

Through the documentary, it is also visible that Snowden helps the journalists in interpreting 

the  source  material  and  as  someone  who has  been  educated  and  has  worked  within  this 

community implies that he has a great understanding of what the codes and abbreviation in 

the documents mean. This thus gives the information that was first released merit. Therefore I 

choose to look into the category ‘date first published' as a way to map out the timeline of what 

was published in 2013 from the interactions between Snowden and the journalists shown in 

'Citizenfour'. 

As mentioned previously I used a quali-quantitative approach in reviewing the data (Venturini 

and Latour, 2010). The qualitative part of this is what I start to describe above. To make it 

easier for myself to understand and visualise the data I asked a friend to help me write a PHP 

script to extract the information from the archive and put it into an excel document enabling 

me to sort the information by the date published. As you can see in figure 2, what is very 

useful about this archive is that when I look at the date published is that it also provides us 

with  which  journalists  that  wrote  the  article,  where  it  was  published,  which  surveillance 

program it  concerns,  which  agency  created  the  original  document  and  at  what  time  this 

document was created. It offers links to the article published and the document that was the 

source for this article. 
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Figure 2: Screenshot showing the information provided by the Archive about a document 

The  information  I  got  from  the  excel  document  collected  all  the  information  and 

categorisations from the archive in one place. It did not only allow me to create a timeline of 

in what order the information was released, but also a way to understand which surveillance 

programs  that  Snowden  deemed to  be  of  interest.  You  can  see  an  example  of  what  this 

visualisation looks like below. They full visualisation can be found in the Appendix. What is 

shown  in  the  visualisations  below  is  the  timeline  of  the  Snowden  revelations.  The 

visualisation to the left (figure 3) shows the articles that were published, the visualisation in 

the middle (figure 4) shows what documents were used to write the articles, and lastly, the 

visualisation to the right (figure 5) shows which surveillance program that was discussed. 

What is shown below is the month of June 2013, but I made these visualisations up until 

December 2013 when Snowden went out and said that his work now was done (Gellman, 

2013-12-30). Doing these visualisations was the way in which I got my basic understanding 

of what these surveillance programs included as I read many of the articles and googled the 

different surveillance programs to get an initial understanding of what they included. 
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Figure 3: Timeline from June 2013 showing the published articles

Figure 4: Timeline from June 2013 showing the documents connected to each article published

Figure 5: Timeline from June 2013 showing which surveillance programs was discussed

Since I only performed this type of visualisation up until December 2013, I wanted to know if 

other surveillance programs might have been published after this time that may be of interest. 

To do this, I chose to look at the category ‘program'. By doing so, I am assuming that the 

more documents that have been released about a surveillance program indicate the importance 

of this program. There are obvious problems with making this assumption, as there is no way 

that I can know that a certain program is of more importance than another simply by the 

number of documents that has been released about it. Since not all the material that Snowden 

had has been released, there is no way of knowing that there are not more material available 

about other programs that have not been published yet. However, what it does provide me 

with is what programs that offer the most material for me to study. Whether these programs or 

documents are of interest for further studies was at this point impossible to determine without 

a further look into what was in them. Hence, this speaks to the quali-quantitative approach in 

which  I  went  back  to  qualitative  mode  to  get  an  indication  of  what  to  look  at  more 

qualitatively.

    

Figure 6: Screenshot from the Archive showing how the category ‘program’ is structured
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As we can see  in  the  figure  6  above the  archive in  regards  to  the  ‘program'  category is 

structured by dividing the surveillance programs after their initial letter or number and then 

stating how many documents that exists about each one. I again had a friend help me write a 

script to withdraw this information and put it into an excel document allowing me to visualise 

the information. The visualisations below (figure 7 & 8) was made using a program called 

Tableau.  Tableau  allowed  me  to  input  my  Excel  document  and  choose  the  parameters  I 

wanted  on  the  different  axes  (Tableau,  2017-06-14).  In  this  case,  I  decided  to  show 

'Surveillance  Program'  and  ‘Size'  to  produce  the  visualisations  below that  indicates  what 

surveillance  programs  that  contained  the  most  documents.  The  top  one  is  the  category 

‘general intelligence' which, after examining it further, includes as indicated different types of 

intelligence-related documents that seemed to have been placed in this category because they 

did not fit into any of the other categories. I thus choose to disregard the ‘general intelligence' 

category,  as when I  qualitatively review the documents as its  content  seemed vague.  The 

visualisations that can be seen in figure 7 & 8 can be viewed in full in the Appendix. 

Figure 7: A visualisation of the surveillance programs that has the most documents in the Archive

Figure 8: A visualisation of the surveillance programs that has the most documents in the Archive

I also wanted to know what type of documents that existed for these different categories. 

Luckily this was also a tag,  and I  thus altered my axes on my visualisation (figure 9) to 

include  these  parameters.  This  allowed  me  to  produce  a  visualisation  that  shows  the 

surveillance program firstly and then what type of documents such as ‘presentation slides', 

‘wiki article',  ‘teaching materials',  ‘reports'  etc. that each category contains and what year 

these  were  published.  You  can  see  an  example  of  this  below  in  figure  9,  but  the  full 

visualisation can be found in the Appendix.  
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Figure 9: A visualisation of what types of document included in each surveillance programs

                     

After having done all of these different visualisations, I looked at them to determine which 

surveillance  programs that  were  of  interest  for  studying.  The programs I  picked were  as 

follows; X-KEYSCORE, TURMOIL, STORMBREW, OAKSTAR, FAIRVIEW, BLARNEY, 

MUSCULAR, PRISM, SIGINT, SIGINT Programs and SIGINT Enabling Projects. I gathered 

all of the documents from these categories in a folder on my computer and systematically 

went through them and put them into a visualisation in which I took a screenshot of what I 

could see in the document and wrote a summary of what was in the document. You can see an 

example of what this looks like below in figure 10, but the entirety of these documents can be 

found in the Appendix. 
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Figure 10: A visualisation showing what the presentations slides in the surveillance program PRISM 

looks like accompanied with a summarising text on what they encompass

I utilised this summary and the comments I had written to gain a better understanding of what 

was in the documents that could be of interest and help me to study governance mechanisms. 

As a part of the process of understanding this I wrote up the next chapter in this thesis called 

‘Introduction to the NSA's surveillance programmes'. Writing this has a double function as it 

helped me understand how the NSA operates,  but  it  can also help you to  gain the same 

understanding. After having gained more understanding I printed all the documents and laid 

them out on a table where I decided to put stickers in different colours on documents I thought 

had something in common, and then I named these categories I created. This process looked 

like illustrated below in figure 11.                                

Figure 11: A photograph showing what the colour coding result looked like.  
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The categories that came out of this process was ‘infrastructure', 'data categorisation', ‘work 

practices', ‘communication' and ‘relation to laws'. The first three categories are heavily linked 

to  the  theoretical  concepts  I  am  using  in  my  analysis.  The  reason  that  these  categories 

emerged is that these are some of the theoretical aspects within STS that I have previously 

worked with and that I could see examples of in the material I was looking at. The theoretical 

concepts  I  use  in  my  analysis  has  been  elaborated  on  further  in  the  chapter  ‘Analytical 

Apparatus'. The category ‘communication' is something I put in because it showed how the 

NSA communicates and contains for example dialogues or particular usages of words that 

helped me when writing the analysis to make arguments about the theoretical categories. The 

last category; ‘relation to laws' was put in there because I in my review in the material came 

to understand that how the NSA discusses the laws were of importance and using it  as a 

category was an easy way to find which documents talked about this. After having created 

these  categories,  I  created  a  new folder  with  these  categories  and  sorted  the  documents 

accordingly. 

4.5. Reflections on the Data Selection 

The quali-quantitative approach I used in choosing which documents to use for my analysis 

has its advantages and disadvantages. One of the advantages is that it offered me a structure 

and way to narrow down the material.  The disadvantages are that after having listened to 

interviews with Edwards Snowden, there are surveillance programs that he deems important 

that are not present in my material. One of them is ‘Boundless Informant’ that is the program 

the  NSA utilises  as  an  auditing  system  of  sorts  that  they  can  use  to  track  how  much 

intelligence they collect and from where this intelligence comes. The importance for Snowden 

in this is that this is one of the things the NSA lied about its existence in front of Congress 

(Snowden,  2013-07-09b  and  Snowden,  2014).  Another  program  Snowden  mentions  is 

‘Bullrun' that is used to intentionally mislead corporate partners about security standards with 

the intention to weaken the security and build in backdoors that would enable the NSA to get 

access (Snowden, 2014). Although these surveillance programs are of importance, they were 

not necessary for me to be able to discuss my research question. 
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5. Introduction to the NSA's surveillance programmes
This chapter offers an introduction to who the NSA is, and a summary of the surveillance 

programs that I will study that can be found in the Snowden documents. If you are familiar 

with the surveillance programs, I urge you to move on to the next chapter. If you are not 

familiar with what is in the Snowden documents this chapter will provide relevant background 

and contextual information that will enable you to follow the discussions in the analysis. 

5.1. Who is the NSA?
To understand the empirical material I am about to present let us gain a better understanding 

of who the NSA is and what they do. The NSA is an organisation that was established in 

November  1952  by  President  Harry  Truman  to  establish  practices  for  how  to  continue 

breaking codes in the post-war era. This was inspired by the work The US had done during 

the World War 2 by breaking German and Japanese encryption codes. The NSA's mission is to 

collect  Signals  Intelligence  (SIGINT)  and  Information  Assurance  (IA).  SIGINT involves 

collecting  foreign  intelligence  from  communications,  and  information  systems  and  then 

providing the military and the government with this information (NSA, 2016-05-03). Through 

Information Assurance the NSA aims to prevent unauthorised access to classified systems and 

material.  What  Harding (2014:  165)  points  out  is  that  the  NSA has  operated  as  a  secret 

organisation, meaning that its work practices and extent of information they have collected 

have remained a secret up until the Snowden revelations. Now let us dive into what these 

practices are. 

5.2. How data are accessed/collected 
The world's communication is carried through undersea fibre-optic cables, which is estimated 

to be around 550 000 miles of cables (Cayford ,van Gulijk and van Gelder, 2014: 644). Below 

you can see a map of the global telecommunications infrastructures, i.e. the fibre-optic cables 

carrying the communication (NSA, 2007: 4). The data carried through the cables is turned 

into "ultra-short flashes of light" that represent the ones and zeroes that data are made up of 

(Cayford  et.al,  2014:  644).  A regenerator  is  needed  to  re-amplify  the  signals  every  80 

kilometres otherwise the signals will be lost. Amplification has to be performed individually 

for each cable, which means the cables cannot be bundled together. The reason I am talking 

about this is that these amplifiers are the ‘weak points'  in the infrastructure in which it is 

possible to intercept the communication (ibid). 
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Figure 12: A map showing the placement of the international fibre-optic cables (NSA, 2007: 4)

The section above describes how it is technically possible for the NSA to collect data, but 

they can do so because a lot of the world's communications flow through the US. The reason 

for this is that the data of a phone call, e-mail or chat will take the cheapest, and not the most 

physically direct path (NSA, 2013b: 2). What the NSA has done is to install splitters on the 

fibre-optic cables. A splitter is "a piece of equipment that physically splits the cable and sends 

the signal in two different directions"(Cayford et al., 2014: 644). This does however not mean 

that 50% of that data goes one way and the other 50% goes the other; it is the signal that splits 

in two. The signal thus gets weaker, but 100% of the data goes through in both directions, 

effectively meaning that a copy of the data is being made and sent to the NSA (ibid).  

5.3. Governing Entities

As can be seen in figure 13 below, the NSA refers to numerous regulations in their teachings 

of their employees. They discuss these regulations as factors that shape how their practices 

function (NSA, 2010:13). The US Constitution is referenced through Article II to illustrate 

that the president's power is not unlimited; "The President shall be Commander in Chief of the 

Army and Navy…and conducts foreign affairs" (NSA, 2010:14). Executive Order 12333 from 

1981 dictates ‘United States Intelligence Activities'. Here it is explained the executive agents 

for Signal Intelligence is called SECDEV and DNI and that no other agency or department is 

allowed to conduct signal intelligence work without their authorisation. This collection has do 

be done according to procedures approved by the Attorney General, and the NSA must assist 

Law Enforcement and Civil Authorities (NSA, 2010: 15). EO12333 is the executive order that 

assigns the NSA to be the organisation to collect signals intelligence. Their assigned task 
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includes two types of activities; collecting foreign intelligence and activities that allow future 

access from collecting intelligence (NSA, 2010: 16).

Figure 13: The key authorities and restrictions the NSA operates by/under (NSA, 2010: 13)

The material  also discuss the fourth amendment in the US Constitution; "the right of the 

people to be secure in their persons, houses, papers, and effects, against unreasonable searches 

and seizures  shall  not  be violated,  and no warrants  shall  issue,  but  upon probable cause, 

supported by Oath or affirmation, and particularly describing the place to be searched and the 

persons or things to be seized" as something they have to follow (NSA, 2010: 16). They then 

illustrate using Supreme Court rulings that this is different for electronic surveillance as it 

depends upon how, where, why and against how it is done (NSA, 2010: 19). In 1968 the 

'Omnibus Crime Control and Safe Streets Acts', also known as 'The Wiretap Act' was passed 

with the purpose of giving the government and intelligence agencies permission to perform 

electronic surveillance for law enforcement purposes (NSA, 2010: 20). The Wiretap Act made 

it illegal to intercept any wire, oral or electronic communication and to intentionally use or 

disclose such content (NSA, 2010: 21). There are however exceptions to this; "interception 

for  foreign  intelligence  purposes  permissible  if  conducted  in  accordance  with  Foreign 

Intelligence Surveillance Act and/or other applicable procedures". The NSA also states that  

"interception with prior consent of one party to the intercepted communication is OK under 

federal  statute  but  be  aware  of  state  two-party  consent  statutes  if  acting  in  private 

capacity"(NSA, 2010: 22). Other wiretap exceptions include monitoring of communication 

security by the US government according to procedures approved by the Attorney General. 

Service providers  are  allowed to monitor  or  intercept  communication on their  systems to 
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ensure that it is working properly or to protect their property or rights in their systems. Lastly, 

there is an exception for trespassers, i.e. hackers, in which the trespasser's communication is 

allowed to be intercepted (NSA, 2010: 23).  

The documents continuously reference FISA (Foreign Intelligence Surveillance Act) but do 

not define exactly what it contains. As elaborated by Greenwald (2004: 42) FISA was created 

by  the  Congress  in  1978  as  a  response  to  discovering  decades  of  unlawful  government 

surveillance.  Under this act,  the government could continue to do surveillance but had to 

obtain permission from the FISA court before starting any such activities (ibid). In 2005 it 

was revealed that the Bush administration had in the post 9/11 era secretly allowed the NSA to 

collect  intelligence  on  Americans  without  a  FISA  court  order  (Risen  and  Lichtblau, 

2005-12-16).  This  led  to  an  amendment  of  the  FISA act,  and  in  2008  the  FAA (FISA 

Amendments Act) was instated. What this amendment did was to take some of the practices 

from the warrantless surveillance that the Bush administration had given birth to and make 

them a part of the FAA. This including that there is now a distinction between people in the 

US (American citizens and those who are legally on US soil) and everyone else (Greenwald, 

2004: 101). As can be seen in figure 14 and 15 below, these distinctions are at the core of the 

intelligence that the NSA collects, i.e. they are allowed to collect intelligence on individuals 

who are not in the US. (NSA, 2010: 30). 

Figure 14: The NSA’s mission (NSA, 2010: 30)                    
Figure 15: Whom the NSA targets (NSA, 2010: 32)

The NSA also talks about ‘the Transit Authority' as a governing body. The collection of data 

that  falls  under  the  Transit  Authority  must  confirm  that  the  communication  is  between 

foreign-to-foreign. The surveillance programs that operate under this authority has filters at 
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the front-end of their collection to ensure that only foreign-to-foreign communication gets 

collected (NSA, 2007: 7). 

5.4. SIGINT and FIVE EYES

Several of the categories in the archive mention SIGINT and the projects and programs that 

are enabled through it.  None of the documents I have found in the archive explains what 

SIGINT is, but according to NSA's website, SIGINT is an abbreviation of Signals Intelligence 

(NSA, 2017a).  This  intelligence is  derived from electronic  signals  and systems from e.g. 

communication, and weapons systems and radars (ibid). As shown in figure 16, SIGINT data 

collection is  done in  collaboration with  30 other  countries.  This  is  something Greenwald 

(2014:  160)  elaborates  on  through  figure  17  in  a  visualisation  titled  ‘Approved  SIGINT 

Partners'.  Figure 16 has never been published in any news outlets and does therefore not 

appear  in  the  archive.  Greenwald (2014)  uses  it  in  his  book ‘No Place to  Hide:  Edward 

Snowden, the NSA, and the U.S. Surveillance State' in which he tells more about his meetings 

with Edwards Snowden and shows unpublished data. As explained by Greenwald (2014: 153) 

the NSA has three different type of categories for their relationships with foreign countries. 

The first one is their ‘Five Eyes' collaboration with Australia, Canada, New Zealand and the 

United Kingdom. This collaboration is nothing new as it dates back to post World War II 

when it was called UKUSA, in which they cooperated on gathering radio transmission from 

foreign countries (Farrell, 2013-12-02). As Greenwald (2014: 153) points out, the US collects 

intelligence together with these countries, but rarely on them, unless formally requested by 

these countries officials. The second group of countries referred to as ‘Third Parties' include 

the around 30 countries mentioned in figure 17. The NSA works with these countries for 

specific  surveillance  projects,  while  simultaneously  collecting  intelligence  on  them 

(Greenwald, 2014: 153). The rest of the countries that are not a part of any of the previously 

mentioned collaborations  composes  the third  group in  which the NSA frequently  collects 

intelligence on,  but almost never cooperates with (ibid).  As seen in figure 17; ‘Approved 

SIGINT  Partners'  (Greenwald,  2014:  160)  the  NSA  also  collaborates  with  several 

international organisations such as NATO.

�41



Figure 16: NSA’s international partnerships (NSA, 2012)
Figure 17: SIGINT Partners (Greenwald, 2014: 160)

5.5. Upstream
One of the ways how the NSA taps into fibre-optic cables is through their Special Source 

Operations  (SSO)  Corporate  access  collection  programme.  Collecting  data  on  fibre-optic 

cables  and  other  types  of  what  the  NSA talks  about  as  physical  infrastructure  is  called 

‘Upstream' (NSA, 2013c). This type of data collection is made possible through partnerships 

that  the  NSA has  with  telecommunications  companies  (NSA,  2007:  3).  In  2006,  AT&T 

technician Mark Klein reported that the NSA had installed a splitter in the main switch at 

AT&T in San Fransisco, and indicated that this was being installed in several other AT&T 

switching centres (Clement, 2014: 412). This splitter is never known to have been removed, 

and Cayford etc al. (2014: 644) argue that this is due to that the NSA has had the consent from 

AT&T to  install  it.  Upstream consists  of  the  different  programs FAIRVIEW, BLARNEY, 

STORMBREW and OAKSTAR, which are codenames for the various telecommunications 

companies in the US that the NSA collaborates with (NSA, 2007 & Cayford et. al., 2014: 

645).  In  2007,  when the  documents  were  created  this  Special  Sources  Operations  (SSO) 

method provided more than 80% of the NSA's data collection (NSA, 2007: 5). 
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Figure 18: Upstream and PRISM surveillance programs (NSA, 2013c)

FAIRVIEW  operates  under  the  Transit  Authority,  so  does  one  collection  point  for 

STORMBREW and two collection points for OAKSTAR, which can be interpreted as that 

these collection points will automatically only collect foreign-to-foreign intelligence (NSA, 

2007:  8).  In  addition  to  this,  all  collection points  under  FAIRVIEW operates  under  FAA 

Authority (NSA, 2007: 9). The documents indicate that the NSA has access to the backbone 

of FAIRVIEW's digital network intelligence collection, i.e. direct access to all the data that is 

collected (NSA, 2007: 65). STORMBREW does in addition to having collection under the 

Transit  Authority  also  have  an  access  point  collecting  intelligence  under  FAA and  FISA 

(NSA, 2007: 11). 

BLARNEY is the leading source of FISA collection and a part of the President's daily brief. A 

court order is needed to give BLARNEY a task of what they should collect (NSA, 2007: 14). 

BLARNEY is highlighted by that they operate in the US but has access to information that 

travels through the US through their corporate relationships. This enables them to provide 

unique access to other telecommunication companies (NSA, 2007: 40). The access to this 

information is controlled by BLARNEY, and a FISA court order is thus needed to access the 

data (NSA, 2007: 41). The NSA elaborates on how they view the Authority of the FAA as 

"surveillance in the US when the target is reasonably believed to be foreign" (NSA, n/d: 19). 

They also state that  sometimes it  is  discovered that  one end of the communication being 

intercepted is in the US. They refer to this as a ‘domestic incident'. It is dealt with by the 

analyst sending and email to the SSO corporate team who will file a report to the NSA for 

each incident (NSA, 2007: 43). 
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5.6. PRISM and MUSCULAR

Moving on to  documentation from 2013 the Corporate  SSO access  also includes PRISM 

(NSA,  2013a:  63).  PRISM  is  a  corporate  program  where  data  are  provided  by  Internet 

providers. It started in 2007 with Microsoft, and since then Yahoo joined in 2008, Google, 

Facebook and PalTalk in 2009, YouTube in 2010, Skype and AOL in 2011, and Apple in 2012 

(NSA,  2013b:  4).  The  documents  say  that  Dropbox  will  be  joining  soon,  and  Twitter  is 

missing  (Harding,  2014:  163).  What  type  of  information  is  gathered  varies  among  the 

providers, but in general, it is E-mail, chat, videos, photos, stored data, VoIP, file transfer, 

video  conferencing,  notifications  of  activity,  e.g.  logins,  online  social  networking  details 

(NSA, 2013b: 3). 

 Figure 19: PRISM, when data collection began for each tech company (NSA, 2013b: 4)

As laid out  by Harding (2014: 168),  when the news about PRISM was released the tech 

companies listed above started panicking, saying that they have never heard about PRISM. 

They told media that they had not given direct access to their servers to anybody and that the 

information they had released was only after receiving court orders for specific information. 

As one can see clearly from figure 18 above it states that data collection occurs directly from 

the tech companies’ servers, and as it turned out the NSA had managed to find back doors into 

the companies servers,  that  the companies themselves were not aware of (Harding,  2014: 

168). The program that does this is called MUSCULAR, and as seen in the slides it became 

operational in 2009 in collaboration with The United Kingdom's intelligence agency GCHQ, 

where the GCHQ are the ones who are gathering the data (NSA, 2010b: 7). How this works is 

�44



that the NSA has managed to e.g. tap into the private fiber-optic cables connecting Google's 

and Yahoo's data centres around the world. To keep their customer's data safe the data are 

transformed in between data centres in Europe and the US through privately leased fibre-optic 

cables, and it was these cables that the NSA had managed to tap into as they transit the UK 

(Harding, 2014: 168f). This information was divulged through this sketch in figure 20 that 

explains how MUSCULAR can collect the data in between the ‘Public Internet' and ‘Google 

Cloud' (NSA, 2013a).

Figure 20: Sketch of how the surveillance program MUSCULAR works (NSA, 2013a)

5.7. XKEYSCORE and TURMOIL

One of NSA's tools to extract and analyse the data that they collect is X-KEYSCORE. This 

system’s goal is to extract a broad range of metadata for analysts to query. The NSA proclaims 

that  what  makes  X-KEYSCORE unique  is  its  ability  to  discover  things  that  the  analyst 

normally would not have seen (NSA, 2009: 3). Figure 21 below shows other analysis tools 

such  as  Trafficchief,  Pinwale  and  MARINA with  the  emphasis  that  X-KEYSCORE  can 

discover more material (NSA, 2009: 5). The full content of the data is stored for 3-5 days for 

analysts to go back and recover data that might otherwise have been lost. Metadata, on the 

other hand, is stored longer, up until 30 days after capture (NSA, 2009: 6). The content that is 

interesting can be pushed to other programs such as Agility or PINWALE if it needs to be 

stored for a longer period.  In order to do so the analyst  can set  up workflows to harvest 

content before it disappears (NSA, 2009: 8). The analyst can create a workflow where a query 

is run on set intervals throughout a day (typically once a day), and the system can then send 

an e-mail report with the result to other databases (NSA, 2009: 20). 
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Figure 21: Visualisation of which data is collected using what software (NSA, 2009: 5)                                         

When using X-KEYSCORE to query data the results, it brings back comes from metadata 

tables and will  link back to the original  content  (NSA, 2009:  9).  For each query session 

processed X-KEYSCORE creates an application ID, which is meant to identify a session as a 

particular application. Each session may be tagged further through ‘fingerprints', indicating 

what type of content the session has, such as travel, encryption or forum (NSA, 2009: 17fff). 

What makes X-KEYSCORE a strong analytical program is that an analyst may know from 

metadata from Trafficchief, Pinwale or MARINA that a person was online at a given time 

from a given IP address.  They can then use X-KEYSCORE to search for what happened 

‘around that event', i.e. what the person was doing (NSA, 2009: 29). X-KEYSCORE is not 

only strong in its ability to process data, but it is also strong in the sense that it has a rather 

high presence around the world. As can be seen in figure 22 XKEYSCORE exists in over 150 

places around the work and has over 700 servers (NSA, 2008: 6). These places include the 

Upstream's telecommunication companies, SIGINT partners, and mid-ocean fibre-optic cable 

taps (Cayford et. al., 2014: 648). 
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Figure 22: A map of where XKEYSCORE is operational (NSA, 2008: 6)

The data accessed from the fibre-optic cables are not accessed by XKEYSCORE but through 

a system the NSA names TURMOIL. TURMOIL was developed to be able to process the 

higher  data  rates.  Around  5  %  of  the  data  packets  that  TURMOIL captures  is  sent  to 

XKEYSCORE, which XKEYSCORE then puts into sessions or tables as described above 

(NSA, 2010a: 2) 
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6. Analysis
In this chapter, I will discuss the empirical material by utilising the analytical apparatus. The 

Analysis is divided into four sections following Dean's (2010) ‘analytics of governments' in 

which the different aspects will act as sub-chapters. In the first section of the analysis, I will 

start  with  identifying  what  and  who  is  being  governed.  This  allows  me  to  discuss  what 

techniques are used to govern in the following section. In the third part of the analysis, I will 

discuss  what  thoughts  inform  the  techniques  of  government  and  how  the  techniques 

themselves give rise to particular truths. The next section is where I will elaborate how the 

techniques and thoughts  that  inform and are informed by government  creates  governable 

subjects. Lastly, I will summarise the key findings of the first four sections. 

6.1. What and who is being governed?
Let us start with looking at the material from the archive to see what is visible that can help us 

understand what the documents can tell us about the NSA's regime of government. As Dean 

(2010: 30) highlights, this entails looking at what is both visible and invisible, i.e. what is not 

present. The way he proposes to do this is to look for visualisations of what is governed, such 

as  maps,  pie  charts,  tables,  graphs,  architectural  drawings,  etc.  When  looking  at  these 

visualisations, it is possible to ‘picture' what and who is to be governed, the relations between 

them, how they are connected, and what problems are to be solved (ibid).

6.1.1. Physical Infrastructure

When reviewing the empirical material one of the first categories of interest for further studies 

that  arose  is  concerned  with  infrastructure.  The  reason  for  this  is  that  throughout  the 

documents the infrastructure of how data travels, i.e. through fibre-optic cables, and where 

this data are collected kept on reappearing throughout the material (NSA, 2007: 4 & NSA, 

2008: 6 & NSA, 2012). I thus decided that this could serve as a good entry point to start from. 
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Figure 12: A map showing the placement of the international fibre-optic cables (NSA, 2007: 4)
Figure 22: A map of where XKEYSCORE is operational (NSA, 2008: 6)
Figure 16: NSA’s international partnerships (NSA, 2012)

Starting out with looking at  the physical  infrastructure as a way to see what is  visible is 

something I have taken inspiration from Anand’s (2011) work with water supplies in Mumbai. 

What is interesting in Anand's work is the way he utilises physical infrastructure as a way to 

enter  the field as  a  way to show that  the infrastructure encompasses a  lot  more than the 

physical, such as cables, hardware or software. It is a way in to see the social. What we can 

see  in  figure  12 is  an  infrastructure  that  has  been built  to  facilitate  and carry  the  global 

telecommunication (NSA, 2007: 4). It is what enables us to make phone calls and to access 

the internet, and it is also the purpose of its existence. Figure 22 and 16 shows us where the 

NSA has managed to disrupt this infrastructure and access the data that it carries. When the 

infrastructure is compromised in this way, there is a possibility to copy all the data, as the 

NSA has done through direct access using the program MUSCULAR (Harding, 2014: 168 & 

NSA, 2010b: 7 & NSA, 2013a). This thus has the possibility of turning into a discussion 

about whether or the NSA is entitled to do this. However, this is not a discussion to be had 

here. This is the main narrative that has gotten a lot of focus from Snowden himself and the 

journalists  working  with  him.  In  this  narrative,  the  NSA holds  the  ultimate  power,  and 

exercise it through constantly monitoring the whole world and its communication (Snowden, 

2013-07-09. 

Infrastructure,  like  these  fibre-optic  cables,  is  not  necessarily  something  that  everyone  is 

aware of that they exist or how they function. As Edwards (2003: 4) points out, infrastructure 

brings us a sense of stability, which in this case makes it seem like the telecommunications 

and the internet seamlessly just "works". It is there in the background, but we never see it 

since it is invisible to us (Star, 1999 & Edwards, 2003). The Snowden revelations made the 

existence of this infrastructure and to what extent the NSA can access it visible to the general 
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public.  This  infrastructure  has  since  these  revelations  been  discussed  utilising  centralised 

surveillance metaphor such as the Orwellian Big Brother (Snowden, 2013-07-09). The mantra 

"if you have nothing to hide, you have nothing to fear" has echoed through media as a way to 

attest to that the NSA accessing data from all over the world is not an issue for anyone who is 

not among the ‘bad guys' (Snowden, 2014 & Greenwald, 2014: 244). 

To only look at the physical and technological infrastructure when discussing how governance 

mechanisms can also be perceived as a technologically deterministic (Bucchi, 2004) way of 

analysing the issue. The technological deterministic point of view, in this case, would indicate 

that the technology, i.e. the fibre-optic cables, the splitters and X-KEYSCORE are the sole 

factor that determines the societal structure and humans have to adjust accordingly. It implies 

that  we  look  to  the  technological  infrastructure  for  answers  as  to  what  governance 

mechanisms  are  at  work  here.  Technological  determinism offers  a  rather  limited  way  to 

discuss infrastructure, as Bowker et.al. (2010: 99) emphasises, that instead of solely looking 

at the components of the infrastructure, we have to look at the relations that the infrastructure 

encompass. Infrastructure from this viewpoint is "a fundamentally relational concept" that is 

made  up  of  equally  significant  static  and  dynamic  elements  that  are  connected  to  the 

structures and activities of people in practice (ibid). Therefore, let us look at what kind of 

relations that are a part of the infrastructure of the NSA's intelligence work. 

6.1.2. Infrastructural Relationships

It is important to emphasise that discussing relationships within infrastructure presupposes a 

distinction  between  technology  and  infrastructure  (Larkin,  2013:  329).  This  distinction  is 

necessary to understand that infrastructure acts as the ground in which other objects, such as 

technologies can operate through or within (ibid). The infrastructure, as in this case the fibre-

optic cables, the switches and the technology that captures and analyses the data create the 

grounds  for  the  technology  such  as  X-KEYSCORE to  operate  on.  It  is  also  essential  to 

understand that these different functions operate together as a system. Within this system, 

there are several layers of infrastructure, and such a layered approach could, for example, 

encompass a discussion about electricity as an underlying infrastructure that is a prerequisite 

for  operating  any  computer  or  transmitting  any  data.  This  thesis  does  not  engage  with 

discussions  about  such  underlying  infrastructure  but  focuses  on  the  infrastructure  that  is 

visible from the Snowden documents. This indicates that while I discuss this infrastructure, I 
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am also performing categorial work (Larkin, 2013: 330) in determining which aspects of this 

infrastructure that I will discuss, and which I will ignore. 

Continuing to look at what relationships that are visible in the infrastructure that the NSA has 

built the below figures are interesting to look at. Figure 17 shows NSA's SIGINT partnerships, 

which entails the Five Eyes collaboration with Australia, Canada, New Zealand, and United 

Kingdom (Greenwald, 2014: 160). The ‘Third Parties' collaboration which includes around 30 

countries  is  also  visible.  Lastly,  figure  17  shows  that  the  NSA collaborates  with  other 

organisations such as NATO (ibid). The figure indicates some collaboration with the countries 

mentioned above and organisations. However, this leaves out around 160 countries. As we 

know from Greenwald's (2014: 153) conversations with Snowden, the SIGINT partners are 

countries  and  organisations  that  the  NSA collaborates  with  to  collect  intelligence.  What 

Greenwald indicates is that the relationship that the US has with the other Five Eyes countries 

is based on a somewhat equal status, in which they rarely collect intelligence on these nations, 

unless  explicitly  asked  to  by  the  officials.  The  ‘Third  Parties'  countries  the  NSA often 

collaborate with for specific purposes, but simultaneously collects intelligence on them. 

As the US is the choke point where most data travels through, the NSA has access to this data, 

and one can make the assumption that they hold a lot of power over the other countries (NSA, 

2013b: 2). It would seem possible that the ‘Third Parties' countries, in particular, would end 

up in the group not included on any of these lists if they do not obey with what the NSA 

demands.  Having  access  to  the  surveillance  infrastructure  that  TURMOIL  and  X-

KEYSCORE provides is a huge asset for many countries and something they most likely 

would be willing to compromise certain aspects of liberty to maintain. Then again, what about 

the around 160 countries that are not present in the visualisation? As Greenwald (2014: 153) 

indicates,  these countries  are the ones that  the NSA collects  intelligence on but  does not 

collaborate with. They are the countries that the NSA might deem as "enemies", does not want 

to collaborate with the NSA, or they simply do not have enough appeal to collaborate with. 

The reasoning behind why they are not among the partners are numerous and difficult  to 

guess, but what we can discern from this is that for these countries to not ‘be in the loop' can 

indicate that they were not aware of the intelligence infrastructure that the NSA had built 

before the Snowden revelations.  
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Figure 17: SIGINT Partners (Greenwald, 2014: 160)
Figure 19: PRISM, when data collection began for each tech company (NSA, 2013b: 4)
Figure 18: Upstream and PRISM surveillance programs (NSA, 2013c)

As for figure 19 and 18 they show the collaboration with tech providers in what the NSA has 

labelled the PRISM program. What can be seen here is that the visualisations talk about this 

collaboration as the NSA having direct access to the provider's servers. It does however not 

talk about how this is being accomplished. As Harding (2014: 168) suggests, this access was 

not a mutual collaboration and came as a shock for the tech providers. Harding (2014: 168) 

indicates that there was a power dynamic at play where the NSA is the ones holding all the 

cards. This is in reference to that the NSA gathered this data directly from the tech providers 

servers and doing so in a rather controversial manner, i.e. hacking into the tech providers own 

fibre-optic cables (ibid). 

As discussed by Levy (2014-07-01) the tech companies business is built on the trust their 

customers have in that their data are safe with them, thus urging them to show some amount 

of transparency in how this is done. The NSA, on the other hand, operates in secret, which is 

one of the reasons as to why they have the upper hand. As the tech companies came to find 

out, it is hard to protect themselves, and their customer's data against data capture they were 

not aware was possible. How the NSA had done this, and their triumph about doing so can be 

seen in the visualisation below NSA (2013a). As discussed above, the NSA had managed to 

hack into the tech companies own fibre-optic  cables,  and the triumph can be seen in the 

smiley by ‘SSL added and removed here!', which indicates where the NSA managed to break, 

in this case, Google's security. 
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Figure 20: Sketch of how the surveillance program MUSCULAR works (NSA, 2013a)

Figure 18 also shows the program called UPSTREAM, that collects data from fibre-optic 

cables using FAIRVIEW, BLARNEY, STORMBREW and OAKSTAR (NSA, 2013c). These 

codewords have been revealed to be partnerships that the NSA has with telecommunications 

companies (NSA, 2007: 3). What seems to set the relationship with the telecommunication 

companies apart is that the companies appear to be aware of, and allowing the NSA to get 

access to the data (Cayford et.al., 2014: 644). This indicates a different power structure in 

which the NSA is not the ones with the power over the data and the telecommunications 

companies can and have the power to remove the splitters that are installed onto their fibre-

optic cables. 

Returning to Anand (2011), he talks about different levels of infrastructure, whereas discussed 

in the previous section, the physical aspect of the fibre-optic cables is one of them. The other 

one that can be seen as the more social aspect is in Anand's case the bureaucratic aspects on 

how the relations between the physical infrastructure and the people utilising and working 

with it are connected (Larkin, 2013: 331). In this case, I have looked at which collaborations 

that are visible in the visualisations of the relations that the NSA has with other countries, 

organisations  and  companies.  Maintaining  these  relationships  can  be  viewed  as  the 

bureaucracy in this case. Since some of the access points for the splitters discussed above are 

dependent  upon collaborations with other  the telecommunications companies  these access 

exists  because of the relationship that  the NSA has with these companies.  I  consider this 

relationship as determining if and in what way these physical aspects of the infrastructure 

exists.  Thus,  it  is  by and through these  relationships  the  infrastructure  is  maintained and 

rendered somewhat stable. 
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6.1.3. Relationship with authority

Another type of relationship that the NSA has is to the laws, the Constitution and directives 

that are meant to guide what they can and cannot do. As can be seen in figure 13 below, the 

NSA makes  it  visible  under  what  authority  they  must  act  (NSA,  2010:  13).  The  power 

relationships between these entities;  i.e.  the laws, the constitution,  and directives,  and the 

NSA indicates  that  they  inform  their  practices,  and  they  instruct  their  employees  to  act 

accordingly. Figure 14 and 15 indicates what this means for their operations by outlining the 

intelligence they can collect without breaking any of the laws (NSA, 2010: 30 & NSA, 2010: 

32). 

Figure 13: The key authorities and restrictions the NSA operates by/under (NSA, 2010: 13)
Figure 14: The NSA’s mission (NSA, 2010: 30)                    
Figure 15: Whom the NSA targets (NSA, 2010: 32)

What is visible in these illustrations are some of the standards and classifications that are an 

inherent part of the infrastructure. As Star and Bowker (2006: 234) point out, standards exist 

in each layer within the infrastructure, and they may vary depending on which layer we are 

looking at. What I am discussing here can be seen as a top-layer in the sense that it  is a 

standard that this infrastructure is something the NSA has to ‘plug into' (Star and Bowker, 

2006:  231)  in  order  for  the  infrastructure  of  the  NSA to  function  in  the  manner  that  is 

indicated through the visualisations. Classifications are defined by Bowker and Star (2000: 

10)  "a  spatial,  temporal,  or  spatio-temporal  segmentation  of  the  world".  A classification 

system is then made up by several metaphorical or literal ‘boxes' in which we can sort things 

into  that  enable  them  to  perform  some  kind  of  knowledge  or  bureaucratic  work  (ibid). 

Looking at the illustrations, what is visible are ‘the boxes' containing what is legal or not 

when it comes to gathering intelligence work e.g. which institutions are allowed to collect 

intelligence,  whom they  are  allowed  to  collect  intelligence  on,  and  what  is  classified  as 

intelligence. 
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In  close  relation  to  classifications,  Bowker  and  Star  (2000:  13f)  discuss  standards. 

Classifications are here talked about as something that can become standardised, and each 

standard comes with its own classification system. A standard is defined as rules that have 

been agreed upon in the process of producing material or textual objects. Standards are used 

to make things function over distance and often comes with heterogeneous metrics, which 

also means that they often span several sites or communities of practice and persists over time 

(ibid). Any of the laws, directives or the constitution can itself act as a standard since they 

have their own classification systems to direct and enforce a certain behaviour. Looking at the 

visualisations, one can discern that the NSA has highlighted certain aspects of the regulations 

from the Constitution, laws and directives, that when combined creates an internal standard 

for  how the  employees  shall  conduct  their  work.  However,  what  we cannot  see  in  these 

visualisations  is  if  it  is  possible  to  and  if  they  do  circumvent  this  standard  through 

collaboration and intelligence collection together with some of the countries, organisations, 

and companies that they collaborate with. 

6.1.4. Whom the NSA gathers intelligence on

Continuing along the lines of classification it is interesting to look at how the NSA illustrates 

whom they are gathering intelligence on, i.e. how they classify these people. As Bowker and 

Star (2000: 283f) reminds us,  the language that  people use to describe the complexity of 

things, people and their relationships should not be overlooked. The ‘metaphors we live by' 

can be utilised to see and understand the systematics behind a ‘classification society'. Looking 

at  the  figures  below,  the  NSA has  a  particular  way  of  talking  about  whom  they  gather 

intelligence on. The more general descriptive term are targets (NSA, 2013e: 1), while a more 

specific term they use is terrorists (NSA, 2009: 34). As can be gathered from the illustrations, 

the way the NSA further classifies terrorists is by linking them to certain people like Osama 

bin Laden or religions, such as Islam. This is further illustrated in the image of a terrorist that 

is used of a man sitting by a computer, with a gun next to him, wearing what appears to be a 

representation of what is worn within certain religions, physically located in Pakistan and 

looking at London by using Google Earth (NSA, 2009: 34).
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Figure 23: A drawn image of NSA’s perception of terrorists (NSA, 2009: 34)
Figure 24: An example of how the NSA references groups of people (NSA, 2008: 21)
Figure 25: An example the NSA referencing Osama bin Laden (NSA, 2008: 26)
Figure 26: Information labeled “success stories” of using XKEYSCORE (NSA, 2008: 28)

What the figures above offer us is an image of how the NSA classifies terrorists. The terrorists 

they imagine are from a specific part of the world and has some religious motives for wanting 

to attack the US. What is not visible in these illustrations are people who commit acts of what 

would be labelled terrorism that does not fit into this idea. Nor are the people who fit into their 

description of terrorists, but are not terrorists. Numerous classifications are happening here 

based on gender, country of origin, religion, etc. that all end up creating a standard for what 

the NSA perceive a terrorist to be.

In this section of the analysis, I have identified what power aspects are visible within the 

documents and pointed towards the importance of infrastructure as a way to discuss this. I 

have started to introduce the concepts of classification which I will continue to elaborate on as 

we move on to discuss the techniques of government that can be found in the documents in 

the next section of this analysis. 
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6.2. The techniques of government

Continuing from looking at what is visible in the documents, let us look at how the power 

structure we talked about in the previous section is constructed. Dean (2010: 31) talks about 

this  as  the  ‘techne of  government'  or  ‘techniques  of  government'.  He explains  this  as,  if 

government, i.e. the ways people behave and act, are to achieve its goals they need to use 

certain  techniques  to  do  so.  These  technical  aspects  are  something  that  often  imposes 

limitations  of  what  is  possible  to  do,  and  may  include  procedures,  tactics,  instruments, 

technologies, and vocabularies (ibid). My understanding of how to approach looking at these 

‘techniques of government' is to talk about what Foucault labels ‘the conduct of conduct', 

which includes both ‘governing others' as well as ‘governing the self' (Lemke, 2002: 50). ‘To 

conduct', as elaborated by Dean (2010: 50), means to direct, guide or lead with some sort of 

strategy or calculation as for to how this is to occur. As pointed out by Foucault (1982: 790) 

the term ‘government' entails "the way in which the conduct of individuals or of groups might 

be directed". As Foucault himself puts it;  "governing people, in the broad meaning of the 

word, governing people is not a way to force people to do what the governor wants; it is 

always a versatile equilibrium, with complementarity and conflicts between techniques which 

assure  coercion  and  processes  through  which  the  self  is  constructed  or  modified  by 

himself" (Foucault and Blasius, 1993: 203f). Foucault's explanation guides my understanding 

and what will be discussed in this section are the techniques, mechanisms and technologies 

that can be found in the documents that enable us to see how the NSA aims to direct people's 

behaviour within its infrastructure.

6.2.1. The physical and inter-organisational infrastructure

As  discussed  above,  one  way  to  distinguish  a  technique  of  government  is  to  look  at 

procedures, tactics, instruments, technologies, and vocabularies within an organisation (Dean, 

2010: 31). What is visible as imposing limits on people's behaviour in the case of the NSA is 

their  physical  and relational  infrastructure as  well  as  the classification of  the people they 

gather intelligence on. Taking an outset in this, I will therefore now discuss how these aspects 

function as techniques of government.  One of the techniques of government used by and 

within  the  NSA is  the  physical  and  relational  infrastructure.  To  be  able  to  understand 

infrastructural  work  includes,  according  to  Bowker  et.al.  (2010:  99),  that  we look at  the 

political, ethical, and social choices that were made during its development. This includes 

looking at the relations that are a part of creating and sustaining the infrastructure, not just its 

physical components. By doing this, we recognise that the infrastructure exists through the 
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activities of people who practice the infrastructure. The infrastructure, therefore, consists of 

equally  significant  static  and  dynamic  functions.  Relating  back  to  the  discussion  about 

infrastructure in the previous section about what infrastructure was visible I will now look at 

the identified physical and relational aspects of the infrastructure. As the relational aspects, I 

will discuss how the NSA collaborates with other organisations. From now on I will discuss 

this aspect as inter-organisational, because I use it in a way that does not encompass all the 

relations the NSA has. 

When connecting the two aspects of the physical presence of the infrastructure together with 

the  inter-organisational  collaborations,  it  becomes  clear  that  the  static  dimensions  of  this 

infrastructure are rather few. Of course one can view the fibre-optic cables as rather static 

aspects in the sense that they are placed in a particular position, sort of like roads or train 

tracks. However, as material technologies, they need to be replaced and updated, so in this 

aspect they are dynamic. For analytical purposes, let us treat them as somewhat static aspects 

of the infrastructure. The dynamic functions, in this case, is heavily dependent upon the inter-

organisational aspects of the infrastructure in connection with some of the physical aspects. 

As the visualisations show, the existence of many of the splitters added to the fibre-optic 

cables are dependent on the inter-organisational relationships the NSA keeps. Many of these 

relationships  are  political  in  their  nature  as  they  e.g.  involve  other  nations.  Political 

relationships are dependent upon the relationship between the individuals who negotiate them, 

and they are therefore shaped by the people that perform such negotiations. This implies that 

they are dependent upon what the humans who negotiate them represent, and their agenda. As 

these relational aspects can change, it implies that the infrastructure changes with them. 

As the NSA has allies in the countries of the Five Eyes collaboration that stretches back to the 

post-World War II era these are political ties that can be deemed somewhat stable (Farrell, 

2013-12-02). It is also indicated that for example, the UK’s interests are quite aligned with 

those of the US and the NSA as they frequently collaborate on intelligence work. How the 

NSA and the  UK’s  intelligence  agency GCHQ collaborates  that  connects  these  relational 

aspects  with  physical  aspects  can  be  seen  in  the  intelligence  program MUSCULAR.  As 

indicated in the material (NSA, 2013a & NSA, 2010b: 7) and by Harding (2014: 168f) the 

splitter enabling the NSA to retrieve data from Google's fibre-optic cables are managed by 

GCHQ. This relationship thus enables the existence of the physical  infrastructure and the 

access to the data it provides. 
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Both of these aspects of the infrastructure; the physical and inter-organisational, are strong in 

themselves, but it is the unity of them that ultimately gives the infrastructure its strength. The 

collaborative  aspect  of  this  combination  influences  the  way  in  which  the  practices  of 

intelligence collection is performed in numerous nations, and the infrastructure thus acts as a 

directive or mechanism for how this work should be conducted. The fact that the NSA are the 

creators of the softwares TURMOIL and XKEYSCORE, which collects and enables analytics 

of the intelligence gathered, implies that they direct how the intelligence work is carried out 

by  their  allies.  As  can  be  seen  in  the  material,  XKEYSCORE  is  installed  at  numerous 

locations around the world,  and access to this  software for  the SIGINT partners  includes 

aligning their practices with the ones created and enforced by the NSA through this software 

(NSA, 2007: 4). 

6.2.2. Classification Systems 

Another  technique  of  government  emerging  from  the  material  can  be  discussed  through 

classification  systems.  Following  along  the  thoughts  of  Thomas  Hughes  (1987),  it  thus 

becomes  interesting  to  think  about  classification  and  infrastructure  as  occurring  within  a 

large-scale technological system (Larkin, 2013: 330 & Bowker and Star, 2000: 290). While 

Hughes focuses more on the technological factor as a driver for innovation within the system, 

Bowker and Star puts more effort on looking at how heterogeneous relationships shapes and 

drives the system (Larkin, 2013: 331). Applying Bowker and Star's notion of classification to 

a systems thinking in a setting of discussing work practices thus gives us the way to talk about 

a technique of government as a classification system. What this entails is that when looking at 

the usage of an information system it  is  linked to the experience the user gathers from a 

particular place and time through some sort of representation (Bowker and Star, 2000: 290). 

Classifications are one such representation, and the formal ones often aim to create rules for 

how information moves from one context to another (ibid).  

In the previous section, I mention that the NSA classifies the people they gather surveillance 

on as  targets  (NSA, 2013e:  1),  and terrorists  (NSA, 2009:  34).  This  implies  that  using a 

specific language is a part of their classification system. As explained by Bowker and Star 

(2000: 290), utilising a specific language or way to communicate entails that this information 

must be present in more than one context, i.e. the way we understand or know something is to 

contrast  it  to what  it  is  not.  Thus,  discussing the people the NSA gathers intelligence on 

creates an us vs. them mentality that acts as a rather compelling mechanism for justifying the 
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NSA's work practices. This implies that the person who works with collecting and performing 

the  analysis  of  the  intelligence  data  can  distance  themselves  from  the  people  they  are 

observing. When the people they observe is constantly talked about as ‘targets', it implicates 

that the actions of these people are wrong or unlawful, and thus worthy of being watched. 

This  leads  me  to  think  that  the  way  the  NSA use  language  can  hold  a  valuable  key  to 

understanding the dynamics at play in how language acts as a contributing factor in how the 

people who are being observed are turned into subjects.

Another way the NSA classifies is by using code words for their operations. As pointed out by 

Larkin (2013: 337) an infrastructure is not merely a set of technical objects, but a language 

that has to be learned. To learn how an infrastructure function, is to become a member of it. 

As Edwards (2003: 186f) points out, an infrastructure is learned through membership and its 

community. Working at the NSA entails being a part of a community of sorts. As pointed out 

by Bowker and Star (2000: 295) the way that things are categorised within an organisation, 

e.g. through the use of code words, may at first seem strange, but after some time it becomes 

naturalised. When something becomes naturalised, it is what feels like ‘home' and is taken for 

granted. One can say it fades into the fringes of the mind and is not of immediate concern; it 

is simply there. 

The language that these categories imply is something Bowker and Star (2000: 295) suggest 

forms  the  way people  judge  what  actions  are  normal  and  not  normal.  I  have  previously 

mentioned  that  the  code  words  FAIRVIEW,  BLARNEY,  STORMBREW and  OAKSTAR 

represent the different telecommunications companies that the NSA collaborates with (NSA, 

2013c & NSA, 2007:  3).  These code words  do not  seem to  imply what  the  surveillance 

programs are about, nor do they invoke any particular references. However, upon reviewing 

the material, numerous code words stand out, e.g. Mjolnir (NSA, 2001), Onionbreath (NSA, 

2013d),  Paranoid  Smurf  (NSA,  2010c)  and  Victorydance  (NSA,  2011).  To  e.g.  use  the 

codeword ‘Victorydance' as a name for a surveillance program is something I interpret as an 

indication of defeating someone or something and celebrating that victory. As indicated in 

NSA (2011) Victorydance was a program that utilised a new geolocation algorithm to map the 

wi-fi fingerprints of nearly every major city in Yemen. These wi-fi fingerprints were used to 

identify where targets were located and terminate them (ibid). My interpretation then is that 

the "victory" lies in the NSA being able to use technology to beat their enemies. When the 

NSA names their operations with these type of code words, that rather has a comical function 

than a more serious one. By this, I mean that the program ‘Victorydance' aim was to find and 
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kill people, and to utilise a word that instils a feeling of camaraderie and fun probably works 

better at motivating employees to do their work than to name the program ‘find and kill this 

person'. Utilising this type of language every day thus becomes a naturalised way to talk about 

the work that is performed in a comical, and quite distancing manner that helps to build the 

distance to the people they target.

Last, but not least, the NSA utilises, as mentioned previously, X-KEYSCORE to capture and 

categorise data according to, e.g. source and content (NSA, 2009: 9 & NSA, 2009: 17fff). If 

X-KEYSCORE picks up on a parameter that is of interest the program can be used to search 

through the metadata for what happened ‘around that event', i.e. what the person was doing 

(NSA, 2009: 29). Although not explicitly stated this seems to be the way that people go from 

not being of any suspicion at all to becoming suspicious, thus invoking interest from the NSA 

and  the  person  becomes  a  ‘target'  in  which  the  NSA launches  the  full  strength  of  its 

intelligence infrastructure on. As can be seen in the Snowden material, what data are collected 

is  metadata  that  the  analyst  then  can  query  (NSA,  2009:  3).  Metadata  are  described  by 

Borgman (2015:  67)  as  "data  about  data",  and  is  something  that  can  be  collected  either 

manually, i.e. where dates, time, etc. are recorded manually, or automatically, which often is 

the result of collection utilising computational technologies. Using metadata  is the way to 

name the data, and by doing so we allow hat name to represent the data and show us how the 

data relates to other data (ibid). As Bowker and Star (2000: 10) reminds us, classification 

work is doing precisely this, i.e. creating a system that enables things to be sorted into boxes. 

In this section, I have discussed the physical and inter-relational infrastructure as mechanisms 

of  governance  and  identified  them as  powerful  ways  in  which  surveillance  practices  are 

aligned within this infrastructure. I have continued to elaborate on how the usage of language 

and the software used to capture date creates a particular classification system. I will continue 

to elaborate on the thought behind how these mechanisms in the next section of the analysis. 
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6.3.  The thoughts of Government

To better understand what can be seen in the visualisations in the form of visibility and the 

techniques used, Dean (2010: 29) advises us to look at the thought behind these aspects. This 

is  important  to  do  since  certain  types  of  thought  are  used  to  justify  and  rationalise  the 

techniques of government. Knowledge can in this aspect inform government, but can also 

arise from the activity of governing (ibid). Looking at these things entails to look at how 

knowledge,  thought,  strategies,  expertise,  and  means  of  calculation  that  can  be  found  in 

practices  of  governing  and  how these  thoughts  aim  to  transform these  practices.  It  also 

includes looking at what specific forms of truth this mode of governing gives rise to (Dean, 

2010: 31).

As  identified  in  the  previous  section,  one  of  the  NSA's  techniques  of  government  is  the 

classifications system it creates and utilises. In order to understand the underlying thought 

behind how the NSA rationalises this technique I will follow the advice of Dean (2010: 29) 

and start by looking at how the NSA's practices construct a particular way of governing. The 

NSA's main purpose and the task they perform is to gather intelligence, i.e. to gather data 

(NSA, 2016-05-03). In the previous chapter, I discuss how the NSA uses XKEYSCORE to 

capture, classify, and categorise data. As can be seen in NSA (2007a; 2012a; 2012b) this data 

are collected automatically and to collect this data the NSA programs an algorithm to look for 

specific behaviour based factors. The point of this is to "identify and detect new potential 

targets based on known behavioural patterns" (NSA, 2007a: 6). What this implies is that the 

NSA utilises the cases in which they have successfully identified a target, and feeds these 

parameters back into the algorithm, so it will know what to look for. This process is described 

by NSA (2012a: 10f) as them utilising the keyword ‘courier' to train the algorithm, so it will 

bring back a more accurate result when utilising the algorithm on a larger data set. 

Dunning (2015) describes this process in which data are collected by an algorithm, as a code 

that instructs a program how to fetch data. For the algorithm to find data it needs to be given 

hints on what to look for in the data, i.e. what is possible and plausible, for it not to come back 

empty-handed (ibid). This indicates that even though the data collection process is automated, 

the fact that the NSA utilises particular behaviour patterns as an indicator of what to look for 

shows that the data collected must have been told which of these selectors to look for (NSA, 

2012a: 8). This is what Gitelman (2013: 3) talks about as data being imagined in a particular 

way, i.e. the thoughts behind what it looks like. What this means is that the hints given by the 
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NSA as  to  what  data  the  algorithm should  search  for  are  based  on  previously  identified 

behaviour patterns that have been identified by either the system or a human that then has 

been used to program the algorithm in which parameters to search for. The way this process is 

described in NSA (2012a) indicates that the instructions given to the algorithm are given by a 

human that has analysed the data collected previously and selected which parameters are of 

importance. Dunning (2015) points out that when a person instructs an algorithm on what data 

to collect they inadvertently do so based on their assumptions about reality. Gitelman (2013: 

3) elaborates that when data are imagined, they depend on the norms and standards of the 

different disciplines and institutions in which it  is created. This thus implies that data are 

imagined differently in different settings.  

This process above describes how the NSA imagine, collect, and categorise the data that they 

use to search for potential targets. However, as elaborated on previously, the data the NSA 

collect are collected together with, or from, the companies and partners the NSA collaborate 

with (NSA, 2013c & NSA, 2013b: 4 & Greenwald, 2014: 160). If, as discussed above, data 

are imagined differently in different settings this would imply that the data the NSA captures 

from their collaborators have already been imagined and categorised differently than the NSA 

would. By pointing this out, I want to illustrate that even though we do not know how the 

NSA collaborators work with data, we know that data are an important aspect that connects 

the  NSA and  their  partners.  Especially  since  collecting  data  are  one  of  the  NSA's  most 

important aspects in collecting intelligence (NSA, 2007a). 

To illustrate what I mean I want to point to two reasons as to why it is of importance that data 

are  imagined  differently  within  different  institutions.  Firstly,  since  the  companies  and 

organisations that the NSA collaborates with operates in different industries than the NSA 

they may be abiding by different standards, such as laws, and policies, that affects and form 

their  practices.  Secondly,  their  organisation's  practices  will  most  likely  be  informed  by 

different thoughts that shape how governing is executed. For example,  Facebook's aim to 

‘connect the world' (Miller, 2014-02-24) is vastly different from NSA's mission to prevent 

terrorism (Snowden, 2014: 22:05). Bowker and Star (2000: 294) offer us a way to think about 

this by utilising Lave and Wenger's (1991) concept of ‘communities of practice' and Strauss 

(1978) notion of 'social worlds'. These terms aim to explain the relations between people that 

do things together. This allows us to think about the NSA as one social world that is governed 

and is governing guided by specific thoughts, norms, and standards. Their collaborators are 

then guided by other thoughts specific for their community of practice. The data that is their 
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common denominator  and link them together  is  something Bowker  and Star  (2000:  297) 

describes as a ‘boundary object'. A ‘boundary object' inhabit several different social worlds, 

but share a common identity across the different communities of usage (ibid). The data that 

binds  them  together  can  thus  have  different  meanings  for  the  different  communities  of 

practice or organisations. These aspects are something that influences how they imagine the 

data they work with and what parameters are important to collect to reach their organisation's 

goals. The main point here is to illustrate that how data are imagined and thus constructed is 

dependent  upon  the  thoughts  that  inform  how  the  organisation  utilises  its  classification 

system. How these aspects affect the NSA's ability to find what they are looking for in the 

data, due to that some data may have been considered to be not important based on how their 

collaborators imagine it is not something I will speculate further on here. 

Above, I have discussed the ways of how the activities of governing, i.e. the classification 

system and the infrastructure,  form a particular  mode of  thought.  As mentioned by Dean 

(2010: 29) it  is also important to discuss what thoughts and knowledge that informs how 

government is performed. Snowden explains that the NSA's main justification for their actions 

is to prevent terrorism (Snowden 2014: 22:05). This started in the post 9/11 era, and Snowden 

explains that utilising terrorism in this way is something that in the intelligence community is 

called  ‘a  cover  for  action',  as  it  provokes  an  emotional  response  that  allows  people  to 

rationalise  and  authorise  actions  and  power  they  normally  would  not  do  (ibid).  This 

prevention of terrorism is something the former President Bush named the ‘war on terror', and 

it has helped to establish a fear society (Washington Post, 2011-09-20). This fear of terror is 

something David Altheide in Monahan (2010: 3) explains as "fear is socially constructed, 

packaged, and presented through the mass media by politicians and decision makers to protect 

us by offering more control over our lives and culture. Fear entertains us and helps others 

control us". Monahan continues to explain that this fear creates a society of insecurity that 

motivates paranoia, self-regulation and hyper-vigilance. This fear becomes a part of people's 

identities that shape how they situate themselves in relation to others regarding inclusion/

exclusion and solidarity (ibid). The result of this fear culture is what we can see in the NSA's 

practices described above, both in the way they talk about people as targets and the way in 

which they categorise and structure their data. The fear culture also has another effect, as 

described by Rajesh De, one of NSA's former lawyers, it comes with the implication that the 

people  who  work  for  the  NSA believe  their  work  helps  to  keep  people  safe  (Sankin, 

2015-04-03). This makes a lot of sense because if the fear culture tells us to be afraid of 

terrorists, the act of preventing them would be seen as working towards keeping people safe. I 
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want to emphasise that  my goal  here is  not  to comment on whether the NSA is,  in fact, 

keeping people safe, but stress that this is a belief held by many employees at the NSA. 

 

This  fear  of  terror  becomes visible in the NSA's practices,  firstly in that  they collect  the 

communication of  everyone (Snowden,  2013-07-09).  This  communication is  then filtered, 

analysed, measured and stored for periods of time. To understand how these thoughts inform 

the practices we need to understand how the NSA filters, or classifies the data that is collected. 

As mentioned previously the NSA utilises X-KEYSCORE to capture and classify this data. It 

is the classifications that are put into this system that alerts the analyst to interesting material. 

Snowden talks about this as it is the analyst that tells the systems which personal indicators to 

look for, such as e-mail addresses. The system searches for and brings back available data. It 

is also possible for the analyst to set it up so that the system pings them about any future 

events for this indicator (NSA, 2008). This means that the person the NSA is looking for 

information about is considered a target, i.e. a potential terrorist, and that they are already in 

possession of at least one personal identifier. 

The analyst utilises certain parameters to search for data about a person by adding queries into 

X-KEYSCORE. As can be seen in the material, examples of different parameters that can be 

used to query the data are e-mail addresses, general usernames, cookies, etc. to gain user 

activity data from e.g. chats and webmail (NSA, 2009a), mobile phone data (NSA, 2009c), 

document metadata (NSA, 2009d) or all data from any session that has been queried using X-

KEYSCORE (NSA, 2009e). The data the analyst searches for are automatically categorised 

by X-KEYSCORE based on its origins, such as if it comes from a particular email provider or 

a forum (NSA, 2009b: 3).  These categorisations are called ‘AppIDs',  and each search the 

analyst makes should bring back one such tag per source. If the data are encrypted, it gets 

categorised as a ‘fingerprint' in which the source of information does not matter. There are no 

limits as to how many fingerprints a session can have (NSA, 2009b: 19ff). When the analyst 

goes through these classifications it thus enables them to search for easily, e.g. all emails that 

contain encryption (NSA, 2009b: 23f).  The fact that the NSA can see which of a target's 

communication is encrypted, thus allows them to get a unique identifier for the person they 

are communicating with, i.e. that person's email address. 

Because  the  NSA by  default  collects  communication  about  everyone  in  their  search  for 

terrorists, it seems like anyone can become a target for analysis. As Snowden puts it, someone 

can become a target simply by dialling the wrong phone number (Snowden, 2013-07-09). 
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Since  X-KEYSCORE  provides  the  analyst  with  an  automated  classification  system  that 

records and informs the analyst on new vital information about a target, it gives us an idea as 

to  how powerful  the  classification  system is.  As  mentioned  the  fear  of  terrorism culture 

previously contributes to a culture within the NSA in which the employees feel like what they 

do are keeping people safe, thus legitimising and shaping the work they do.

In  this  part  of  the  analysis,  I  have  discussed  the  thoughts  that  shape  the  techniques  of 

government  that  I  identified  in  the  previous  section.  I  have  talked  about  how  data  are 

imagined and classified and how that has a forms a particular mode of thought. This has then 

been built on by discussing how the war on terror has created a fear society that also shapes 

the thoughts guiding the organisation's practices and how people are turned into subjects. I n 

the  next  section  I  will  continue  to  discuss  how  the  power  structure,  the  techniques  of 

government, and the thoughts behind them are parts in shaping how people are turned into 

subjects.
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6.4. The formation of Subjects

The techniques and thoughts behind how government operates aims to try to form a particular 

individual and collective identity (Dean, 2010: 32). Looking at this implies understanding 

what kind of persons’, identities and selfs that these particular practices take for granted and 

the way it is assumed that the practices will transform the person's identities and self (ibid). 

This can be accomplished by problematising what capacities and attributes are assumed to be 

inherent by those with authority and those whom they seek to govern. An example of how to 

do this is to question what kind of conduct is expected of these people, what their rights and 

duties are, how these capabilities and attributes are to be fostered etc. The end goal is to 

understand how these practices of government facilitate, foster, promote and attribute certain 

qualities, statuses and capacities to specific people. The success of a regime of practice is to 

be seen in whether these people identify and experience themselves with and through these 

capabilities and attributes (ibid). 

6.4.1. Employees as Subjects

As can be read throughout this analysis, I am talking about two different kinds of subjects. 

Firstly we have the people who work for the NSA, their employees. Secondly, there are the 

people who are the 'targets' or affected by the intelligence infrastructure that the NSA has 

built. When it comes to the employees, the NSA has a rather rigorous process in which they 

look at both the person's suitability and security issues for whom they want to hire (NSA, 

2017b).  A polygraph  test,  psychological  screening,  and  random drug  tests  are  performed 

together with an extensive background check. The aim of this background investigation is that 

it  "helps  determine  the  applicant's  honesty,  trustworthiness,  reliability,  discretion  and 

unquestioned loyalty to the United States" (ibid). What can be discerned from this is that the 

NSA only hires particular types of people. To be considered to work for the NSA one has to 

hold a US citizenship, have an "unquestioned loyalty to the United States", as well as no 

criminal record (NSA, 2017b). This indicates that the people who get employed by the NSA 

are a particular type of people who in reference to the ‘loyalty to the US' can be assumed to 

care about their country and share the mentality of the ‘war on terror' narrative discussed in 

the previous section of this analysis. 

Let  us  start  this  discussion  by  what  Dean  (2010:  32)  suggests,  i.e.;  to  problematise  the 

inherent capacities and attributes in those with authority and those whom they seek to govern. 

In terms of authority there are, as discussed previously, the authority that comes from with the 
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textual  standard  (Bowker  and  Star,  2000:  13f)  imposed  by  the  laws,  directives  and  the 

Constitution that govern the NSA's practices (NSA, 2010: 13 & NSA, 2010: 30 & NSA, 2010: 

32). There are also directives and executive orders that govern the practices of hiring someone 

to work at the NSA concerning which people can and cannot be given security clearance 

(NSA, 2017b). The NSA are thus classifying the people they interview in whether they would 

fit into how the organisation works and the standards they work by. One can speculate that 

this type of classification is  performed to assess who has the most potential  to become a 

productive member of their ‘community of practice' or ‘social world' (Bowker and Star, 2000: 

294). A ‘social world' or ‘communities of practice' is defined by Bowker and Star (2000: 294) 

as running across institutions and formal organisations, such as family, and are the relations 

between people that do things together. The activities they do that become routines make up 

the  community's  structure  and  learning  the  ‘rules  of  practice'  entails  becoming  familiar, 

learning about, and working with the objects that are involved in the organisation's practice, 

such as texts, tools and symbols, etc. (ibid). 

When someone becomes employed at the NSA is when this process of becoming a member 

and  learning  the  practices  starts.  As  discussed  in  previous  sections,  the  objects  the  new 

employee encounters are the classification systems of language and the physical and relational 

infrastructure. These objects are, as elaborated by Bowker and Star (2000: 294), perceived as 

new, different, and strange in the beginning, but the longer a person is a part of a community 

the more naturalised the objects or categories becomes. This thus implies that the longer a 

person  works  at  the  NSA,  the  less  strange  or  unnatural  the  way  the  organisation,  inter-

organisational, and physical infrastructure or use of language, such as utilising code words 

and talking about targets and terrorists become. How this functions can be linked back to 

Foucault's notion of ‘conduct of conduct' that discussed governing of others and of oneself 

(Dean, 2010: 13). To start working at the NSA pre-supposes that the employee starts to work 

for the NSA and becomes a member of its community does so of their own free will and can 

leave whenever they want to (Dean, 2010: 14). The naturalisation of the infrastructure and 

classification systems can thus be seen as the way in which their actions are being shaped. 

When these practices are fully naturalised, the employee will govern themselves accordingly 

and will not question them. 

One of Snowden's main revelations is that the NSA has broken their own rules thousands of 

times  each  year  (Snowden,  2013-07-09).  As  discussed  previously  the  NSA teaches  their 

employees how to abide by regulations set up in the laws, the Constitution, and directives, 
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thus utilising them as a way to guide the actions of their employees. Snowden's revelations 

that they do not abide by them does not necessarily mean that everyone in the organisation 

does  not.  Snowden  (2013-07-09)  explains  that  there  are  different  levels  of  access  to 

information based on security clearance and job title within the NSA. In his role as a systems 

administrator, Snowden was exposed to a lot more information than the average employee, 

and therefore exposed to what he calls "disturbing things" (i.e. lawbreaking offences) that 

most regular employees may see one or two of in their entire career (ibid). In this scenario, 

one can assume that the so-called regular employees that Snowden refers to also abides by the 

practices instilled in their training to abide the laws and regulations and if an instance where 

this does not happen is viewed as an anomaly. This thus implies that numerous social worlds 

are existing within the NSA and that these social worlds are made up based on what sort of 

security access or field of work the employees have or do. These social worlds are linked 

together by what Bowker and Star call boundary objects. Boundary objects inhabit and are 

naturalised  in  several  social  worlds,  but  share  a  common  identity  across  the  different 

communities of usage (Bowker and Star, 2000: 297). The boundary objects that exist within 

the NSA are for example the infrastructure, such a the usage of X-KEYSCORE for access to 

data and the language in the form of code words that are utilised when discussing operations. 

What can be seen here is that the employees are being categorised in different ways, such as 

depending on security access, and Bowker and Star (2000: 311) suggests that when people are 

put into different categories, they learn how to behave from them. Even though the different 

social worlds share the same boundary objects the way people behave in relation to them may 

vary. The membership in these social worlds and categorisation is something Bowker and Star 

(2000: 295) explain as acting as the base by which its members shape their judgement about 

what is the normal way to act. Snowden exemplifies this by discussing the way in which the 

laws are broken are ignored and not taken seriously, because it is seen as normal; "when you 

talk to people about them in a place like this, where this is the normal state of business, people 

tend not to take them very seriously and move on from them. Over time that awareness of 

wrongdoing sort of builds up and you feel compelled to talk about it. The more you talk about 

it,  the  more  you  are  ignored,  the  more  you  are  told  it  is  not  a  problem"  (Snowden, 

2013-07-09, 1:35). What Snowden's statement does is to exemplify how the NSA's employees 

behaviour are formed and show us how the normalisation of work practices occurs within the 

NSA is a result of this normalisation. 
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6.4.2. The people as subjects

Let  us  look at  the  second subjects  that  I  have been talking about,  namely the  people  or 

‘targets' of the NSA's intelligence infrastructure. When discussing these subjects, I want to 

point out that the authority they are governed by is the NSA and the regulations, infrastructure 

and work practices that have been discussed above. What becomes visible in the Snowden 

documents about how these subjects are formed are through how the NSA talks about them as 

‘targets' or terrorists (NSA, 2008: 28 & NSA, 2009: 34). This has been discussed previously, 

so instead; I turn my attention to one of the main things the NSA has been criticised for, 

namely  that  they  have  the  ability  to  collect  intelligence  on  almost  anyone  in  the  world 

(Citizenfour, 2014). This is somewhat different from the ‘targets' that is discussed throughout 

the educational material. It is, of course, possible to argue that everyone is a possible ‘target', 

but here I choose to view targets as the people the NSA is suspicious of, whereas what I will 

discuss  now is  the  collection  of  data  on individuals  who are  not  suspected  of  any illicit 

behaviour or intent. This is the type of data collection that has been discussed by Snowden as 

worse than Orwell's Big Brother metaphor i.e. that the NSA has created a large machinery in 

which we are all constantly being watched (Snowden, 2013-12-26). Like I have discussed this 

line of thinking previously presupposes that people are aware that they are being watched and 

adjust their behaviour accordingly (Foucault, 1977: 201f). Before the Snowden revelations, 

this was not the case, and I want to argue that many people are still unaware of the extent of 

the  intelligence  infrastructure  that  the  NSA has  built  and  how  it  affects  them  (Oliver, 

2015-04-05: 22:30).

What makes this interesting, but also difficult to discuss, is that the Snowden documents do 

not make it obvious how a person goes from being a person of no interest to become a person 

of interest. What can be discerned is that the data captured is categorised by X-KEYSCORE 

according to e.g. source and content (NSA, 2009: 9 & NSA, 2009: 17fff). If X-KEYSCORE 

pics up on a parameter that  is  of interest  the program can be used to search through the 

metadata for what happened ‘around that event', i.e. what the person was doing (NSA, 2009: 

29).  Whom  a  target  communicates  with  is  viewed  as  that  person  being  "guilty  by 

association" (NSA, 2009d: 3). How a person becomes ‘guilty by association' is explained by 

Snowden (2013-07-09) as  being as  simple as  making a wrong phone call,  presumably to 

someone who is already considered to be a target. Although not explicitly stated this seems to 

be one of the ways in how people go from not being of any suspicion at all to being seen as a 

person of interest for further investigation. Once the NSA has obtained one of the unique 
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identifiers  for  this  person,  they  can  use  that  to  search  through  their  material  to  obtain 

information  about  whether  this  person  is  active  in  any  illicit  activities  (Snowden, 

2013-07-09).

It  seems like  another  way in  which  people  are  turned  into  people  of  interest  is  that  the 

analysts’ can  also  search  for  keywords  on  a  much  larger  scale  that  performing  tailored 

searches. As can be seen in the example showed in NSA (2009f), the analyst can search for 

users active on certain websites in a particular country. What this example shows us is the 

possibility to search for everyone in Sweden that visits a particular extremist web forum. 

Another example can be seen in NSA (2009g) in which it is shown someone searching for 

Germans in Pakistan that are visiting particular web forums. Doing these type of searches thus 

enables the NSA to find people that discuss things that they would categorise as of further 

interest. What those opinions are or what keywords the NSA is looking for is impossible to 

know for sure, as is which extremist forums are of interest and how the NSA classifies what is 

extremist.  

In this section, I have discussed the last tier of Dean’s (2010) ‘analytics of government’. This 

discussion concludes the previously identified techniques of government and thoughts behind 

how it is done by continuing to discuss classification and how employees and the people are 

turned into subjects. I will finish this analysis chapter in the next section by discussing the 

main points and limitations of the analysis that I have performed. 
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6.5. Main points and limitations of the analysis

In this section,  I  will  summarise the main findings in this thesis.  This section aims to tie 

together  and  make  explicit  the  main  concepts  that  have  been  discussed  throughout  the 

analysis, without discussing them through the different levels of Dean's (2010) framework. I 

will then continue to discuss this how thesis contributes to the Surveillance Studies field and 

some of the limitations of the study. 

In this thesis, I have analysed how governance is performed in the Snowden documents. I 

have done this by following the four steps of Dean's (2010) model ‘analytics of government', 

in which I have identified what is visible of the empirical material, discussed the techniques of 

government, the thoughts behind these techniques and how this subsequently forms subjects 

in a particular way. The aim of this thesis has been to, instead of presupposing that the NSA's 

surveillance practices should be thought of as panoptic, Big Brother or decentralised, to allow 

the empirical material to show how governance is performed in the Snowden documents. As I 

identify  in  the  chapter  ‘Analytical  Apparatus'  this  brings  me  closer  to  discussing  how 

governing occurs through Foucault's (1980) notion of apparatus.

The main finding in this thesis is that the classification systems discussed in the analysis are 

the main technique of government that shapes the NSA's inter-organisational relationships, 

the data they collect and how people are turned into subjects. There are several layers to this, 

and I will continue by discussing them and how they are interconnected. Firstly, as a guiding 

thought,  I  identify  the  culture  of  fear  towards  terrorism that  was  an  outcome  after  9/11 

(Washington Post, 2011-09-20), and which Snowden identifies has been used by the NSA as 

its main aim and justification for their actions (Snowden 2014: 22:05). As illustrated, this fear 

culture influences and shapes the NSA's work practices. The main aspects I point out are 

firstly the language used to create an us vs. them mentality that creates a distance towards the 

‘targets' studied. Secondly, it influences how the data the NSA captures are imagined, and 

which parameters within the data captured which are indicators for suspicious behaviour. 

Having identified the classification system as the main technique of government, I continue to 

discuss how these classification systems become a naturalised part of the NSA. This happens 

on two levels,  firstly,  the language used (that  is  infused by the fear culture) becomes the 

standard way to communicate. As I discuss in the analysis, this implies that the everyday tasks 

performed are not perceived as anything but normal. Secondly, the way in which data are 
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categorised becomes a standard. What this implies is that what is categorised as suspicious 

behaviour  according  to  the  mission  of  preventing  terrorism  is  established  through  the 

practices. Once a particular behaviour is an indication of suspicious behaviour, it is added to 

the  categories  wherein  it  becomes the  standard thing to  look for  to  find terrorists.  These 

categories thus shape whom is perceived to be a target, i.e. how they are turned into subjects.

In  my  analysis,  I  also  identify  the  physical  and  inter-organisational  infrastructure  as  a 

mechanism  of  governance.  I  still  want  to  maintain  that  this  is  accurate,  but  I  want  to 

emphasise  that  it  acts  as  a  technique  in  collaboration  with  the  classification  systems.  To 

explain what I mean by this, we must first distinguish between the different types of inter-

organisational collaborations that the NSA maintains. 

The collaboration with data suppliers, such as the telecommunications and tech companies, 

has a different type of interaction with the NSA through data than how the Five Eyes and 

other countries that collaborate with the NSA. To start off, the data suppliers are, as I mention, 

connected to the NSA through their data, but as I discuss in the analysis, the organisations are 

different social worlds in which the way they imagine data are likely to be very different as 

they aspire to achieve different  goals.  Their  data practices are thus not  influenced by the 

NSA's  classification  system.  However,  the  countries  the  NSA collaborates  with  are.  As  I 

discuss  the  NSA are  the  ones  who  are  the  creators  of  the  softwares  TURMOIL  and 

XKEYSCORE  that  collects  and  enables  analytics  of  the  intelligence  gathered.  These 

softwares are installed at and used by many of the countries the NSA collaborates with. When 

utilising these softwares that are a part of and an outcome of the NSA's classification system it 

implies that these countries practices will be shaped by the NSA’s practices. What this means 

is that the classifications system acts as the boundary object in between them. The thoughts 

that have influenced what the NSA's classification system looks like will thus influence the 

other countries practices as well, implying an alignment in the practices for how people are 

turned into subjects. 

One of the main ambitions with this thesis has been to discuss surveillance in a way that is not 

guided by the classic metaphors inspired by Foucault's Panopticon, Orwell's Big Brother, or 

Haggerty  and  Ericson's  ‘surveillant  assemblage'.  As  elaborated  on  in  the  ‘Analytical 

Apparatus' chapter a lot of previous research has centred around these concepts. Even though 

the  Panopticon is  an apparatus  that  shows how government  was performed in  Bentham's 

prison, it has been used to explain governance in other situations. As elaborated on above, 
�73



what my thesis offers is a particular reading of the governance of terrorism by the NSA. This 

does however not  make the analogy of  the Panopticon invalid.  The aspects  in  which the 

Panopticon is used as a disciplinary method in which the subjects do not know when they 

might  be  surveilled  and adjust  their  behaviour  is  a  very  useful  way to  understand many 

aspects of our society (Foucault, 1977: 201f). However, this thesis shows that is not a good 

model for understanding the governance performed by the NSA in the Snowden documents. 

The reason for this is that the NSA's model was constructed in secrecy and the NSA seemed 

to want to keep it a secret. The disciplinary function of the Panopticon as described above is 

thus not  applicable.  After  the Snowden revelations it  has been argued by the intelligence 

community,  the  fact  that  many of  the  NSA's  practices  for  gathering intelligence are  now 

public  has  had  the  effect  that  the  terrorists  they  are  trying  to  'catch'  are  adjusting  their 

behaviour so they will be more difficult to find (Cooper, 2015-02-23 & Sanger, 2014-06-29). 

As  the  NSA's  Director  Rogers  expresses  it;  "the  agency  has  overheard  terrorist  groups 

specifically referencing data detailed by Mr Snowden's revelations. I have seen groups not 

only talk about making changes, I have seen them make changes" (Sanger, 2014-06-29). This 

can be interpreted as the NSA's work has indeed become more difficult after the Snowden 

revelations, or that the NSA has had the need to adjust their practices. However, even though 

the surveillance system may not have been created with the inherent panoptic disciplining 

abilities described above does not mean that it does not currently possess these disciplining 

functions. This function did however not come into effect until after the Snowden revelations. 

What utilising Dean's (2010) ‘analytics of government'  enables us to do is that instead of 

utilising  the  classic  metaphors  for  how  surveillance  has  been  discussed  it  allows  us  to 

understand that there are other types of apparatuses at work that shapes the government of 

surveillance.  Most notably is  that  the functions of the classification system, the technical, 

physical and inter-organisational infrastructure act together in an heterogeneous assemblage in 

which they all construct the surveillance infrastructure. This thesis does not make any claims 

that the mechanisms that govern how surveillance is performed in this case are universal for 

other cases. What it does is to promote a discourse in which studying the aspects of how 

government is performed in different empirical settings will  enable us to create a field of 

Surveillance Studies that utilises a method for understanding surveillance that will give us a 

more nuanced picture of how surveillance is today's society is performed.  
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One of  the  main  limitations  of  this  study  is  that  the  documents  that  I  have  used  as  the 

empirical material have not been the full extent of the material that Snowden got a hold of. 

Although, even if all of this material had been publicly available, studying them within the 

scope of this thesis would not have been possible. Some of the documents used are also over 

ten years old, indicating that they may not give us a representation of what the NSA practices 

look  like  today,  which  means  that  how  governance  is  performed  might  have  changed. 

However,  the identified techniques of  government that  have been built  up are difficult  to 

change.  This  thus  indicates  that  many of  the  findings  in  this  thesis  are  likely  to  be  still 

accurate even though the material is outdated. However, as I discuss above, the Snowden 

revelations have had effects on how the NSA works, and it is very likely that they have altered 

many of their practices. For this purpose, the analysis would have benefited from focusing on 

investigating how the performance of governance has changed over time. This approach has 

throughout this study crossed my mind, but it was impossible to perform such a study given 

the time frame of this thesis. This is, however, something that could be of interest for future 

research. 
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7. Conclusion
This thesis set out to discuss how governance and its surveillance infrastructure are performed 

in  the  Snowden documents.  The  aim of  doing  such  a  study was  to  find a  way to  study 

surveillance and governance that was not through the classic metaphors inspired by Foucault's 

Panopticon, Orwell's Big Brother, or Haggerty and Ericson's ‘surveillant assemblage'. This 

study has identified the classification systems and the inter-organisational infrastructure as the 

mechanisms  that  shape  how  governance  is  performed  in  the  Snowden  documents.  To 

summarise, this has been achieved through discussing how the fear of terrorism culture has 

established a particular language that is utilised to discuss who is being surveilled. These 

factors are visible in how data are imagined and in what behaviour is  classified as being 

suspicious, thus instructing the softwares as to which parameters to search for. In this way the 

classification  system shapes  which  are  being  governed.  Since  the  NSA have  created  the 

software  for  data  collection,  the  classification  system  also  acts  as  a  boundary  object  in 

between them and the countries they collaborate with, thus influencing the way they govern.

The implications of the results of this study are threefold. First, by taking a step away from 

the narrative about the NSA and their surveillance practices that have echoed through media, 

it enables us to understand that the governance of the surveillance infrastructure happens on a 

broader level than what has been communicated. As shown in the empirical material, the fear 

of terrorism culture and the language spoken contributes to a culture within the NSA which is 

reinforcing and are being reinforced by and through the classification systems. Once the way 

of classifying and categorising people through data has become naturalised it is likely that 

they become the standardised way to discuss how things operate. When something has been 

standardised in this manner, it becomes the naturalised way to do things, and once something 

is  naturalised  it  stops  being  unnatural  and  the  people  within  the  organisation  will  stop 

questioning it and just accept that this is the way things work. 

Secondly,  when  the  classification  system  become  standardised  throughout  the  inter-

organisational  infrastructure,  it  has  what  Deleuze  and  Guattari  call  ‘rhizomic'  affects 

(Haggerty and Ericson, 2000). The classification system will in this sense have grown roots in 

numerous places and trying to change or ‘kill' the system in one place will not eliminate it as 

it exists in several different places at once. This emphasises that the surveillance infrastructure 

consists of a multiplicity of heterogeneous objects and actors. The third implication is of how 

Surveillance  Studies  are  being  performed.  What  it  offers  is  a  step  away from discussing 
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surveillance  by  utilising  the  traditional  metaphors  described  above  towards  performing 

research in surveillance that is grounded in an empirical case. This will enable us to achieve a 

more nuanced picture of how surveillance is performed today, and if further research were 

conducted in this manner, it would give us more ways to understand surveillance. My point is 

that if  we understand what governance mechanisms that are at play in different empirical 

settings  it  will  enable  us  to  broaden how surveillance  is  understood,  can  be  studied  and 

thought about. 
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9. Appendices
In this section, you can find the appendices that I discussed in the method and methodology chapter. 

The first appendix holds the visualisation of the timeline of the Snowden revelations, and the second 

part has the visualisations I have made using Tableau of the surveillance programs. Last, but not 

least, you will find the visualisations of what is in the Snowden documents that I used for colour 

coding and to create the themes for analysis. 
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