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By Rear Admiral Dr. S. Kulshrestha (Retd.)
Indian Navy

The current year has seen an unprecedented amount of hacker/ransomware attacks on government as well as private
enterprises spread all across the world. Shadow Brokers came in form this year by leaking alleged NSA tools, which included a
Windows exploit known as EternalBlue. In May, WannaCry ransomware crippled hundreds of thousands of computers belonging
to public utilities, large corporations, and private citizens. It also affected National Health Service hospitals and facilities in the
United Kingdom. It was halted in its tracks by utilizing its flaws and activating a kill switch. WannaCry rode on Shadow Brokers
leak of Windows OS weakness EternalBlue and the fact that the Windows MS17-010 patch had not been updated on many
machines by the users.  In June, Petya (also known as NotPetya/Nyetya/Goldeneye) infected machines worldwide. It is
suspected that its main target was to carry out a cyber-attack on Ukraine. It hit various utility services in Ukraine including the
central bank, power companies, airports, and public transportation [1].

In 2009, Conficker[2] worm had infected civil and defense establishments of many nations, for example, the UK DOD had
reported large-scale infection of its major computer systems including ships, submarines, and establishments of Royal Navy.
The French Naval computer network ‘Intramar’ was infected, the network had to be quarantined, and air operations suspended.
The German Army also reported infection of over a hundred of its computers. Conficker sought out flaws in Windows OS
software and propagated by forming a botnet, it was very difficult to weed it out because it used a combination of many
advanced malware techniques. It became the largest known computer worm infection by afflicting millions of computers in over
190 countries.

It is evident from the above incidents, which have the capability to inflict damage to both military and public institutions, that the
amount of data and the speeds at which processing is required in case of cyber defense is beyond the capacity of human
beings. Conventional algorithms are also unable to tackle dynamically changing data during a cyber-attack. Therefore, there is
an increasing opinion that effective cyber defense can only be provided by real time flexible Artificial Intelligence (AI) systems
with learning capability.

The US Defence Science Board report of 2013[3] states that “in a perfect world, DOD operational systems would be able to
tell a commander when and if they were compromised, whether the system is still usable in full or degraded mode,
identify alternatives to aid the commander in completing the mission, and finally provide the ability to restore the
system to a known, trusted state. Today’s technology does not allow that level of fidelity and understanding of
systems.” The report brings out that, systems such as automated intrusion detection, automated patch management, status
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data from each network, and regular network audits are currently unavailable. As far as the cyber defense in the military is
concerned, in the US, it is the responsibility of the Cyber Command to “protect, monitor, analyze, detect, and respond to
unauthorized activity within DOD information systems and computer networks”[4]. The offensive cyber operations could
involve both military and intelligence agencies since both computer network exploitation and computer network attacks are
involved. The commander of Cyber Command is also the Director of National Security Agency, thus enabling the Cyber
Command to execute computer exploitations that may result in the physical destruction of the military or civilian infrastructure of
the adversary. 

AI utilizes a large number of concepts like, Machine Learning, Fuzzy Logic Control Systems, and Artificial Neural Networks
(ANNs), etc. each of which singly or in combination are theoretically amenable for designing an efficient cyber-defense system.
The designed AI cyber defense system should proficiently monitor the network in real time and must be aware of all the
activities that the network is engaged in. The system should be able to heal and protect itself. It should have self-diagnostic
capabilities and sufficient inbuilt redundancies to function satisfactorily for a specified period of time.

Some advanced research work in respect of active cyber defense has been demonstrated under various fields of AI, a few
successfully tested examples are:

Artificial Neural Networks- In 2012, Barman, and Khataniar studied the development of intrusion detection systems, IDSs based
on neural network systems. Their experiments showed that the system they proposed has intrusion detection rates similar to
other available IDSs, but it was at least ~20 times faster in the detection of denial of service, DoS attacks [5]. 

Intelligent Agent Applications-In 2013, Ionita et al. proposed a multi intelligent agent based approach for network intrusion
detection using data mining [6].

Artificial Immune System (AIS) Applications- In 2014, Kumar, and Reddy developed a unique agent based intrusion detection
system for wireless networks that collect information from various nodes and uses this information with evolutionary AIS to
detect and prevent the intrusion via bypassing or delaying the transmission over the intrusive paths [7].
. 
Genetic Algorithm and Fuzzy Sets Applications- In 2014, Padmadas et al. presented a layered genetic algorithm-based
intrusion detection system for monitoring activities in a given environment to determine whether they are legitimate or malicious
based on the available information resources, system integrity, and confidentiality [8].

Miscellaneous AI Applications- In 2014, Barani proposed a genetic algorithm (GA) and artificial immune system (AIS), GAAIS –
a dynamic intrusion detection method for Mobile ad hoc Networks based on genetic algorithm and AIS. GAAIS is self-adaptable
to network changes [9].

In May, this year it was reported by Gizmodo[10] that over 60,000 sensitive files belonging to the U.S. government were found
on Amazon S3 with public access. Amazon S3 is a trusted cloud-based storage service where businesses of all sizes store
content, documents, and other digital assets. 28GB of this data contained unencrypted passwords owned by government
contractors (for e.g. Booze Allen) with Top Secret Facility Clearance. It appears that many users had failed to apply the multiple
techniques and best practices available to secure S3 Buckets and files.

This month, Amazon became the first public cloud provider to amalgamate Artificial Intelligence with cloud storage to help
customers secure data [11]. The new service, Amazon Macie, depends on Machine Learning to automatically discover, classify,
alert and protect sensitive data stored in Amazon Web Service, AWS.

From the above, it can be seen that there is rapid progress in design and development of cyber defense systems utilizing AI that
have direct military and civilian applications.
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